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/* simple UDP client */
struct sockaddr_in serv;
char request [REQUEST], reply[REPLY];
int sockfd, n;

if (argc != 2)
err_quit("usage: udpcli <IP address of server>");

if ((sockfd = socket (PF_INET, SOCK_DGRAM, 0)) < 0)
err_sys("socket error");

memset (&serv, 0, sizeof(serv));
serv.sin_family AF_INET;
serv.sin_addr.s_addr inet_addr(argv([1]);
serv.sin_port = htons (UDP_SERV_PORT) ;
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16 /* form request([] ... */
17 if (sendto(sockfd, request, REQUEST, 0,
18 (SA) &serv, sizeof (serv)) != REQUEST)
19 err_sys("sendto error");
20 if ((n = recvfrom(sockfd, reply, REPLY, 0,
21 (SA) NULL, (int *) NULL)) < 0)
22 err_sys("recvfrom error");
23 /* process "n" bytes of replyl] ... */
24 exit(0);
25 )
udpcli.c
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1-2 cliserv.h

1 /* Common includes and defines for UDP, TCP, and T/TCP

2 * clients and servers */

3 #include <sys/types.h>

4 #include <sys/socket.h>

5 #include <netinet/in.h>

6 #include <arpa/inet.h>

7 #include <stdio.h>

8 #include <stdlib.h>

9 #include <string.h>
10 #include <unistd.h>
11 #define REQUEST 400 /* max size of request, in bytes */
12 #define REPLY 400 /* max size of reply, in bytes */
13 #define UDP_SERV_PORT 7777 /* UDP server’s well-known port */
14 #define TCP_SERV_PORT 8888 /* TCP server'’s well-known port */
15 #define TTCP_SERV_PORT 9999 /* T/TCP server's well-known port */
16 /* Following shortens all the type casts of pointer arguments */
17 #define SA struct sockaddr *
18 void err_quit(const char *,...);
19 void err_sys(const char *,...);
20 int read_stream(int, char *, int);

1-2 cliserv.h
1-3 UDP

1 #include "cliserv.h"

2 int

3 main()

4 { /* simple UDP server */

5 struct sockaddr_in serv, cli;

6 char request [REQUEST], reply[REPLY];

7 int sockfd, n, clilen;

8 if ((sockfd = socket (PF_INET, SOCK_DGRAM, 0)) < 0)

9 err_sys ("socket error");

10 memset (&serv, 0, sizeof(serv));

11 serv.sin_family = AF_INET;

12 serv.sin_addr.s_addr = htonl (INADDR_ANY) ;

13 serv.sin_port = htons (UDP_SERV_PORT) ;
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14 if (bind(sockfd, (SA) &serv, sizeof(serv)) < 0)

15 err_sys("bind error"); .

16 for (;;) {

17 clilen = sizeof(cli);

18 if ((n = recvfrom(sockfd, request, REQUEST, 0,

19 (SA) &cli, &clilen)) < 0)

20 err_sys ("recvfrom error");

21 /* process "n" bytes of request[] and create replyl[] ... */

22 if (sendto(sockfd, reply, REPLY, 0,

23 (SA) &cli, sizeof(cli)) != REPLY)

24 err_sys("sendto error");

25 }

26 }

udpsero.
13 ()
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bi nd

6.
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1 #include v"cliserv.h"
2 int

3 main(int argc, char *argvl[])

4 { /* simple TCP client */

5 struct sockaddr_in serv;

6 char request [REQUEST], reply[REPLY];

7 int sockfd, n;

8 if (argc != 2)

9 err_quit("usage: tcpcli <IP address of server>");
10 if ((sockfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
11 err_sys("socket error");

12 memset (&serv, 0, sizeof(serv));
13 serv.sin_family = AF_INET;
14 serv.sin_addr.s_addr = inet_addr(argv([l1l]);
15 serv.sin_port = htons (TCP_SERV_PORT) ;
16 if (connect(sockfd, (SA) &serv, sizeof(serv)) < 0)
17 err_sys({"connect error");
18 /* form request{] ... */
19 if (write(sockfd, request, REQUEST) != REQUEST)
20 err_sys("write error");
21 if (shutdown(sockfd, 1) < 0)
22 err_sys("shutdown error");
23 if ((n = read_stream(sockfd, reply, REPLY)) < 0)
24 err_sys("read error");
25 /* process "n" bytes of replyl[}]l ... */
26 exit(0);
27 }
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10-17 socket TCP Internet
connect TCP
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FIN
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23-24 read_stream 1-6 TCP
TCP
TCP read
TCP FIN read
( 0) read_stream
read read read_stream
- - tepcli.c
1 #include "cliserv.h"
2 int
3 main(int argc, char *argvl[])
4 { /* simple TCP client */
5 struct sockaddr_in serv;
6 char request [REQUEST], reply[REPLY]:;
7 int sockfd, n;
8 if (argc != 2)
9 err_quit("usage: tcpcli <IP address of server>");
10 if ((sockfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
11 err_sys("socket error");
12 memset (&serv, 0, sizeof(serv));
13 serv.sin_family = AF_INET;
14 serv.sin_addr.s_addr = inet_addr(argv(l]);
15 serv.sin_port = htons (TCP_SERV_PORT) ;
1-6 read_stream
TCP
Internet (FTP SMTP HTTP NNTP)
(DNS RPC)
TCP (FIN)
FTP
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tcpserv.c
1 #include "cliserv.h"
2 int
3 main{()
4 { /* simple TCP server */
5 struct sockaddr_in serv, cli;
6 char request [REQUEST], reply[REPLY];
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7 int listenfd, sockfd, n, clilen:
8 if ((listenfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
9 err_sys("socket error");
10 memset (&serv, 0, sizeof(serv));
11 serv.sin_family = AF_ INET;
12 serv.sin_addr.s_addr = htonl (INADDR_ANY) ;
13 serv.sin_port = htons (TCP_SERV_PORT) ;
14 if (bind(listenfd, (SA) &serv, sizeof(serv)) < 0)
15 err_sys("bind error");
16 if (listen{(listenfd, SOMAXCONN) < 0)
17 err_sys("listen error");
18 for (;;) {
19 clilen = sizeof(cli);
20 if ((sockfd = accept(listenfd, (SA) &cli, &clilen)) < 0)
21 err_sys("accept error");
22 if ((n = read_stream(sockfd, request, REQUEST)) < 0)
23 err_sys{"read error"):;
24 /* process "n" bytes of request[] and create reply[] ... */
25 if (write(sockfd, reply, REPLY) != REPLY)
26 err_sys("write error");
27 close(sockfd) ;
28 }
29 }
tepserv.c
1-7 ()
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256 1024 145
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18-28 accept connect
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accept
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TITCP 1-10 T/ITCP
1 #include "cliserv.h" Hepeli.c
2 int
3 main(int argc, char *argv[])
4 { /* T/TCP client */
5 struct sockaddr_in serv;
6 char request [REQUEST], reply[REPLY];
7 int sockfd, n;
8 if (argc !'= 2)

(Yo

err_quit("usage: ttcpcli <IP address of server>");

10 if ((sockfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
11 err_sys ("socket error");
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12 memset (&serv, 0, sizeof(serv));

13 serv.sin_family = AF_INET;

14 serv.sin_addr.s_addr = inet_addr(argv[l}]);
15 serv.sin_port = htons (TCP_SERV_PORT) ;

16 /* form request[] ... */

17 if (sendto(sockfd, reguest, REQUEST, MSG_EOF,
18 (SA) &serv, sizeof(serv)) != REQUEST)
19 err_sys("sendto error”);

20 if ((n = read_stream(sockfd, reply, REPLY)) < 0)
21 err_sys("read error");

22 /* process "n" bytes of reply[] ... */
23 exit(0);

24 } .
ttepeli
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1 TCP
10-15 socket TCP Internet
IP
2.
17-19 TI/TCP connect sendto
sendt o 4
MSG_EOF 1-5
shut down FIN MSG_EOF T/ITCP
MSG_EOR ( osl )
1-12 sendt o SYN
FIN sendt o connect
write shutdown
3.
20-21 read_stream TCP

1-11 TITCP

1 #include "cliserv.h" tiepserv.c

2

3

4 { /* T/TCP server */
5 struct sockaddr_in serv, cli;

6 char request [REQUEST], reply[REPLY];

7 int listenfd, sockfd, n, clilen;

8 if ((listenfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
9 err_sys("socket error");
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10 memset (&serv, 0, sizeof(serv));
11 serv.sin_family = AF_INET;
12 serv.sin_addr.s_addr = htonl (INADDR_ANY) ;
13 serv.sin_port = htons (TCP_SERV_PORT) ;
14 if (bind(listenfd, (SA) &serv, sizeof(serv)) < 0)
15 err_sys("bind error");
16 if (listen(listenfd, SOMAXCONN) < 0)
17 err_sys("listen error");
18 for (;;) {
19 clilen = sizeof(cli);
20 if ((sockfd = accept(listenfd, (SA) &cli, &clilen)) < 0)
21 err_sys("accept error");
22 if ((n = read_stream(sockfd, request, REQUEST)) < 0)
23 err_sys("read error");
24 /* process "n" bytes of request{] and create reply([] ... */
25 if (send(sockfd, reply, REPLY, MSG_EOF) != REPLY)
26 err_sys("send error");
27 close(sockfd) ;
28 }
29 }
ticpserv.c
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« ESTABLISHED* CLOSE WAIT* LAST_ACK* FIN_WAIT_1* CLOSING*
SYN
TAO
FIN SYN (4.5 TAO )
SYN (
TAO )
2-7
TCP

« TF_SENDFI N FIN( SYN_SENT* SYN_RCVD* )

« TF_SENDSYN SYN( 227 5 )
CLOSED RST, ACK
LISTEN ( )
SYN_SENT SYN( ) SYN SYN_SENT* SYN, FIN
SYN_RCVD SYN ACK SYN, ACK SYN_RCVD* SYN, FIN, ACK
ESTABLISHED ( ACK ESTABLISHED* SYN, ACK
CLOSE_WAIT FIN ACK CLOSE_WAIT* SYN, ACK
FIN_WAIT_1 FIN ACK FIN FIN, ACK FIN_WAIT_1* SYN, FIN, ACK
CLOSING ACK FIN, ACK CLOSING* SYN, FIN, ACK
LAST_ACK FIN ACK FIN, ACK LAST_ACK* SYN, FIN, ACK
FIN_WAIT_2 FIN ACK
TIME_WAIT 2MSL ACK

2-7 TCP



TCP

2-7 SYN FIN
2.6

T/ITCP TAO TCP T/TCP TITCP
SYN SYN SYN
SYN (TAO ) cC

T/ITCP cC SYN

CcC cC TAO

T/TCP 3 CC CCnew CCecho (

RFC 1323 ) TCP
T/ITCP ( SYN
CCnew CQO)
TITCP 3
3 TITCP

TCP 10 T/TCP 7

SYN FIN



3 T/TCP

3.1
T/TCP 3 TCP
TITCP
. TITCP
. SYN
. MSS
. T/TCP
2 SYN
SYN/ACK
T/TCP bsdi ( 1-13) | aptop
TITCP 1-10 TITCP 1-11
400
RFC 1323
(
RFC 1 323 )
T/TCP
RFC 1 323 TITCP
(PAWS 1 246 )
3.2
- sendto
tao_ccsent O( )
TCP CCnew CcC TCP CCnew
3-1 Tcpdump ( Tcpdump
1 A SYN FIN
)
1 CCnew tcp_ccgen 1 2
CCnew tcp_ccgen 18 SYN
CCnew

TCP

300

SYN



TCP

1 0.0 bsdi.1l024 > laptop.8888: SFP 36858825:36859125(300)

win 8568 <mss 1460,nop,nop,ccnew 1>
2 0.020542 (0.0205) laptop.8888 > bsdi.1024: S 76355292:76355292(0)

ack 36858826 win 8712

<mss 1460,nop,nop,cc 18,

nop, nop, ccecho 1>
3 0.021479 (0.0009) bsdi.1024 > laptop.8888: F 301:301(0)

ack 1 win 8712 <nop,nop,cc 1>

4 0.029471 (0.0080) laptop.8888 > bsdi.l024: .

ack 302 win 8412 <nop,nop,cc 18>
5 0.042086 (0.0126) laptop.8888 > bsdi.1024: FP 1:401(400)

ack 302 win 8712 <nop,nop,cc 18>

6 0.042969 (0.0009) bsdi.l1l024 > laptop.8888: .
ack 402 win 8312 <nop,nop,cc 1>

3-1 T/TCP
300
3 SYN
FIN 300
FIN( 4 )
1
5 FIN 6 FIN
3456 cC CCnew CCecho
1 2
T/TCP NOP NOP
NOP 4
TCP
(ISN) 1 18.1
500ms
[Bellovn 1989]
1994 12 [Shimomura 1995]
BSD/0S 2.0 4.4BSD-Lite2
3-2 3-1
1 5
sendto
MSG_EOCF SYN_SENT* 3
SYN SYN_RCVD
ESTABLISHED FIN CLOSE_WAIT

MSG_EOF LAST_ACK 3



3 T/ICP

FIN ( 2-7)
bsdi.1024 laptop.8888
* SYN,F
SYN_SENT* 1 IN,PSH 36858825:36859125(300)
<mss 1460, ccnew 1> SYN_RCVD
76355292(0) 2
SYN 76355292.2832C T
FIN_WAIT_1 0k 36858626, <mss 1460, .
3 FIN 301:301(0)
ack1, <cc 1> ESTABLISHED,
4CLOSE_WAIT
FIN_WAIT_2 ‘/W
FIN,PSH 1:401(400) 5 LAST_ACK
TIME_WAIT |@— ack 302, <cc 18>
6
s mmens—— | CLosED
3-2 3-1
3.3 T/TCP
tao_ccsent 0 cC tcp_ccgen
2(2 TCP 2 ) 33
1 0.0 bsdi.1025 > laptop.8888: SFP 40203490:40203790(300)
win 8712 <mss 1460,cc 2>
2 0.026469 (0.0265) laptop.8888 > bsdi.l1025: SFP 79578838:79579238(400)
ack 40203792 win 8712
<mss 1460,cc 19,ccecho 2>
3 0.027573 (0.0011) bsdi.1025 > laptop.8888:
ack 402 win 8312 <cc 2>
3-3 T/ITCP -
3 T/ITCP 3-4
SYN FIN SYN_SENT*
TAO ESTABLISHED*
FIN CLOSE_WAIT*
SYN
MSG_EOF LAST_ACK* 2-7
SYN FIN ACK



TCP

bsdi.1025

SYN_SENT» 1 SYN,FIN,PSH 40203490:40203790(300)
win 8712, <mss 1460, cc 2> :

.79579238(400) 2 LAST_ACK*
N _
TIME_WAIT
- 3 W
LAST_ACK,
CLOSED
3-4 3-3
2 SYN FIN_WAIT 1
FIN FIN_WAIT 2
FIN TIME_WAIT
FIN
3 SYN LAST_ACK
FIN CLOSED
T/TCP
ESTABLISHED
1 ) FIN_WAIT 1 ( 2
)
3.4 SYN
cc
1 SYN cCc (2 3-3)
cc 1
( MSL )
IP P
35 CC 1 SYN
( SYN
) TCP 300
1 ( TCP
SYN ) 2 SYN/ACK TCP
RST( 3 ) TCP
RST 300 accept

laptop.8888

ESTABLISHED»,
CLOSE_WAIT*

CcC



3 T/ICP

1 0.0 bsdi.1027 > laptop.8888: SFP 80000000:80000300(300)
win 4096 <mss 1460,cc 1>
2 0.018391 (0.0184) laptop.8888 > bsdi.1027: S 132492350:132492350(0)
ack 80000001 win 8712
<mss 1460,cc 21,ccecho 1>
3 0.019266 (0.0009) bsdi.1027 > laptop.8888: R 80000001:80000001(0) win 0
3-5 T/TCP SYN
1 T/TCP
tcp_ccgen 1 12-3
tcp_ccgen CcC TCP CCnew
CcC
3-6 - T/ITCP
3
1 0.0 bsdi.1026 > laptop.8888: SFP 101619844:101620144(300)

2 0.028214 (0.0282)

3 0.029330 (0.0011)

3.5

1 0.0

2 0.025420 (0.0254)

3 0.025872 (0.0005)
0.033731 (0.0079)

5 0.034697 (0.0010)

6 0.044284 (0.0096)

7 0.066749 (0.0225)

8 0.067613 (0.0009)

3-7

laptop.8888 > bsdi.1026:

bsdi.1l026 > laptop.8888:
3-6 TI/ITCP -

CcC 2

3-7

CcC

win 8712 <mss 1460,cc 3>

SFP 140211128:140211528(400)
ack 101620146 win 8712
<mss 1460,cc 22,ccecho 3>

ack 402 win 8312 <cc 3>

3 SYN TAO

bsdi.1027 > laptop.8888: SFP 146513089:146513389(300)
win 8712 <mss 1460,cc 4>

arp who-has bsdi tell laptop

arp reply bsdi is-at 0:20:af:9c:ee:95

laptop.8888 > bsdi.1l027: S 27338882:27338882(0)

ack 146513090 win 8712
<mss 1460,cc 1,ccecho 4>

F 301:301(0)
ack 1 win 8712 <cc 4>

bsdi.1027 > laptop.8888:

laptop.8888 > bsdi.l1l027:

ack 302 win 8412 <cc 1>

FP 1:401(400)
ack 302 win 8712 <cc 1>

laptop.8888 > bsdi.l1l027:

bsdi.1027 > laptop.8888:

ack 402 win 8312 <cc 4>
T/TCP

T/TCP



TCP

ccC 4 1) ARP
ARP ( 4)
cC
31 FIN
300
3-11 3 FIN
( 7 ) 8
3-7
T/TCP 3-8
1 0.0 bsdi.1028 > laptop.8888: SFP 152213061:152213361(300)

2 0.034851 (0.0349)

3 0.035955 (0.0011)

laptop.8888 > bsdi.1l028:

win 8712 <mss 1460,cc 5>

SFP 32869470:32869870(400)
ack 152213363 win 8712
<mss 1460,cc 2,ccecho 5>

bsdi.1028 > laptop.8888: .

ack 402 win 8312 <cc 5>

3-8 TITCP -
3.6 MSS
(MSS)
TITCP
TAO ( 25 tao_nssopt) TCP
(1 184 20.4
)
( 32 768 ) 512
64 ( TCP
) T/TCP
1) T/TCP 4 096 Net/3
snd_wnd TCP
1 4096
2) T/TCP TCP
snd_cwnd 1 10-14 /
i n_l ocal addr (a)
(b) subnet sar el ocal 0
Net/3 (2 721 )

4096



3 T/ICP

TCP snd_wnd snd_cwnd
TCP 65 535
( 65 535x 21 1 )
snd_wnd snd_cwnd 4096 65535 TCP
4 096
32768 TCP (
32768 65535 32 768) TCP
snd_wnd 4 096 snd_cwnd
( MSS 512) TCP
snd_wnd
1 TITCP
3300 3400 3-9
T/ITCP Tcpdump
bug 6 8 10 3302 1
1 0.0 bsdi.1057 > laptop.8888: S 3846892142:3846893590(1448)
win 8712 <mss 1460,cc 7>
2 0.001556 (0.0016) bsdi.1057 > laptop.8888: . 3846893591:3846895043(1452)

win 8712 <cc 7>
3 0.002672 (0.0011) bsdi.1057 > laptop.8888: FP 3846895043:3846895443(400)
win 8712 <cc 7>

4 0.138283 (0.1356) laptop.8888 > bsdi.1l057: S 3786170031:3786170031(0)
ack 3846895444 win 8712
<mss 1460,cc 6,ccecho 7>

5 0.139273 (0.0010) bsdi.1l057 > laptop.8888: .

ack 1 win 8712 <cc 7>

6 0.179615 (0.0403) laptop.8888 > bsdi.l1057: . 1:1453(1452)

ack 1 win 8712 <cc 6>
7 0.180558 (0.0009) bsdi.1057 > laptop.8888: .
ack 1453 win 7260 <cc 7>

8 0.209621 (0.0291) laptop.8888 > bsdi.1057: . 1453:2905(1452)
ack 1 win 8712 <cc 6>

9 0.210565 (0.0009) bsdi.1057 > laptop.8888: .
ack 2905 win 7260 <cc 7>

10 0.223822 (0.0133) laptop.8888 > bsdi.1057: FP 2905:3401(496)

ack 1 win 8712 <cc 6>
11 0.224719 (0.0009) bsdi.1057 > laptop.8888: .
ack 3402 win 8216 <cc 7>

3-9 3300 3400

TITCP 4096 2.6ms
1 2 3 1 SYN 1448 12
TCP | MSS cc 2 1452



TCP

8 TCP 3 FIN PSH 8 TCP 400
2 TCP ( 6 ) ACK
ACK SYN (
)
4 SYN
SYN FIN 5 SYN
6 40 ms 1
8~11 ( 10 ) FIN
ACK FIN
3
(44ms) TCP_REASS ( 2 726 )
4
FIN_WAIT_2 TCP_REASS ESTABLISHED
ACK “ ” T/ITCP
Net/3 TCP FIN. WAIT_ 1 FIN_WAIT 2
TCP_REASS ESTABLISHED

ESTABLISHED

TCP_NOPUSH
TCP_NOPUSH

(T/ITCP )
int n;

n=1;
if (setsockopt (sockfd, IPPROTO_TCP, TCP_NOPUSH, (char *) &n, sizeof(n)) < 0)

err_sys ("TCP_NOPUSH error");

1-10 socket TCP
sendto 3300
MSG_EOF
1) sosend (2 16.7 ) 2048
mbuf TCP PRU_SEND
2) t cp_out put ( 12-4) (full-sized)
mbuf 1448 SYN ( 12
TCP )
3) mbuf 600 t cp_out put
Nagle 2 681 1
t cp_out put idle 1 1448 1

again idle 9-3



3 T/TCP

(* (sender silly window avoidance)” ) idle
TF_NOPUSH
T/ITCP Nagle
TF_NOPUSH ( TF_NOPUSH ) TCP
TCP
4) TCP_NOPUSH t cp_out put
sosend
TCP_NOPUSH 600
PSH
5) sosend 1252 mbuf PRU_SEND EOF
( 5-2 t cp_out put
tcp_usrclosed ( 12-4) SYN_SENT
SYN_SENT*( 12-5) TF_NOPUSH 1852
1452 8
TCP ( 3-9 ) ( Nagle
) SYN_SENT* FIN ( 2-7)
FIN (2 683 )
6) t cp_out put 400
FIN 9-3 Nagle
FIN 400 ( 2
688 )
TCP_NOPUSH MSS 1460
3300 3 1448 1452 400
3 1448 600 1252
3 600 TCP_NOPUSH 3 ( 1448
1452 700 ) 4 ( 1448 600 1452 100
)
sendt o TCP_NOPUSH
MSS
3.7
TITCP TITCP
3-10 bsdi T/TCP svr4( System V Release

4 TITCP)

TCP



TCP

1 0.0
2 0.006265 (0.0063)
3 0.007108 (0.0008)
4 0.012279 (0.0052)
5 0.071683 (0.0594)
6 0.072451 (0.0008)
7 0.078373 (0.0059)
8 0.079642 (0.0013)
TCP
TCP
2
3
( 2 791 FIN
5
7
5 7
svr4 CcC
CCnew
T/TCP
0( )
( 3-11)
)
1~-3 3-10
SYN/ACK
Solaris

bsdi.

svrd.

bsdi.

svrd.

svrd

bsdi

svrd.

bsdi.

3-10

.8888 >

.1031 >

T/ITCP

1

TAO

CCnew

1031 >

8888 >

1031 >

8888 >

8888 >

1031 >

svrd.

bsdi.

svrd

bsdi

bsdi.

svrd.

bsdi.

svrd.

(400

FIN
FIN

3-10

11

TCP/IP

T/TCP

8888:

1031:

.8888:

1031:

8888:

1031:

SFP 2672114321:2672114621(300)
win 8568 <mss 1460,ccnew 10>

S 879930881:879930881(0)
ack 2672114322 win 4096 <mss 1024>

F 301:301(0)
ack 1 win 9216

.1031:

ack 302 win 3796

P 1:401(400)
ack 302 win 4096

ack 401 win 8816

F 401:401(0)
ack 302 win 4096

8888: .

ack 402 win 9216

TCP

SYN FIN PSH 300
svr4 CcC

300 FIN
TCP

) 6

CCecho
1 ( )
CCnew
tao_ccsent

Solaris 2.4 SVR4( 3-10

SYN FIN PSH 300

CcC

ACK

TCP

(RFC 1191 [Mogul and Deering 1990])

CCnew

" (DF)



3 T/TCP

1 0.0 bsdi.1033 > sun.8888: SFP 2693814107:2693814407(300)
: win 8712 <mss 1460,ccnew 12>
2 0.002808 (0.0028) sun.8888 > bsdi.1033: S 3179040768:3179040768(0)
ack 2693814108 win 8760
<mss 1460> (DF)
3 0.003679 (0.0009) bsdi.1033 > sun.8888: F 301:301(0)
ack 1 win 8760
4 1.287379 (1.2837) bsdi.1033 > sun.8888: FP 1:301(300)
ack 1 win 8760
5 1.289048 (0.0017) sun.8888 > bsdi.1033: .
ack 302 win 8760 (DF)
6 1.291323 (0.0023) sun.8888 > bsdi.l1l033: P 1:401(400)
ack 302 win 8760 (DF)
7 1.292101 (0.0008) bsdi.1033 > sun.8888: .
ack 401 win 8360
8 1.292367 (0.0003) sun.8888 > bsdi.1l033: F 401:401(0)
) ack 302 win 8760 (DF)
9 1.293151 (0.0008) bsdi.1033 > sun.8888: .
ack 402 win 8360
3-11 T/TCP Solaris 2.4 TCP
Solaris TCP/IP bug bug
TCP 1 ( 2 ) TCP
4 FIN
FIN( 5 ) 6 7
FIN ( 8) ( 9)
RFC 793 [Postel 1981b] 30 “
TCP
(
ESTABLISHED )" RFC 66
LISTEN SYN “
13 bugﬂ RFC
SYN Solaris
( bug
SUN Bug ID 1222 490
) RFC 791 [Postel
19814] “ "
3.8
1) ( )



TCP

2)

3)

4)

CCnew

CCnew

SYN

T/TCP

3 (

TITCP

T/TCP
(  SVR4

SYN CcC
SYN/ACK
TCP
CCecho CcC
MSS)
RTT + SPT
SYN FIN
Solaris)

SYN



4  TITCP ()

4.1
T/TCP T/TCP
MSL TCP TIME_WAIT
TCP TIME_WAIT TCP
T/TCP
MSL TIME_WAIT 240 12 T/ITCP
T/TCP TAO TCP T/TCP -
T/TCP
4.2 TIME_WAIT
TCP TCP (
Telnet FTP WWW ) TCP
1 024~5 000 (  14-14)  Solaris
32 768~65 535 T/TCP
TCP TCP
4-1 TCP ( 1-5 )
1 1 0
2 4 1 3 5 X
0 1 2 3 4 5 241 242 243 244 245
e ———t——— ~ 1
e ______TMEWAT __ ,}
e ______TMEWAT
_____________ TIMEWAIT __
41 TCP
TCP

TCP TCP



TCP

MSL 120 1 TIME_WAIT 241 2 3
3 5 TIME_WAIT 243 245
CB “ " TIME_WAIT
TCP Internet PCB TCP
2 Net/3 3 264
TCP CPU ( 2 254
25.5 200ms 500ms TCP )
Net/3 TCP |IP “ (2 26.8 )
TCP 3
SO_REUSEADDR ( 2 592
TITCP
4-2 4-1 TITCP
4-1
TCP TITCP TITCP ( cC )
0 1 2 3 4 5 13 14 15 16 17
! ] : l l : N i i I I } >

4-2 T/TCP TCP
42 41 TIME_WAIT
cc 15 ( Net/3
[Brakmo and Peterson 1994]) T/TCP TIME_WAIT 8 TIME_WAIT
240 12
cc MSL(120 )
T/TCP  TIME_WAIT cc
4.4

T/ITCP

4-3 4-2

SO_REUSEADDR



4  T/TCP

()

bi nd connect
TCP ) sendto ( T/TCP ) 4-2
T/TCP
0 1 2 3 4 5 17
ettt N % -
e e} - L
TIME_WAIT
TIME_WAIT
4-3 TCP T/TCP
2 4 TCP
TIME_WAIT ccC
MSL TIME_WAIT
)
5 TIME_WAIT 12 4-2
1 T/TCP
TIME_WAIT 8 240
2) TIME_WAIT
8
TIME_WAIT
4.3 TIME_WAIT
TIME_WAIT TCP
RFC 793 RFC  RFC1185  TIME_WAIT
TIME_WAIT
1
2)
TCP
4-4
RTT
( ACK)

4-5

(



TCP

FIN_WAIT_1

CLOSE_WAIT

FIN_WAIT_2

FINN LAST_ACK
TIME_WAIT //

W’ RTT
CLOSED

FIN_WAIT_1 FINM
CLOSE_WAIT
ack M+l
FIN WAIT 2 LAST_ACK

TIME_WAIT - _ _
- \a_(iN-p 7 RTO

CLOSED

TIME_WAIT

4-5 TCP
FIN
(RTO) 44 RTT RTO RTT
RTT ( 2 25 RTT RTO)
FIN FIN
TIME_WAIT
ACK ACK FIN
FIN
FIN ACK
RST
4-5 FIN TIME_WAIT
ACK TIME_WAIT
TIME_WAIT 2 2MSL
4-5 TIME_WAIT
RTO RTO RTT  RFC 1185
RTT 1 RTO 1

TCP
RTO



4  T/TCP ()

TIME_WAIT TCP
IP
IP TTL( ) IP
1 IP 1 TTL
IP 1
1(RFC 1812 [Baker 1995]) 5.3.1 ) TTL 8
255
RFC 793 MSL 2
MSL 2
RFC 793 TIME_WAIT MSL 2
4-6 TIME_WAIT 2
(2MSL)
FIN ¢
ack M+1
/’EN/N"/
TIME_WAIT
! Wb
2MSL
\
“
4-6 2
2MSL
TIME_WAIT 1
TIME_WAIT
RFC 793 TIME_WAIT RST CLOSED

TIME_WAIT RFC 1337 [Braden 199243] RST

TTL

RFC

TTL



TCP

TIME_WAIT

4.4 TIME_WAIT

4-2 4-3 TITCP TIME_WAIT
T/TCP MSL 2 RTO( ) 8
4.3 TIME_WAIT
TCP
TIME_WAIT FIN 4-5
TIME_WAIT RTO MSL T/TCP
8 4-2
TIME_WAIT ( 12 )
4-3
TIME_WAIT 8 RTO 4-7
CC=6
: K (FIN)
EOF - | CC=77lcceCho_
TIME_WAIT
TIME_WAIT
4-7 ACK TIME_WAIT
ACK
SYN TAO
8 6) ( 2 )
TAO SYN
TITCP TIME_WAIT
RTO RTO
[Olah 1995]

FIN TIME_WAIT FIN RST



4  T/TCP ()

ACK
RTT 3 TI/TCP 3
RTO
( 14.7 RTO ) RTT
( 3 ) RTT RTT
10ms RTO 100ms 800ms
TIME_WAIT RTO
6 ( 14-13 ) 6 SYN/ACK/data/FIN
RST
TIME_WAIT CcC
MSL 4-8
CcC (tcp_ccgen) (2MSL)
22-1 4294967295 240 18 000 000
tcp_ccgen 0 1 2MSL
AM SL tcp_ccgen 1 tcp_ccgen 0
2M SL 232-1 232 MSL 2 147
483 648 MSL
0 CC 1 100 TIME_WAIT 100
112 ( RTO 1.5
TIME_WAIT 12 ) (100 )
MSL(120 ) 220
tcp_ccgen 0~240
40 TCP
1=tcp._ccgen 04
W
cc=1
100-L g
124
2%1 =2,147,483,648 = tcp_ccgen  (MSL) 120+
MSL:  cc=1

220+ J

2%2 _1 = 4,294,967,295 = tcp_ccgen
1=tcp_ccgen (2MSL) 240-
2 = tcp_ccgen

Y
4-8 MSL TIME_WAIT



TCP

MSL TIME_WAIT

CcC
M SL
TIME_WAIT 4-9
tcp_ccgen 0 CC
2 140 MSL TIME_WAIT
380 (
tcp_ccgen O 1 CcC 2 0 140
)
240~260 cC 2 TIME_WAIT ( 140
~ 152 ) 240~ 260
CcC 2 260
2
240~260 ( ) CC 2
CcC
1=tecp_ccgen 04 ~
CcC=2

281 =2,147483,648 = tcp_ccgen  (MSL) 120

140t -
MSL: cc=2
220+
2%2 -1 =4,294,967,295 = tcp_ccgen %
1=tcp_ccgen (2MSL) 240 |
2 =tcp_ccgen =
260 -+ E
2
£
360 -+
sl ¥
Y
4-9 MSL TIME_WAIT

TIME_WAIT

MSL
) TCP 42 43)



4 T/TCP ()
MSL
EADDRI NUSE ( 12-2)
4-2 T/TCP
MSL TIME_WAIT
2 MSL 8 RTO ( CPU ) T/TCP
2 TCP ( FTP SMTP HTTP )
MSL
4.5 TAO
T/TCP
RFC 793 “
reset "
SYN
SYN
TCP ESTABLISHED SYN
T/TCP SYN
SYN SYN
SYN CcC
CC
4-10 4-8 tcp_ccgen
2MSL 2%-1
1=tcp_ccgen 0
100 = tcp_ccgen
2312147483648 = tcp_ccgen  (MSL) 1204 —m CC=1 SYN
— CC=100 SYN
232 _ 1 =4294967 295 = tcp_ccgen
1=tcp_ccgen (2MSL) 2404 -a—m cC=1 cC
100 = tcp_ccgen - CC =100 cc
4-10 SYN CcC SYN
0 tcp_ccgen 1 100 IP
120 (MSL )y cC 1 SYN
CcC 100 SYN



TCP

240 o -
CcC
SYN (1
CcC (1) CcC 100 o -
SYN
RFC 1644 0 “ -
( SYN ACK ) CC o
SY N ” CC
o TITCP
) MSL
2)tcp_ccgen 2MSL 22_1
SYN
4-11 T/TCP . N
LISTEN, port 12
1600 1 - tao_cc[ =1
|
:
|
1601 ! |
C=5
: 000 TN TAO tao_cc [ ]=5000
|y, ek \
l CC=98, CCecho:SOOO
|
4 ' aCk(FIN)
| C 5000
|
: .
I
CC:15
g TAO e
& e 15 tao_cc[  ]=5000
cC=99, CCecho=
6
W’
CC=15
tao_cc[  ]=5000
4-11 TTCP -
CC 1 1 o ) )
2 1601 CC 5000
2 TAO (5000 1) -
5000 3 4



4  T/TCP ()

1
SYN
(
CcC
CcC 15~
cC
4-11
TAO
( TCP
2 649-650
b

231 = 2 147 483 648 = tcp_ccgen

232 _1=4294 967 295 = tcp_ccgen

0
CcC
0
SYN TAO

SYN

TAO (15  5000)
SYN ACK
6
) CC 15
( )
CcC 5000 15
5000
TAO
CcC
cC
“ (wrap their sign bit)”
cC 32 CcC
CC a bn ” a
b ) 4-12
1= tcp_ccgen 01 - cC=1 cC
(MSL) 120 CC =2147 483 648
TAO
1=tcp_ccgen (2MSL) 240+
Y
4-12 CC TAO
CcC 1 TAO CC
2 147 483 646 120
CcC 2 147 483 648
( 2147 483648 1 2 24-26 )
CcC 1
240 SYN
tcp_ccgen

2 147 483 648 4 294 967 295



TCP

120
TITCP
CC CC 2-5 tao_cc
tao_ccsent
tcp_ccgen CcC
CCnew cC cC
CCnew SYN tao_cc 0(
) TAO
CcC
CC (
) CcC SYN
CCnew CcC
SYN/ACK
SYN
(SYN/ACK )
TCP SYN
SYN (1SS)
64 000(TCP_1I SSI NCR 2) ( 2 808 ) SYN
SYN/ACK
TITCP SYN
RFC 1379 [Braden 1992b] 7
SYN/ACK
100 SYN (300 )
ISS 64 000
64 000 TITCP ( 4 096 )
SYN/ACK
4.4BSD-Lite2 3.2 ISS ISS
31232 96767 63999 31232
CCecho
TITCP CCecho SYN/ACK
SYN CcC CCecho
CCecho ( 11-8)
CcC 2 MSL
SYN/ACK
SYN/ACK TAO



4  T/TCP ()

SYN SYN/ACK
SYN
RFC 1644 SYN SYN
4-10 tcp_ccgen O 1 CcC 1 SYN
120 ccC 1 SYN
0~75 CcC 1 SYN 195
120 ( 2 664 SYN
SYN 75 )
TAO tcp_ccgen
tcp_ccgen 2MSL 2%2-1
18 000 000 SYN
2 MSL+2 MRX 2%2-1 MRX SYN ( Net/3
75 ) 11 000 000
4.6
TCP TIME_WAIT
1)
2)
T/ITCP 120 (1 MSL) TIME_WAIT
8 240 TIME_WAIT
T/TCP ( 18 000 000 )
TITCP
TIME WAIT
TCP TAO(TCP ) TITCP -
CC CcC CcC
SYN TITCP
1) MSL
2)tcp_ccgen 2MSL 2%2-1



) T/TCP
51
Net/3 TITCP 2
« 5
e 6
- 7 (PCB)
- 8 TCP
e 9 TCP
« 10 TCP
e 11 TCP
e 12 TCP
2
T/TCP 1200 2 15000
T/ITCP sosend MSG_EOF
sendto sendnsg
5.2
TITCP
1) <sys/ socket. h> MSG_EOF send sendto sendnsg
write
shut down 2 16-12
2) <sys/ pr ot osw. h> PRU_SEND_ EOF 2 15-17
sosend 5-2
3) <sys/ protosw. h> PR_I MPLOPCL( “
") (@ sendto sendnsg
conncet ( ) (b) MSG_EOF
( ) ( TCP) (a)
sendto sendnsg connect
2 7-9
switch TCP inetswj2]( 2 7-13 51~55 )
pr_fl ags PR_| MPLOPCL
5.3 sosend
sosend 5-1 2 397 314~321
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uipc_socket.c

320 if ((so->so_state & SS_ISCONNECTED) == 0) {
321 /*
322 * sendto and sendmsg are allowed on a connection-
323 * based socket only if it supports implied connect
324 * (e.g., T/TCP).
325 * Return ENOTCONN if not connected and no address is
326 * supplied.
327 */
328 if ((so->so_proto->pr_flags & PR_CONNREQUIRED) &&
329 (so->so_proto->pr_flags & PR_IMPLOPCL) == 0) {
330 if ((so->so_state & SS_ISCONFIRMING) == 0 &&
331 ! {resid == 0 && clen != 0))
332 snderr (ENOTCONN) ;
333 } else if (addr == 0)
334 snderr (so->so_proto->pr_flags & PR_CONNREQUIRED ?
335 ENOTCONN : EDESTADDRREQ) ;
336 } .
uipc_socket.c
5-1 sosend
320 314
T/TCP 17
2 8 T/TCP
2 2
2 3 2
320-336 PR_| MPLOPCL
sendto sendnsg
TCP ENOT CONN UDP
EDESTADDRREQ
330-331 i f SS_| SCONFI RM NG
OSl| TP4 TCP/IP
5-2 sendt o 2 400 399~403
uipc_socket.c
415 s = splnet(); /* XXX */
416 /*
417 * If the user specifies MSG_EOF, and the protocol
418 * understands this flag (e.g., T/TCP), and there’s
419 * nothing left to send, then PRU_SEND_EOF instead
420 * of PRU_SEND. MSG_OOB takes priority, however.
421 */
422 req = (flags & MSG_OOB) ? PRU_SENDOOB :
423 ((flags & MSG_EOF) &&
424 (so->so_proto->pr_flags & PR_IMPLOPCL) &&
425 (resid <= 0)) ? PRU_SEND_EOF : PRU_SEND;
426 error = (*so->so_proto->pr_usrreq) (so, req, top, addr, control);
427 splx(s);

uipc_socket.c

5-2 sosend
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XXX
spl net
5-2 spl x

2 112 Net/3
416-427 MSG_OOB PRU_SENDOOB
MSG_EOF PR_I MPLOPCL (resid

0) PRU_SEND EOF PRU_SEND

3.6 sendto 3300
MSG_EOF sosend 5-2 PRU_SEND
2048 ( mbuf ) PRU_SEND_EOF
1252 ( mbuf )
54
T/ITCP TCP
connect sendt o sendnmsg
send sendto sendnsg MSG_EOF

1-10 sendto
Net/3



6 T/TCP

6.1
TITCP
2-5 tao_cc tao_ccsent tao_nmssopt
Net/3 2 19 “ 8
2 ( TITCP) Net/3
18-17 rn_addroute rn_del ete
rn_match rn_wal ktree
(radix tree) TCP/IP
TITCP
(
WWW 14.10 )
T/TCP
2 19.2
TCP/IP
TITCP
TITCP
) Net/3
NFS
6.2
C netinet/in_rnx.c TITCP TCP/IP
Internet
19 20

6-1 Internet (

(Net/3
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10

RTM_ADD

rtable_init

rt_refent =0

RTM_DELETE

6-1 Internet

6-2 Internet

FreeBSD sysct | 6-2
net.inet.ip
2 835 i p_sysctl

rtg_timeout i nt in_rtqtino ( = 10 )
rtg_t oomany i nt
rtg_reallyold int
rtg_m nreallyold int rtg_reallyold
6-2 Internet

6.3 radi x_node_head

radi x_node_head ( 2 18-16) rnh_cl ose
in_clsroute IP 6-7
rtfree 2 19-5 108 109
rnh

struct radix node_head *rnh = rt_tables[rt_key(rt)->sa_family];
3 112~113

if (rnh->rnh_close && rt-> rt- refent == 0) {
‘rnh->rnh_close((struct radix_node *)rt, rnh);
}



6 T/TCP

0
6.4 rtentry

T/TCP rtentry (2 464 ) rt_flags
16 15 ( 2 464 ) rtentry
rt_prflags

rt_flags

TITCP rt_prflags

* RTPRF_WASCLONED rtrequest ( 2 488 335~336 )
RTF_CLONI NG

* RTPRF_QOURS in_clsroute ( 67 IP

6.5 rt_nmetrics

T/TCP
tao_cc tao_ccsent tao_mssopt
rt_metrics ( 2 464 )

u_long rmx_filler[4] /* protocal famly specific metrics */
16 T/ITCP 6-3
: t h
153 struct rmxp_tao { . cp-var.
154 tep_cc  tao_cc; /* latest CC in valid SYN from peer */
155 tep_cc  tao_ccsent; /* latest CC sent to peer */
156 u_short tao_mssopt; /* latest MSS received from peer */
157 };
158 #define rmx_taop(r) ((struct rmxp_tao *)(r).rmx_filler)
tcp_var.h
6-3 T/TCP TAO rnxp_tao
153-157 tcp_cc t ypedef (
TCP ) tcp_cc 0
158 rtentry rmx_taop rmxp_tao

6.6 in_inithead

2 504 Net/3 TITCP
i netdomai n dom rtattach in_inithead
rn_inithead( 2 151 ) 6-4 in_inithead

1
222-225 rn_inithead radi x_node_head Net/3
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T/TCP “ "

NFS

2.

226-229 rn_inithead radi x_node_head
rnh_addaddr rnh_mat chaddr 2 18-17
Internet rnh_cl ose
T/ITCP
in_rmx.c
218 int
219 in_inithead(void **head, int off)
220 {
221 struct radix_node_head *rnh;
222 if (!rn_inithead(head, off))
223 return (0);
224 if (head !'= (void **) &rt_tables[AF_INET])
225 return (1); /* only do this for the real routing table */
226 rnh = *head;
227 rnh->rnh_addaddr = in_addroute;
228 rnh->rnh_matchaddr = in_matroute;
229 rnh->rnh_close = in_clsroute;
230 in_rtqgtimo (rnh) ; /* kick off timeout first time */
231 return (1);
232 } .
in_rmx.c
6-4 in_inithead
3.

230 in_rtqgtino

6.7 in_addroute

rtrequest RTM_ADD
RTM_RESOLVE
( 2 488~489 ) rnh_addaddr
Internet i n_addroute 6-5

- - in_rmx.c
47 static struct radix_node *
48 in_addroute(void *v_arg, void *n_arg, struct radix node_head *head,

49 struct radix_node *treenodes)

50 {

51 struct rtentry *rt = (struct rtentry *) treenodes;

52 /*

53 * For IP, all unicast non-host routes are automatically cloning.
54 */

55 if (! (rt->rt_flags & (RTF_HOST | RTF_CLONING))) {

56 struct sockaddr_in *sin = (struct sockaddr_in *) rt_key(rt);
57 if (!IN_MULTICAST(ntohl (sin->sin_addr.s_addr))) {

6-5 in addroute
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58 rt->rt_flags |= RTF_CLONING;
59 }
60 }
61 return (rn_addroute(v_arg, n_arg, head, treenodes));
62 }
6-5 ()
52-61
(P ) IP
rn_addroute
6.8 in_matroute
rtallocl( 2 483 ) rnh_mat chaddr
( 6-6 in_matroute )
68 static struct radix_node *
69 in_matroute(void *v_arg, struct radix_node_head *head)
70 {
71 struct radix_node *rn = rn_match(v_arg, head);
72 struct rtentry *rt = (struct rtentry *) rn;
73 if (rt && rt->rt_refcnt == 0) { /* this is first rgference */
74 if (rt->rt_prflags & RTPRF_OURS) {
75 rt->rt_prflags &= “RTPRF_OURS;
76 rt->rt_rmx.rmx_expire = 0;
77 }
78 }
79 return (rn):;
80 }
6-6 in natroute
rn_match
71-78 rn_match
RTPRF_OURS rnmx_expire

6.9 in_clsroute

T/TCP radi x_node_head
rnh_cl ose rtfree
in_clsroute 6-7
1.
93-99 RTF_HOST

in_rmx.c

in_rmx.c

in_rmx.c
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in_rmx.c
89 static void
90 in_clsroute(struct radix_node *rn, struct radix_node_head *head)
91 {
92 struct rtentry *rt = (struct rtentry *) rn;
93 if (!(rt->rt_flags & RTF_UP))
94 return;
95 if ((rt->rt_flags & (RTF_LLINFO | RTF_HOST)) != RTF_HOST)
96 return;
97 if ((rt->rt_prflags & (RTPRF_WASCLONED | RTPRF_OURS))
98 != RTPRF_WASCLONED)
99 return;
100 /* ;
101 * If rtg reallyold is 0, just delete the route without
102 * waiting for a timeout cycle to kill it.
103 */
104 if {(rtg reallyold != 0) {
105 rt->rt_prflags |= RTPRF_OURS;
106 rt->rt_rmx.rmx_expire = time.tv_sec + rtg_reallyold;
107 } else {
108 rtrequest (RTM_DELETE,
109 (struct sockaddr *) rt_key(rt),
110 rt->rt_gateway, rt_mask(rt),
111 rt->rt_flags, 0);
112 }
113 ) .
in_rmx.c
6-7 in_clsroute
) RTF_LLI NFO ( ARP ) RTPRF_
WASCLONED ( ) RTPRF_OURS (
2.
100-112 rtq reallyold RTPRF_OURS
rnmx_expire (time.tv_sec) rtg_reallyold
( 3600 1 ) sysctl rtg_real lyold 0
rtrequest
6.10 in_rtqtino
6-4 in_inithead in_rtqtinm in_rtqtinm
rtq_ti meout ( 600 10 )
in rtqgtinmo ( rn_wal ktree ) IP
in_rtagkill in_rtqgkill in_rtqtino
in_rtqgkill( 6-1) rn_wal ktree
rn_wal ktree in_rtgkill

in_rtqtino in_rtqkill

in_rtqtino rn_wal ktree rtgk_arg 6-8
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114 struct rtgk_arg { m_rmx.c
115 struct radix_node_head *rnh; /* head of routing table */
116 %nt found; /* #entries found that we’re timing out */
117 %nt killed; /* #entries deleted by in_rtgkill */
118 int updating; /* set when deleting excess entries */
119 int draining; /* normally 0 */
120 time_t nextstop; /* time when to do it all again */
121 };
in_rmx.c
6-8 rtgk_arg inrtqtino inrtgkill
in_rtqtino 6-9
in_rmx.c

159 static void
160 in_rtqgtimo{void *rock)

161 {

162 struct radix_node_head *rnh = rock;

163 struct rtgk_arg arg;

164 struct timeval atv;

165 static time_t last_adjusted_timeout = 0;

166 int s;

167 arg.rnh = rnh;

168 arg.found = arg.killed = arg.updating = arg.draining = 0;

169 arg.nextstop = time.tv_sec + rtg _timeout;

170 s = splnet();

171 rnh->rnh_walktree(rnh, in_rtqkill, &arg);

172 splx(s);

173 /*

174 * Attempt to be somewhat dynamic about this:

175 * Tf there are ‘'too many’ routes sitting around taking up space,
176 * then crank down the timeout, and see if we can’t make some more
177 * go away. However, we make sure that we will never adjust more
178 * than once in rtqg timeout seconds, to keep from cranking down too
179 * hard.

180 */

181 if ((arg.found - arg.killed > rtqg _toomany) &&

182 (time.tv_sec - last_adjusted_timeout >= rtg_timeout) &&

183 rtq reallyold > rtg minreallyold) {

184 rtg reallyold = 2 * rtg reallyold / 3;

185 if (rtg reallyold < rtg _minreallyold)

186 rtg reallyold = rtq minreallyold;

187 last_adjusted_timeout = time.tv_sec;

188 log (LOG_DEBUG, "in_rtgtimo: adjusted rtqg reallyold to %d\n",
189 rtg _reallyold);

190 arg.found = arg.killed = 0;

191 arg.updating = 1;

192 s = splnet();

193 rnh->rnh_walktree(rnh, in_rtqgkill, &arg);

194 splx(s);

195 }

196 atv.tv_usec = 0;

197 atv.tv_sec = arg.nextstop;

198 timeout (in_rtgtimo, rock, hzto(&atv));

199 }

in_rmx.c

6-9 inrtqgtino
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1. rtgk_arg rn_wal ktree
167-172 rtqgk_arg IP rnh f ound
killed drai ni ng update nextstop ( )
rtq_ti meout (600 10 ) rn_wal ktree IP
in_rtgkill( 6-11)
2.
173-189
1) (f ound killed) rtq_toomany(
128)
2) rtqg_timeout (600 10 )
)rtg_really rtg_m nreallyol d( 10)
rtq reallyold 2/3( )
3600 (60 ) 3600 2400 1600 1066 710
rtg_mnreallyol d( 10 )
| ast _adjusted_ti meout sysl ogd
([Stevens 1992] 13.4.2 | og sysl ogd )

rtqg_reallyold

190-195 rtqgk_arg found killed 0 updating
1 rn_wal ktree

196-198 in_reqkill rtgk_arg nextstop
in_rtqtino ti meout

10

14.10 Web T/TCP
24 5 000 1
550 Internet
TITCP

6.11 in_rtqgkill

rn_wal ktree in_rtqgkill rn_wal ktree in_rtqtin
6-11 in_rtagkill IP

1
134-135 RTPRF_OURS

in_clsroute ( )

( 1 ) (

RTPRF_OURS )
136-146 dr ai ni ng ( )

(rnx_expire ) rtrequest rtqk_arg
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f ound RTPRF_OURS killed
147-151 el se updati ng ( 6-9
) (
) rtq_reallyold 6-10
| 3600
! - =3100
2400 =||
— i i f—-
. 100 600 3000 3700
in_clsroute in_rtqgtimo
in_rtqkill
6-10 inrtagkill

in_rmx.c

127 static int
128 in_rtgkill (struct radix_node *rn, void *rock)

129 {
130 struct rtgk_arg *ap = rock;
131 struct radix_node_head *rnh = ap->rnh;
132 struct rtentry *rt = (struct rtentry *) rn;
133 int err;
134 if (rt->rt_prflags & RTPRF_OURS) {
135 ap->found++;
136 if (ap->draining || rt->rt_rmx.rmx_expire <= time.tv_sec) {
137 if (rt->rt_refcnt > 0)
138 panic("rtgkill route really not free"):
139 err = rtrequest (RTM_DELETE,
140 (struct sockaddr *) rt_key(rt),
141 rt->rt_gateway, rt_mask(rt),
142 rt->rt_flags, 0);
143 if (err)
144 log (LOG_WARNING, "in_rtgkill: error %d\n", err);
145 else
146 ap->killed++;
147 } else {
148 if (ap->updating &&
149 (rt->rt_rmx.rmx_expire - time.tv_sec > rtqg _reallyold)) {
150 rt->rt_rmx.rmx_expire = time.tv_sec + rtq_reallyold;
151 }
152 ap->nextstop = lmin(ap->nextstop, rt->rt_rmx.rmx_expire);
153 }
154 }
155 return (0);
156 } ,
in_rmx.c
6-11 inrtokill
X 100 in_clsroute (
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) rtq_reallyold 3600(1 )
3700 600 in rtqtim (
3100 ) inrtqtimo rtq_reallyold
2 400 updati ng 1 rn_wal ktree IP
in_rtagkill updati ng 1 3100 3100 2400
2400 3000
2.
152-153
next st op next st op
in_rtqtino rtq_timeout ( 10
)
6-12 X 0 600
in_rtqtino

in_clsroute

#1?0 3?0 4 ¢ ¢ + + #3:039#00 >
0 600 1200 1800 2400 3000 3600 4500
6-12 inrtqtino
i n_addroute IP 100 in_clsroute
3700(1 ) 300 3900
in_rtqgtino 0 600 1200 1800 2400 3000
3600 0 3000 nextstop 600 3000
in_rtqkill next st op 3600 3600 3700 3900
3600 in_rtagkill next st op 3700
3700 3900 4200 3700 in_rtqtino
4200 in_rtgkill 3700 3900
nextstop 3900 IP 3900
in_rtqtinmo 4500 5100
rt_metrics rmx_expire
ARP ARP ( 2 21
) ( TAO )
ARP 20
in_rtagkill (1 ) in_clsroute
RTM_LLI NFO ARP ( 6-7) ARP
in_rtqkill

route T/ITCP
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(
) 1 59
1 route route
route_output rtallocl rtallocl
i n_mat r out e(Internet rnh_mat chaddr) in_matroute
0 1 1 0 rtfree
in_clsroute in_clsroute 1
6.12
TITCP rt_metrics 16 10 TITCP TAO
etao_cc SYN CC
etao_ccsent CcC
etao_nssopt MSS
radi x_node_head rnh_cl ose
0 ( )
Internet
1in_inithead Internet radi x_node_head

2)in_addroute IP
IP
3)in_matroute IP in_clsroute

4)in_clsroute IP
1



7 TITCP

7.1

TITCP PCB ( 2 22 )
in_pchconnect( 2 222 ) in_pchbl addr

in_pcbconnect (
i n_pchl addr)
( )
TIME_WAIT T/ITCP connect
MSL CcC TIME_WAIT
TITCP i n_pcbconnect
PCB TIME_WAIT “ ”
TCP connect i n_pchconnect TCP
UDP connect UDP sendt o 7-1 Net/3
ubDP TCP
in_pcbconnect PRU_CONNECT @
7-1 Net/3 i n_pchconnect
TCP UDP i n_pcbconnect TCP connect
(PRU_CONNECT ) tcp_connect ( 12-2 12-3)
i n_pchbl addr TITCP sendto sendnsg
PRU_SEND PRU_SEND_ EOF tcp_connect 7-2
UDP TCP

in_pcbconnect @

PRU_CONNECT
PRU_SEND

' ' PRU_SEND_EOF
in_pcbladdr tcp_connect

7-2 in_pcbconnect i n_pchl addr
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7.2 in_pchl addr

i n_pcbl addr 7-3

2 590 138~139

136 int

in_pcb.c

137 in_pcbladdr (inp, nam, plocal_sin)
138 struct inpcb *inp;

139 struct mbuf *nam;

140 struct sockaddr_in **plocal_sin;

141 {
142
143
144

145
146

struct in_ifaddr *ia;
struct sockaddr_in *ifaddr;
struct sockaddr_in *sin = mtod(nam, struct sockaddr_in *);

if (nam->m_len != sizeof (*sin))
return (EINVAL);

136-140

2 22-27

in_pcb.c
7-3 in_pchl addr

i n_pcbconnect

2 22-25 22-26 22-27
593 7-4
in_pcb.c

232
233
234
235
236

237
238
239 )

/*

* Don’t call in_pcblookup here; return interface in

* plocal_sin and exit to caller, who will do the lookup.
*/

*plocal_sin = &ia->ia_addr;

}

return (0);

232-236

in_pcb.c
7-4 i n_pchl addr

sockaddr _in

in_pchbl addr 0.0.0.0

255.255.255.255 IP (
IP ) connect i n_pcbconnect

7.3 in_

7-5

1
255-259
P
2.
260-266

pcbconnect

i n_pcbconnect i n_pcbl addr
2 22-28

IP i n_pcbl addr
i faddr

i n_pchl ookup TCP connect (
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) 0
i n_pchbl ookup 0 0 PCB
3.
267-271 i n_pcbbi nd
i n_pcbl addr
PCB 0
i n_pcbbi nd
272-273 (in_pchbconnect ) PCB
in_pch.c
247 int P
248 in_pcbconnect (inp, nam)
249 struct inpcb *inp;
250 struct mbuf *nam;
251 {
252 struct sockaddr_in *ifaddr;
253 struct sockaddr_in *sin = mtod(nam, struct sockaddr_in *);
254 int error;
255 /*
256 * Call inner function to assign local interface address.
257 */
258 if (error = in_pcbladdr(inp, nam, &ifaddr))
259 return (error);
260 if (in_pcblookup (inp->inp_head,
261 sin->sin_addr,
262 sin->sin_port,
263 inp->inp_laddr.s_addr ? inp->inp_laddr : ifaddr->sin_addr,
264 inp->inp_lport,
265 0))
266 return (EADDRINUSE);
267 if (inp->inp_laddr.s_addr == INADDR_ANY) {
268 if (inp->inp_lport == ()
269 (void) in_pcbbind(inp, (struct mbuf *) 0);
270 inp->inp_laddr = ifaddr->sin_addr;
271 }
272 inp->inp_faddr = sin->sin_addr;
273 inp->inp_fport = sin->sin_port;
274 return (0);
275 } .
in_pch.c
7-5 i n_pchconnect
7.4
T/TCP i n_pcbconnect
i n_pchbl addr i n_pcbconnect
T/TCP ( connect
sendt o ) i n_pcbl addr TITCP
7-5 TIME_WAIT T/TCP
TCP 7-5 in_pcbconnect

EADDRI NUSE



8 T/TCP TCP
8.1
TITCP TCP
tcp_ccgen CcC tcp_do rfcl 644
CcC TCP TCP
4
tcp_slowtino
MSL 4.4 TITCP TIME_WAIT
8.2
TITCP
8-1 TITCP TCP
tcp_ccgen tcp_cc CC
tcp_do_rfcl644 i nt ( ) CC CCnew
81 T/TCP
3 tcp_ccgen 6.5 tcp_cc
typedef tcp_cc 0
tcp_ccgen
tp->cc_send = CC_INC (tcp_ccgen) ;
cc_send TCP ( 8-3) CC_INC <netinet/tcp_seq. h>
#define CC_INC(c) (++(c) == 0 2 ++(c) : (c))
tcp_ccgen 0
1
CcC CC LT CC_LEQ CC _GI CC_GEQ
2 649 SEQ_xx
tcp_do_rfcl 644 2 tcp_do_rfcl 323 tcp_do_
rfcl644 0 TCP CC CCnew
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TITCP 5 8-2 t cpst at 2 638
tcpst at

t cps_t aook TAO SYN

tcps_taofail CcC SYN TAO

t cps_badccecho CCecho SYN/ACK

tcps_i npl i edack ACK SYN

tcps_ccdrop CcC
8-2 tcpstat TITCP

net st at

8.3 TCP protosw

5 TCP protosw inetsw 2]( 2 641 ) pr_flags
TITCP PR_I MPLOPCL
PR_CONNREQUI RED PR_WANTRCVD sosend
sendt o
MSG_EOF PRU_SEND EOF PRU_SEND
pr ot osw T/ITCP tcp_sysctl
pr_sysctl net.inet.tcp sysctl
TCP ( 2 Net/3 sysctl i p_sysctl
icmp_sysctl udp_sysctl IP ICMP UDP ) 12-6
tcp_sysctl
8.4 TCP
TCP 2 643~644 TCP tcpch
8-3
t _duration u_l ong 500ms
t _maxopd u_short MSS
cc_send tcp_cc CcC
cc_recv tcp_cc CcC
8-3 T/TCP tcpcbh
t _duration T/TCP TIME_WAIT 4.4
0 tcp_slowtino(8.6 ) 500ms 1
t _maxopd t _maxseg TCP
t _maxseg MTU 1500

TITCP t _maxopd 1460 t_naxseg 1440
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20 12 8 CC ( 2-4)
t _maxopd t_nmaxseg tcp_nssrcvd
RFC 1644 2
CC cc_recv 0
TCP t _flags 6 8-4 2 24-14
9
t_flags
TF_SENDSYN SYN( )
TF_SENDFIN FIN( )
TF_SENDCCNEW CCnew cC
TF_NOPUSH
TF_RCVD_CC SYN cC
TF_REQ_CC /' SYN cC
8-4 T/TCP t_flags
TITCP TF_SENDFI N TF_SENTFI N TCP
FIN FIN
TF_SENDSYN TF_SENDFI N Bob Braden “ T/TCP K
FreeBSD TF_NEEDSYN TF_NEEDFI N
SYN FIN T/ITCP
TF_SENDFI N TF_SENTFI N ( TCP FIN)
9-3 9-7 TF_NOPUSH TF_SENDCCNEW

85 tcp_init

T/ITCP 2 tcp_init
tcp_ccgen C 0
8.2 CC_I NC 1
tcp_ccgen 1
TITCP TAO IP
TAO rtentry rtrequest
o( 2 489 ) rmxp_tao 3 TAO 0( 6-3)
TAO TITCP tao_cc 0

8.6 tcp_slowtino

TCP 500 ms TCP
t _duration 1 2 666 tcp_slowtino

tp->t_duration++;
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94~95 500ms
MSL TIME _WAIT 4.4
<netinet/timer.h>

#define TCPTV_TWTRUNC 8 /* RTO factor to truncate TIME WAIT */

11-17 11-19 TITCP t _duration
TCPTV_MSL(60 500 ms 30 ) TIME_WAIT
(RTO) TCPTV_TWIRUNC RTO 3 500ms 15
TIME WAIT 12
8.7
T/ITCP (tcp_ccgen tcp_do_rfcl 644) 4 TCP
TCP
tcp_slowtinmo 500ms TCP

T/ITCP TIME_WAIT
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9.1
T/TCP t cp_out put TCP
TITCP
. TH_SYN TH_FIN
* T/TCP SYN_SENT TITCP
. TF_NOPUSH 3.6
. T/TCP (CC CCnew CCecho)
9.2 tcp_output
9.2.1
t cp_out put
struct rmxp_tao *taop;
struct rmxp_tao tao_noncached;
TAO TAO
( ) taop tao_noncached o(
tao_cc )
9.2.2
t cp_out put tcp_outfl ags TCP
2-7 9-1
TH_FI'N TH_SYN

tcp_output.c
71  again: p_oulp

72 sendalot = 0;

73 off = tp->snd_nxt - tp->snd_una;

74 win = min(tp->snd_wnd, tp->snd_cwnd) ;

75 flags = tcp_outflags(tp->t_state];

76 /* .

77 * Modify standard flags, adding SYN or FIN if requested by the
78 * hidden state flags.

79 *x/

9-1 tcp_out put
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80 if (tp->t_flags & TF_SENDFIN)
81 flags [= TH_FIN;
82 if (tp->t_flags & TF_SENDSYN)
83 flags |= TH_SYN;
tep_output.c
9-1 ()
2 681~682
9.2.3 SYN_SENT SYN
TAO SYN
2 26-3
1. TAO
117-119 TAO tao_noncached
0
0 tao_noncached
0 bzero 0
2. MSS
121-133 SYN SYN TH_SYN
T/TCP MSS (
36 ) T/TCP
SYN T/TCP(t ao_ccsent 0)
tep_output.c
116 len = min(so->so_snd.sb_cc, win) - off;
117 if ((taop = tcp_gettaocache (tp->t_inpcb)) == NULL) {(
118 taop = &tao_noncached;
119 bzero(taop, sizeof (*taop));
120 }
121 /*
122 * Turn off SYN bit if it has already been sent.
123 * Algo, if the segment contains data, and if in the SYN-SENT state,
124 * and if we don’t know that foreign host supports TAO, suppress
125 * sending segment.
126 */
127 if ((flags & TH_SYN) && SEQ GT(tp->snd_nxt, tp->snd_una)) {
128 flags &= “TH_SYN;
129 off--, len++;
130 if (len > 0 && tp->t_state == TCPS_SYN_SENT &&
131 taop->tao_ccsent == 0)
132 return (0);
133 }
134 if (len < 0) {
tcp_output.c
9-2 tcp_out put SYN_SENT SYN
9.2.4

( 2 715 ) 9-3
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t tput.
168 if (len) { p-ouipute
169 if (len == tp->t_maxseqg)
170 goto send;
171 if ((idle || tp->t_flags & TF_NODELAY) &&
172 (tp->t_flags & TF_NOPUSH) == 0 &&
173 len + off >= so->so_snd.sb_cc)
174 goto send;
175 if (tp->t_force)
176 goto send;
177 if (len >= tp->max_sndwnd / 2 && tp->max_sndwnd > 0)
178 goto send;
179 if (SEQ LT(tp->snd_nxt, tp->snd_max))
180 goto send;
181 }
tep_output.c
9-3 tcp_out put
1.
169-170
2.
171-174 BSD ACK(i dl e )
Nagle (TF_NODELAY ) TCP
Nagle
T/TCP BSD
TCP_NOPUSH TF_NOPUSH 3.6
1) ACK(i dl e ) Nagle (TF_NODELAY )
2) TCP_NOPUSH ( );
3) TCP ( )
3.
177-178 TCP SYN
I en 0 T/TCP SYN
max_sndwnd 0
o( SYN)
4,
179-180 snd_nxt snd_max
9.25 RST SYN
2 688  179~180 SYN RST
9-4
207 if ((flags & TH_RST) || bep_output.c
208 ((flags & TH_SYN) && (tp->t_flags & TF_SENDSYN) == 0))
209 goto send;
' tep_output.c

9-4 tcp_out put RST SYN
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207-209 RST SYN
2-7 5
( ) TF_SENDSYN 9-1 SYN
tcp_out put SYN_SENT SYN_RCVD SYN_
SENT* SYN_RCVD*
9.2.6 MSS
( 2 697 ) Net/3 tcp_mes( )
tcp_msssend( tp ) MSS MSS
Net/3 tcp_nss TITCP
tcp_nsssend tcp_nssrcvd
9.2.7
2 698 (1)TCP
(2) RST (3) TCP
(TF_RCVD_TSTMP) SYN
ACK T/TCP 9-5
283 I tcp_output.c
284 * Send a timestamp and echo-reply if this is a SYN and our side
285 * wants to use timestamps (TF_REQ TSTMP is set) or both our side
286 * and our peer have sent timestamps in our SYN's.
287 */ .
288 if ((tp->t_flags & (TF_REQ_TSTMP | TF_NOOPT)) == TF_REQ TSTMP &&
289 (flags & TH_RST) == 0 &&
290 ((flags & TH_ACK) == 0 ||
291 (tp~>t_flags & TF_RCVD_TSTMP)))} {
tcp_output.c
9-5 tcp_out put
283-291
( 3-9 ) SYN
TITCP ACK
9.2.8 T/ITCP CC
CcC TF_REQ_CC (
tcp_do_rfcl 644 tcp_newt cpchb ) TF_NOOPT
RST CcC SYN ACK
9-6 ( 2 698 268~269 )
TF_NOOPT TCP_NOOPT
Thomas Skibo RFC 1323 ( 12.7 ) 2 (

)  4.2BSD
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TCP SYN TCP
TCP ( RFC1323 ,
TCP )
T/TCP MSS (2 697 )
TF_NOOPT MSS Bob Braden
RFC 1323 MSS MSS RFC
793
tcp_output.c
299 /* P-oup
300 * Send CC-family options if our side wants to use them (TF_REQ CC),
301 * options are allowed (!TF_NOOPT) and it’s not a RST.
302 */
303 if ((tp->t_flags & (TF_REQ_CC | TF_NOOPT)) == TF_REQ CC &&
304 (flags & TH_RST) == 0) {
305 switch (flags & (TH_SYN | TH_ACK)) {
306 /*
307 * This is a normal ACK (no SYN);
308 * send CC if we received CC from our peer.
309 */
310 case TH_ACK:
311 if (! (tp->t_flags & TF_RCVD_CC))
312 break;
313 /* FALLTHROUGH */
314 /* .
315 * We can only get here in T/TCP’'s SYN_SENT* state, when
316 * we’'re sending a non-SYN segment without waiting for
317 * the ACK of our SYN. A check earlier in this function
318 * assures that we only do this if our peer understands T/TCP.
319 */
320 case 0:
321 opt [optlen++] = TCPOPT_NOP;
322 opt[optlen++] = TCPOPT_NOP;
323 opt[optlen++] = TCPOPT CC;
324 opt[optlen++] = TCPOLEN_CC;
325 *(u_int32_t *) & optloptlen] = htonl(tp->cc_send);
326 optlen += 4;
327 break;
tep_output.c
9-6 tcp_out put CcC
1. SYN ACK
310-313 SYN ACK ACK( )
CcC CcC
2.SYN ACK
314-320 SYN_SENT* SYN
MSS
9-2 T/TCP
CcC
3. cC

321-327 CcC cc_send cC
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SYN ACK 9-7
tcp_output.c
328 /* p-oup
329 * This is our initial SYN (i.e., client active open).
330 * Check whether to send CC or CCnew.
331 */
332 case TH_SYN:
333 opt [optlen++] = TCPOPT_NOP;
334 opt[optlen++] = TCPOPT_NOP;
335 opt[optlen++] =
336 (tp->t_flags & TF_SENDCCNEW) ? TCPOPT_CCNEW : TCPOPT_CC;
337 opt{optlen++] = TCPOLEN_CC;
338 *(u_int32_t *) & opt[optlen] = htonl (tp->cc_send);
339 optlen += 4;
340 break;
341 /*
342 * This is a SYN,. ACK (server response to client active open).
343 * Send CC and CCecho if we received CC or CCnew from peer.
344 */
345 case (TH_SYN | TH_ACK):
346 if (tp->t_flags & TF_RCVD_CC) {
347 opt [optlen++] = TCPOPT_NOP;
348 opt [optlen++] = TCPOPT_NOP;
349 opt [optlen++] = TCPOPT_CC;
350 opt [optlen++] = TCPOLEN_CC;
351 *(u_int32_t *) & optl[optlen] = htonl(tp->cc_send);
352 optlen += 4;
353 opt [optlen++] = TCPOPT_NOP;
354 opt{optlen++] = TCPOPT_NOP;
355 opt[optlen++] = TCPOPT_CCECHO;
356 opt [optlen++] = TCPOLEN_CC;
357 *(u_int32_t *) & opt[optlen] = htonl(tp->cc_recv);
358 optlen += 4;
359 }
360 break;
361 }
362 }
363 hdrlen += optlen;
tep_output.c
9-7 tcp_out put CcC
4. SYN ACK  ( )
328-340 SYN ACK CCnew
CcC 12-3 TF_SENDCCNEW cc_send
5.SYN ACK SYN)
341-360 SYN ACK
CC CCnew ( TF_RCVD_CC)
CcC (cc_send) CC (cc_recv) CCecho
6. TCP TCP
363 TCP TCP
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9.2.9 TCP
t _maxopd tcpch TCP
CCecho SYN SYN ( 2-

2 2-3) SYN (24 0-8

TCP 2 698 270~277

¢ tput.

364 /* P-oUpuLe

365 * Adjust data length if insertion of options will

366 * bump the packet length beyond the t_maxopd length.

367 * Clear the FIN bit because we cut off the tail of

368 * the segment.

369 */

370 if (len + optlen > tp->t_maxopd) ({

371 /*

372 * If there is still more to send, don’t close the connection.

373 */

374 flags &= "“TH_FIN;

375 len = f:p—>t_maxopd - optlen;

376 sendalot = 1;

377 }

tcp_output.c
9-8 tcp_out put TCP
364-377 (I'en) t _maxopd
FIN ( ) sendal ot (
t cp_out put )
T/TCP TCP
RFC 1323 )
9.3
T/ITCP 500 t cp_out put 100

TITCP CC CCnew CCecho
T/ITCP T/TCP tcp_out put SYN_SENT
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10.1
T/ITCP TCP tcp_output( )
tcp_i nput tcp_usrreq( )
tcp_rtlookup tcp_gettaocache TAO
tcp_cl ose T/ITCP
( ) 16
TITCP
T/ITCP MSS Net/3
tcp_nss MSS (tcp_mssend)
MSS (tcp_mssrcvd) T/TCP MSS
TAO SYN MSS SYN
TITCP MSS
Net/3 tcp_doopti ons T/ITCP CC CCnew
CCecho
10.2 tcp_newtcpch
PRU_ATTACH 10-1 2
667 177~178
180 tp->t_maxseg = tp->t_maxopd = tcp_mssdflt; tcp_subr.c
181 if (tcp_do_rfcl323)
182 tp->t_flags = (TF_REQ_SCALE | TF_REQ_TSTMP) ;
183 if (tcp_do_rfcl644)
184 tp->t_flags |= TF_REQ_CC;
tep_subr.c
10-1 tcp_new cpch T/TCP
180 8-3 t _maxopd TCP
t _maxseg 512(t cp_mesdfl t)
TCP 10-13 10-14
CcC ( ) t _maxseg
183-184 tcp_do_rfcl 644 ( 1) TF_REQ CC
t cp_out put SYN CC CCnew ( 9-6)
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10.3 tcp_rtlookup

tcp_mss( 2 717~718 ) (
route.h
46 struct route {
47 struct rtentry *ro_rt; /* pointer to struct with information */
48 struct sockaddr ro_dst; /* destination of this route */
49 };
route.h
10-2 route
tcp_subr.c

432 struct rtentry *
433 tcp_rtlookup(inp)
434 struct inpcb *inp;

435 {

436 struct route *ro;

437 struct rtentry *rt;

438 ro = &inp->inp_route;

439 rt = ro->ro_rt;

440 if (rt == NULL) ¢

441 ) /* No route yet, so try to acquire one */
442 if (inp->inp_faddr.s_addr != INADDR_ANY) {
443 ro->ro_dst.sa_family = AF_INET;

444 ro->ro_dst.sa_len = sizeof (ro->ro_dst);
445 ({struct sockaddr_in *) &ro->ro_dst)->sin_addr =
446 inp->inp_faddr;

447 rtalloc(ro);

448 rt = ro->ro_rt;

449 }

450 }

451 return (rt);

452 }

tcp_subr.c
10-3 tcp_rtl ookup

inpcb()

inp_faddr
inp_fport
inp_laddr
inp_lport

rtentry(} —— tcpeb()
rn_key -—
128.32.33.5 inp_route
route{}

sockaddr_in()

10-4 Internet PCB
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Internet PCB i np_route ) rtall oc
tcp_rtlookup 10-3
TAO T/TCP
438-452 rtalloc
PCB 0 rtalloc route
sockaddr _in
10-2 route Internet PCB
10-4 128.32.33.5

10.4 tcp_gettaocache

TAO rt

metrics romx_filler ( 65 ) 10-5 tcp_gettaocache
TAO

tcp_subr.c
458 struct rmxp_tao *

459 tcp_gettaocache(inp)
460 struct inpcb *inp;

461 { .
462 struct rtentry *rt = tcp_rtlookup(inp);
463 /* Make sure this is a host route and is up. */
464 if (rt == NULL ||
465 (rt->rt_flags & (RTF_UP | RTF_HOST)) != (RTF_UP | RTF_HOST))
466 return (NULL);
467 return (rmx_taop(rt->rt_rmx));
468 } tcp_subr.c
10-5 tcp _gettaocache
460-468 tcp_rtlookup rtentry
RTF_UP RTF_HOST romx_taop( 6-3) rnxp_tao
10.5
Net/3 TCP RTT (srtt)
(rttvar) (RTO)
[Jacobson 1988] RTT

delta=data-srtt
srtt — srtt+gx delta
rttvar — rttvar+h(|deltal-rttvar)
RTO=srtt+4x rttvar
delta (data) RTT (srtt) g
RTT 1/8 h 1/4 RTO
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4 2 2 25
TCP srtt  rttvar RTT
1-9 TCP Net/3
tcp_close
16 RTT
rt_netrics romk_rtt rmx_rttvar
tcp_mssrcvd( 10.8 ) srtt  rttvar
T/TCP RTT 16
TITCP
TITCP RTO 2
25.8 tcp_newt cpch RTO 6
tcp_cl ose 16 TI/ITCP
( 10.6 )
[Paxson 19953]
10-6 I nternet
100 400 UDP (
Internet ) 93 ( 7 Internet
) 10-6 91 30
0~30 RTT Tcpdump
RTT ( RTO srtt rttvar)
r 2400
[ 2200
[ 2000
[ 1800
[ 1600
[ 1400
[ 1200
(ms) 1000
[ 400
[ 200
o

10-6 RTT RTO srtt rttvar
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RTT
RTO
( 2200ms) RTO
RTT 800 ms (
Internet ) 26 RTT
1000 ms [Jacobson 1994] “
RTT 2 (
) RTO 2x RTT "
savesrtt=gx savesrtt+(1-g)x srtt
saverttvar=gx saverttvar+(1-g)x rttvar
g 0~1
Net/3 (
16 ) 0.5
Bob Braden T/TCP 0.75

2400 —

savesrtt

Net/3

RTO
PPP
1400 ms

saverttvar

- 2400

(ms)
0 10 20 30 40 50 60 80 90
10-7 TCP TITCP
10-7 10-6 TCP 0.75
10-6 (RTO srtt
rttvar ) TITCP
RTT ) 0.75

TCP 30 91 RTT

30

91
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TITCP RTT 91
srit rttvar rttvar
(T/TCP ) ( TCP ) T/TCP
TITCP RTT RTT
ACK
Net/3 ACK 200ms RTT
500 ms T/TCP TCP
( ) RTT (
200 ms ACK )
o )
RFC 1644 TCP T/ITCP

RTT

10.6 tcp_cl ose

tcp_cl ose TITCP RTT 16
10-8
- - - tcp_subr.c
252 if (SEQ_LT(tp->iss + so->so_snd.sb_hiwat * 16, tp->snd_max) &&
253 (rt = inp->inp_route.ro_rt) && ' .
254 ({struct sockaddr_in *) rt_key(rt))->sin_addr.s_addr != INADDR_ANY) {

304 '} else if (tp->cc_recv != 0 &&

305 (rt = inp->inp route.ro_rt) &&

306 ({struct sockaddr_in *) rt_key(rt))->sin_addr.s_addr != INADDR_ANY) {
307 /*

308 * For transactions we need to keep track of srtt and rttvar
309 * even if we don’t have ’'enough’ data for above.
310 */ .

311 u_long 1i;

312 if ((rt->rt_rmx.rmx_locks & RTV_RTT) == 0) {

313 i = tp->t_srtt *

314 (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RT‘I‘_SCALE)_);
315 if (rt->rt_rmx.rmx_rtt && i)

316 /* . . E

317 * Filter this update to 3/4 the old plus
318 * 1/4 the new values, converting scale.

319 */

320 rt->rt_rmx.rmx_rtt =

321 (3 * rt->rt_rmx.rmx_rtt + i) / 4;

322 else .

323 rt->rt_rmx.rmx_rtt = i;

324 }

10-8 tcp_close TITCP RTT
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325 if ((rt->rt_rmx.rmx_locks & RTV_RTTVAR) == 0) {
326 i = tp->t_rttvar *
327 (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RTTVAR_SCALE));
328 if (rt->rt_rmx.rmx_rttvar && i)
329 rt->rt_rmx.rmx_rttvar =
330 (3 * rt->rt_rmx.rmx_rttvar + i) / 4;
331 else
332 rt—>rt_rmx.rmx_rttvar = i;
333 } )
334 }
tep_subr.c
10-8 ( )
1. TITCP
304-311 T/ITCP(cc_recv 0)
RTT (RTV_RTT
RTV_RTTVAR )
2. RTT
312-324 t_srtt 500 msx 8 rmx_rtt ns
t _srtt 1 000 000(RTM _RTTUNI T)  2( /) 8 rmx_rtt
0.75
romx_rtt
3.
325-334 ms t_rttvar
x 4
10.7 tcp_nsssend
Net/3 tcp_mss( 2 275 ) MSS tcp_i nput
M SS tcp_out put TITCP
tcp_nssrcvd SYN tcp_i nput (
10-18 SYN MSS ) PRU_SEND PRU_SEND EOF
( 12-4) tcp_msssend 10-9 MSS
t cp_out put
tcp_input.c
1911 int
1912 tcp_msssend(tp)
1913 struct tcpcbh *tp;
1914 {
1915 struct rtentry *rt;
1916 extern int tcp_mssdflt;
1917 rt = tep_rtlookup (tp->t_inpcb);
1918 if (rt == NULL)
1919 return (tcp_mssdflt);
1920 /*
1921 * If there’s an mtu associated with the route, use it,

10-9 tcp_nsssend MSS MSS
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1922 * else use the outgoing interface mtu.
1923 */
1924 if (rt->rt_rmx.rmx_mtu)
1925 return (rt->rt_rmx.rmx_mtu - sizeof (struct tcpiphdr));
1926 return (rt->rt_ifp->if_mtu - sizeof(struct tcpiphdr));
1927 3 tcp_input.c
10-9 ( )
1
1917-1919
512(t cp_nssdflt)
2. MSS
1920-1926 MTU(rt _metrics rmx_ntu
route ) MTU  40(
1460) tcp_rtl ookup
MTU MTU (1 24.2
) Net/3
BSD ( in_local addr )
rmx_mtu 0 Net/3 (2 719 ) MSS 512(t cp_nssdfl t)
MSS RFC 793
MSS “ TCP ”
IP
MTU TCP
Bob Braden T/TCP “ TCP BSD
MSS BSD MSS
536 MSS
MSS MSS
MTU 536 MTU
BSD MSS
MTU 40 " ( 536 512)
( 10-12) MSS
MSS 512
10.8 tcp_nssrcvd
SYN tcp_input tcp_mssrcvd
PRU_SEND PRU_SEND_EOF 2 tcp_nss
t _maxseg( ) t _maxopd(

) 10-10
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1755 void tep_input.c
1756 tcp_mssrcvd(tp, offer)
1757 struct tcpeb *tp;
1758 int offer;
1759 {
1760 struct rtentry *rt;
1761 struct ifnet *ifp;
1762 int rtt, mss;
1763 u_long bufsize;
1764 struct inpcb *inp;
1765 struct socket *so;
1766 struct rmxp_tao *taop;
1767 int origoffer = offer;
1768 extern int tcp_mssdflt;
1769 extern int tcp_do_rfcl323;
1770 extern int tcp_do_rfclé4dd;
1771 inp = tp->t_inpcb;
1772 if ((rt = tcp_rtlookup(inp)) == NULL) ({
1773 tp->t_maxopd = tp->t_maxseg = tcp_mssdflt;
1774 return;
1775 }
1776 ifp = rt->rt_ifp;
1777 so = inp->inp_socket;
1778 taop = rmx_taop(rt->rt_rmx);
1779 /*
1780 * Offer == -1 means we haven’t received a SYN yet;
1781 * use cached value in that case.
1782 */
1783 if (offer == -1)
1784 offer = taop->tao_mssopt;
1785 /* .
1786 * Offer == 0 means that there was no MSS on the SYN segment,
1787 * or no value in the TAO Cache. We use tcp_mssdflt.
1788 */
1789 if (offer == 0)
1790 offer = tcp_mssdflt;
1791 else
1792 /*
1793 * Sanity check: make sure that maxopd will be large
1794 * enough to allow some data on segments even if all
1795 * the option space is used (40 bytes). Otherwise
1796 * funny things may happen in tcp_output.
1797 */
1798 offer = max(offer, 64);
1799 taop->tao_mssopt = offer; i
tep_input.c
10-10 tcp_nssrcvd
1. TAO
1771-1777 tcp_rtlookup
t _maxseg t_maxopd 512(t cp_nssdflt)
1778-1799 taop TAO
sendt of PRU SEND PRU_SEND EOF )
tcp_nssrcvd of fer TAO TAO 0 offer

512 TAO
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10-11 2 718
1800 T tcp_input.c
1801 * While we’re here, check if there’s an initial rtt
1802 * or rttvar. Convert from the route-table units
1803 * to scaled multiples of the slow timeout timer.
1804 */
1805 if (tp->t_srtt == 0 && (rtt = rt->rt_rmx.rmx_rtt)) {
1806 /*
1807 * XXX the lock bit for RTT indicates that the value
1808 * is also a minimum value; this is subject to time.
1809 *x/
1810 if (rt->rt_rmx.rmx_locks & RTV_RTT)
1811 tp->t_rttmin = rtt / (RTM_RTTUNIT / PR_SLOWHZ) ;
1812 tp->t_srtt = rtt / (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RTT_SCALE) ) ;
1813 if (rt->rt_rmx.rmx_rttvar)
1814 tp->t_rttvar = rt->rt_rmx.rmx_rttvar /
1815 (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RTTVAR_SCALE) )i
1816 else
1817 /* default variation is +- 1 rtt */
1818 tp->t_rttvar =
1819 tp->t_srtt * TCP_RTTVAR_SCALE / TCP_RTT_SCALE;
1820 TCPT_RANGESET (tp->t_rxtcur,
1821 ({tp->t_srtt >> 2) + tp->t_rttvar) >> 1,
1822 tp->t_rttmin, TCPTV_REXMTMAX) ;
1823 }
tep_input.c
10-11 tcp_nssrcvd RTT
1800-1823 RTT (t_srtt 0) rmx_rtt
t_srtt t_rttvar t_rxtcur
RTV_RTT rmx_rtt
RTT(t _rttmn) t rttmn
10-12 tcp_mssrcvd nss
tep_input.c
1824 /*
1825 * If there’s an mtu associated with the route, use it.
1826 */
1827 if (rt->rt_rmx.rmx_mtu)
1828 mgs = rt->rt_rmx.rmx_mtu - sizeof(struct tcpiphdr);
1829 else {
1830 mss = ifp->if mtu - sizeof(struct tcpiphdr);
1831 if (!in_localaddr (inp->inp_faddr))
1832 mss = min(mss, tcp_mssdflt);
1833 }
1834 mss = min(mss, offer);
1835 /*
1836 * t_maxopd contains the maximum length of data AND options
1837 * in a segment; t_maxseg is the amount of data in a normal
1838 * segment. We need to store this value (t_maxopd) apart
1839 * from t_maxseg, because now every segment can contain options
1840 * therefore we normally have somewhat less data in segments.
1841 */
1842 tp->t_maxopd = mss;

tep_input.c

10-12 tcp_nssrcvd nss
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1824-1834 MTU(rnx_ntu ) nss
MTU 40
i n_|l ocal addr ) nss 512(t cp_nssdfl t)
MTU -
2. t _maxopd
1835-1842 t_maxopd nss
10-13 s
tep_input.c
1843 /* p-np
1844 * Adjust mss to leave space for the usual options. We're
1845 * called from the end of tcp_dooptions so we can use the
1846 * REQ/RCVD flags to see if options will be used.
1847 */
1848 /*
1849 * In case of T/TCP, origoffer == -1 indicates that no segments
1850 * were received yet (i.e., client has called sendto). In this
1851 * case we just guess, otherwise we do the same as before T/TCP.
1852 */
1853 if ((tp->t_flags & (TF_REQ_TSTMP | TF_NOOPT)) == TF_REQ TSTMP &&
1854 (origoffer == -1 ||
1855 (tp->t_flags & TF_RCVD_TSTMP) == TF_RCVD_TSTMP) )
1856 mss -= TCPOLEN_TSTAMP_APPA;
1857 if ((tp->t_flags & (TF_REQ_CC | TF_NOOPT)) == TF_REQ _CC &&
1858 (origoffer == -1 ||
1859 (tp->t_flags & TF_RCVD_CC) == TF_RCVD_CC) )
1860 mss -= TCPOLEN_CC_APPA;
1861 #if (MCLBYTES & (MCLBYTES - 1)) == 0
1862 if (mss > MCLBYTES)
1863 mss &= ~ (MCLBYTES - 1);
1864 #else
1865 if (mss > MCLBYTES)
1866 mss = mss / MCLBYTES * MCLBYTES;
1867 #endif i
tep_input.c
10-13 tcp_nssrcvd nss
3. nmes
1843-1856 mss
(TCPOLEN_TSTAMP_APPA 12 )
1) (TF_REQ_TSTAMP) s s
(ori goffer -1)
2)
tcp_mssrcvd tcp_doopti ons
(  10-18)
4, CC nes
1857-1860 nes 8  (TCPOLEN_CC_APPA)

APPA RFC 1323 A
NOP 4 4
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RFC 1644 A CcC
NOP 9-6
5. MSS MCLBYTES
1861-1867 nsS MCLBYTES mbuf ( 1024
2 048)
MCLBYTES 2
Net/ 1
10-14 tcp_mssrcvd
1868 I tep_input.c
1869 * If there's a pipesize, change the socket buffer
1870 * to that size. Make the socket buffers an integral
1871 * number of mss units; if the mss is larger than
1872 * the socket buffer, decrease the mss.
1873 */
1874 if ((bufsize = rt->rt_rmx.rmx_sendpipe) == 0)
1875 bufgize = so->so_snd.sb_hiwat;
1876 if (bufsize < mss)
1877 mss = bufsize;
1878 else {
1879 bufsize = roundup(bufsize, mss});
1880 if (bufsize > sb_max)
1881 bufsize = sb_max;
1882 (void) sbreserve(&so->so_snd, bufsize);
1883 }
1884 tp->t_maxseg = mss;
1885 if ((bufsize = rt->rt_rmx.rmx_recvpipe) == 0)
1886 bufsize = so->so_rcv.sb_hiwat;
1887 if {(bufsize > mss) {
1888 bufsize = roundup(bufsize, mss);
1889 if (bufsize > sb_max)
1890 bufsize = sb_max;
1891 (void) sbreserve(&so->so_rcv, bufsize);
1892 }
1893 /*
1894 * Don’t force slow-start on local network.
1895 */
1896 if (!in_localaddr (inp->inp_faddr))
1897 tp->snd_cwnd = mss;
1898 if (rt->rt_rmx.rmx_ssthresh) {
1899 /*
1900 * There’'s some sort of gateway or interface
1901 * puffer limit on the path. Use this to set
1902 * the slow start threshhold, but set the
1903 * threshold to no less than 2*mss.
1904 */
1905 tp->snd_ssthresh = max(2 * mss, rt->rt_rmx.rmx_ssthresh) ;
1906 }
1907 } .
tep_input.c

10-14 tcp_nssrcvd
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6.
1868-1883 route rnx_sendpi pe rnx_recvpipe
buf si ze rnx_sendpi pe ( )
buf si ze nmss nss buf si ze (
MSS ) bufsize nmss
( ) sb_max Net/3 262 144
sbreserve
7. t _maxseg
1884 t_maxseg TCP ( )
8.
1885-1892
CcC t _maxopd 1460 t_maxseg 1440
( 2-4) 8192( 2 16-4) 8640
(1440x 6)
9.
1893-1897 (in_l ocal addr )
(snd_cwnd) 1
TITCP
TITCP
RTT ( 36 ) Net/3 (2 721 )
10.
1898-1906 (rnmx_ssthresh) 0 snd_ssthresh
3-1 3-3 MSS TAO 31
PRU_SEND_ EOF tcp_nssrcvd of fer
-1 tao_nmssopt o( ) MSS
512 CcC ( 2 ) 8 504
8192 504 8568 SYN
tcp_mssrcvd SYN MSS 1460 8 (
) 1452 8192 1452 8172 SYN
SYN ( ) tcp_nssrcvd of fer
1460 t _maxopd 1460 t _maxseg 1452
8172 SYN ACK
3-3 tao_nssopt 1460——
8712 1452 8192

10.9 tcp_dooptions

Net/1 Net/2 tcp_dooptions NOP EOL MSS 3
Net/3 7 ( 2
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745~746 ) 3 CC CCnew CCecho
5
10-15 tcpopt tcp_input (
tcp_dooptions ) tcp_doopti ons
tcp_i nput
tcp_var.h
138 struct tcpopt {
139 u_long to_flag; /* TOF_xxx flags */
140 u_long to_tsval; /* timestamp value */
141 u_long to_tsecr; /* timestamp echo reply */
142 tcp_cc to_cc; /* CC or CCnew value */
143 tep_cc to_ccecho; /* CCecho value */
e b tcp_varh
10-15 tcpopt t cp_doopt i ons
10-16 to flag 4
to_flag
TOF_CC CcC
TOF_CCNEW CCnew
TOF_CCECHO | CCecho
TOF_TS
10-16 to_flag
10-17 4 Net/3 5
Net/3 3
tcp_input.c
1520 void
1521 tcp_dooptions(tp, cp, cnt, ti, to)
1522 struct tcpcbh *tp;
1523 u_char *cp;
1524 int cnt;
1525 struct tcpiphdr *ti;
1526 struct tcpopt *to;
1527 ¢ tcp_input.c
10-17 tcp_dooptions
EOL NOP MSS 2 745~747
( )  10-18
TITCP 3
1.
1580-1584 ( 3 CC 6) CcC
( tcp_do_rfcl 644 tcp_
newt cpchb TF_REQ_CC ) TF_NOOPT (
TCP  SYN )
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2. 4
1585-1588 to flag t cpopt to_cc
1589-1595 SYN TF_RCVD_CC
CcC
3. CCnew CcCecho
1596-1623 CCnew CCecho cC CCnew CcCecho
SYN SYN
TOF_CCNEW 11-6
CcC CcC ( 0) CCnew
cc_recv ( 10-18 CC CCnew to_cc
) ( 11-14) tao_cc cc_recv
4, MSS
1625-1626 nes MSS ( )
0 tcp_mssrcvd t _maxseg t_maxopd
tcp_doopti ons 10-13 tcp_mssrcvd
TF_RCVD TSTMP TF_RCVD CC
10.10 tcp_reass
SYN TAO ccC
tcp_i nput 11-6
SYN_RCVD trinthenstep6 dodat a ( 2 790
) TCP_REASS ESTABLISHED tcp_reass
(
2 27-19 tcps_rcvoopack tcps_rcvoobyte
)
tcp_input.c
1580 case TCPOPT _CC:
1581 if (optlen != TCPOLEN_CC)
1582 continue;
1583 if ((tp->t_flags & (TF_REQ CC | TF_NOOPT)) != TF_REQ_CC)
1584 continue; /* we’re not sending CC opts */
1585 to->to_flag |= TOF_CC;
1586 bcopy ( (char *) cp + 2, {(char *) &to->to_cc,
1587 sizeof (to->to_cc));
1588 NTOHL (to->to_cc) ;
1589 /*
1590 * A CC or CCnew option received in a SYN makes
1591 * it OK to send CC in subsequent segments.
1592 */
1593 if (ti->ti_flags & TH_SYN)
1594 tp->t_£flags |= TF_RCVD_CC;

10-18 tcp_dooptions

T/TCP
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1595 break;
1596 case TCPOPT_CCNEW:
1597 if (optlen != TCPOLEN_CC)
1598 continue;
1599 if ((tp~>t_flags & (TF_REQ_CC | TF_NOOPT)) != TF_REQ_CC)
1600 continue; /* we're not sending CC opts */
1601 if (1 (ti->ti_flags & TH_SYN))
1602 continue;
1603 to->to_flag |= TOF_CCNEW;
1604 beopy ( (char *) cp + 2, (char *) &to->to_cc, -
1605 sizeof (to->to_cc));
1606 NTOHL (to->to_cc) ;
1607 /*
1608 * A CC or CCnew option received in a SYN makes
1609 * it OK to send CC in subsequent segments.
1610 */
1611 tp->t_flags |= TF_RCVD_CC;
1612 break;
1613 case TCPOPT_CCECHO:
1614 if (optlen != TCPOLEN_CC)
1615 continue;
1616 if (! (ti->ti_flags & TH_SYN))
1617 continue;
1618 to->to_flag |= TOF_CCECHO;
1619 beopy ( (char *) cp + 2, (char *) &to->to_ccecho,
1620 sizeof (to->to_ccecho));
1621 NTOHL (to->to_ccecho) ;
1622 break;
1623 }
1624
1625 (ti->ti_flags & TH_SYN)
1626 tcp_mssrcvd (tp, mss); /* sets t_maxseg */
1627 } .
tep_input.c
10-18 ()
SYN ACK( ) 2
774 case TCPS_SYN_RECEI VED ESTABLISHED
rcp_reass 0 11-14
FIN tcp_reass
dodata TCP_REASS
TCP_REASS
tcp_reass 2 729 106 return
present
10.11
TAO tcp_gettaocache
TAO PCB tcp_rtlookup
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T/TCP

Net/3

Net/3

tcp_cl ose
16
(
tcp_mss T/TCP
MSS
MSS
512 MSS
tcp_doopti ons

TITCP srtt rttvar

T/TCP
)

tcp_nmssrcvd tcp_msssend

MSS BSD
MTU TCP IP BSD
TITCP

(  T/TCP 3 )
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11.1

T/ITCP TCP tcp_i nput

t cp_dooptions(10.9 )
11-1 2 28-1 T/TCP
tcp_i nput

void

tcp_input ()

{

checksum TCP header and data;
skip over IP/TCP headers in mbuf;
findpch:
locate PCB for segment;
if (not found)
goto dropwithreset;

reset idle time to 0 and keepalive timer to 2 hours;
brocess options if not LISTEN state;

if (packet matched by header prediction) {
completely process received segment;
return;

}

switch (tp->t_state) {

case TCPS_LISTEN:
1f SYN flag set, accept new connection request;
perform TAO test;
goto trimthenstepé;

case TCPS_SYN _SENT:
check CCecho option;
if ACK of our SYN, connection completed;
trimthenstepé6:
trim any data not within window;
if (ACK flag set)
goto processack;
goto stepé6;

case TCPS LAST ACK:
case TCPS CLOSING:
cagse TCPS TIME WAIT:

check for new SYN as implied ACK of previous incarnation;
}

11-1 TCP T/TCP
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brocess RFC 1323 timestamp;
check CC option;

check if some data bytes are within the receive window;

trim data segment to fit within window;

if (RST flag set) {
process depending on state;
goto drop;

if (ACK flag off)
if (SYN_RCVD || half-synchronized)
goto stepé6;
else
goto drop:

if (ACK flag set) {
i1f (SYN_RCVD state)
passive open or simultaneous open complete;
if (duplicate ACK)
fast recovery algorithm;
processack:
update RTT estimators if segment timed;
if (no data was ACKed)
goto stepéb;
open congestion window;
remove ACKed data from send buffer;
change state if in FIN_WAIT 1, CLOSING, or LAST ACK state;
}

stepé6:
update window information;

process URG flag;

dodata:
process data in segment, add to reassembly queue;

if (FIN flag is set)
process depending on state;

if (SO_DEBUG socket option)
tcp_trace(TA_INPUT);

if (need output || ACK now)
tcp_output () ;
return; :

dropafterack:
tcp output ()} to generate ACK;
return;

dropwithreset:
tcp_respond() to generate RST;
return;

drop:
if (SO_DEBUG socket option)
tcp trace (TA _DROP);
return;

11-1 ()
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11.2
t cpopt t cp_doopti ons
2 739 190
struct tcpopt to; /* options in this segment */
struct rmxp_tao *taop:; /* pointer to our TAO cache entry */

struct rmxp_tao tao_noncached; /* in case there’s no cached entry */

bzero((char *)&to, sizeof(to)):;
tcpstat.tcps_rcvtotal++;

t cpopt 0 to_cc ( CcC )
0
Net/3 findpchb TIME_WAIT
SYN ( 2 765~766 )
m->m_data += sizeof(struct tcpiphdr) + off - sizeof (struct tcphdr) ;
m->m_len -= sizeof(struct tcpiphdr) + off - sizeof(struct tcphdr) ;
findpchb goto ( 2 751
752
) T/TCP SYN
TIME_WAIT SYN
T/TCP 2 fi ndpch ( 11-11 4-7
ACK) SYN findpch
11-2
272 T tep_input.c
275 * Skip over TCP, IP headers, and TCP options in mbuf.
276 * optp & ti still point into TCP header, but that’s OK.
277 */ .
278 m->m_data += sizeof (struct tcpiphdr) + off - sizeof (struct tcphdr);
279 m->m_len -= sizeof (struct tcpiphdr) + off - sizeof (struct tephdr) ;
280 /*
281 * Locate pcb for segment.
282 */
283 findpchb: .
tcp_input.c
11-2 tcp_input : findpcb mbuf
2 751 752
2 744 327
t_state TCPS_LI STEN TF_NOPUSH TF_NOOPT
tp->t_flags |= tpO0->t_flags & (TF_NOPUSH|TF_NOOPT) ;
t po tcpch

2 745 344~345 tcp_doopti ons (109 )
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if (optp && tp->t_state != TCPS_LISTEN)

tcp_dooptions(tp, optp, optlen, ti, &to);
11.3
(2 748 )
tcp_input 11-13
- tep_input.c
398 if (tp->t_state == TCPS_ESTABLISHED &&
399 (tiflags & (TH_SYN | TH_FIN | TH_RST | TH_URG | TH_ACK)) == TH_ACK &&
400 ((tp->t_flags & (TF_SENDSYN | TF_SENDFIN)) == 0) &&
401 ((to.to_flag & TOF_TS) == |1
402 TSTMP_GEQ (to.to_tsval, tp->ts_recent)) &&
403 /*
404 * Using the CC option is compulsory if once started:
405 * the segment is OK if no T/TCP was negotiated or
406 * if the segment has a CC option equal to CCrecv
407 */
408 ((tp->t_flags & (TF_REQ CC | TF_RCVD_CC)) != (TF_REQ CC | TF_RCVD_CC) ||
409 (to.to_flag & TOF_CC) != 0 && to.to_cc == tp->cc_recv) &&
410 ti->ti_seq == tp->rcv_nxt &&
411 tiwin && tiwin == tp->snd_wnd &&
412 tp->snd_nxt == tp->snd_max) {
413 /*
414 * Tf last ACK falls within this segment’s sequence numbers,
415 * record the timestamp. i
416 * NOTE that the test is modified according to the latest
417 * proposal of the tcplw@cray.com list (Braden 1993/04/26) .
418 */
419 if ((to.to_flag & TOF_TS) != 0 &&
420 SEQ_LEQ(ti->ti_seq, tp->last_ack_sent))
421 tp->ts_recent_age tcp_now;
422 tp->ts_recent = to.to_tsval;
423 } .
tep_input.c
11-3 tcp_inpu t
1.
400 TF_SENDSYN TF_SENDFI N
2 ( )
401-402 2 t cp_doopti ons ts_present
to_flag TOF_TS to_tsval
ts_val
3. TITCP CcC
403-409 TITCP cc
) if T/TCP
CcC cC cc_recv i f
T/ITCP T/ITCP
(SYN FIN) 11-3
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T/ITCP tcp_i nput T/ITCP
( ) CcC
4, ts_recent
413-423 ts_recent 2 748 371~372 11-3
2 694~695
11.4
2 755 LISTEN SYN
SYN (
2 753~754 ) 11-4
tcp_input.c
545 tp->t_template = tcp_template(tp);
546 if (tp->t_template == 0) {
547 tp = tcp_drop(tp, ENOBUFS};
548 dropsocket = 0; /* socket is already gone */
549 goto drop;
550 }
551 if ((taop = tcp_gettaocache(inp)) == NULL) {
552 taop = &tao_noncached;
553 bzero (taop, sizeof (*taop)):;
554 }
555 if (optp)
556 tcp_dooptions(tp, optp, optlen, ti, &to);
557 if (iss)
558 tp->iss = iss;
559 else
560 tp->iss = tcp_iss;
561 tcp_iss += TCP_ISSINCR / 4;
562 tp->irs = ti->ti_seq;
563 tcp_sendseqinit (tp);
564 tep_rcvseqginit (tp) ;
565 /*
566 * Tnitialization of the tcpcb for transaction:
567 * set SND.WND = SEG.WND,
568 * initialize CCsend and CCrecv.
569 */
570 tp->snd_wnd = tiwin; /* initial send-window */
571 tp->cc_send = CC_INC(tcp_ccgen);
572 tp->cc_recv = to.to_cc; X
' tep_input.c
11-4 tcp_i nput TAO
1. TAO
551-554 tcp_gettaocache TAO
0
2.
555-564 tcp_dooptions ( LISTEN
) (i ss) (irs)

tcp_sendseqinit tcp_rcvseqinit
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3.
565-570 tiwn SYN ( 2 742~743 )
ACK ( 2
785 ) T/ITCP SYN
ACK (T/ITCP
4, cc_send cc_recv
571-572 cc_send tcp_ccgen CcC cc_recv
CC CC to 0 cc_recv
0( )
5. TAO
573-587 CC TAO CcC 0
(tao_cc) TAO
6. TAO TAO
588-594 ESTABLISHED*(
7. ACK
595-606 FIN
TITCP ( sendt o MSG_EOF connect write
shut down) ACK
SYN/ACK
tep_input.c
573 /* p-inp
574 * Perform TAO test on incoming CC (SEG.CC) option, if any.
575 * - compare SEG.CC against cached CC from the same host,
576 * if any.
577 * - if SEG.CC > cached value, SYN must be new and is accepted
578 * immediately: save new CC in the cache, mark the socket
579 * connected, enter ESTABLISHED state, turn on flag to
580 * send a SYN in the next segment.
581 * A virtual advertised window is set in rev_adv to
582 * initialize SWS prevention. Then enter normal segment
583 * processing: drop SYN, process data and FIN.
584 * - otherwise do a normal 3-way handshake.
585 */ '
586 if ((to.to_flag & TOF_CC) != 0) {
587 if (taop->tao_cc != 0 && CC_GT(to.to_cc, taop->tao_cc)) {
588 /*
589 * There was a CC option on the received SYN
590 * and the TAO test succeeded.
591 */
592 tcpstat. teps_taook++;
593 taop->tao_cc = to.to_cc;
594 tp->t_state = TCPS_ESTABLISHED;
595 /*
596 * If there is a FIN, or if there is data and the
597 * connection is local, then delay SYN,ACK(SYN) in

11-5 tcp_i nput TAO
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598 * the hope of piggybacking it onia responée
599 * segment. Otherwise must send ACK now in case
600 * the other side is slow starting.
601 */
602 if ((tiflags & TH_FIN) ||
603 (ti->ti_len != 0 && in_localaddr (inp->inp_faddr)))
604 tp->t_flags |= (TF_DELACK | TF_SENDSYN);
605 else
606 tp->t_flags |= (TF_ACKNOW | TF_SENDSYN);
607 tp->rcv_adv += tp->rcv_wnd;
608 tcpstat. tecps_connects++;
609 soisconnected(so);
610 tp->t_timer [TCPT_KEEP] = TCPTV_KEEP_INIT;
611 dropsocket = 0; /* committed to socket */
612 tcpstat. teps_accepts++;
613 goto trimthenstepé;
614 } else if (taop->tao_cc != Q)
615 tcpstat.teps_taofail++; .
tep_input.c
11-5 ()
FIN SYN
(i n_l ocal addr 0)
8. rcv_adv
607 rcv_adv 1( 2 24-28) 11-4
tcp_rcvseqinit 1 rcv_wnd
(2 752 ) rcv_wnd rcv_adv
rcv_adv t cp_out put
( 2 700 ) rcv_adv tcp_output
( SYN SYN/ACK) T/TCP
rcv_adv t cp_out put
9.
608-609 tcps_connects soi sconnect ed
(2 774 ) T/TCP
610-613 75 dropsocked 0
trinthenstep6
11-6 LISTEN SYN
tep_input.c
616 } else {
617 /*
618 * No CC option, but maybe CCnew:
619 * invalidate cached value. c
620 */
621 taop->tao_cc = {;
622 }

11-6 tcp_i nput LISTEN CcC TAO
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623 /*

624 * TAO test failed or there was no CC option,

625 * do a standard 3-way handshake.

626 */

627 tp->t_£flags |= TF_ACKNOW;

628 tp->t_state = TCPS_SYN_RECEIVED;

629 tp->t_timer [TCPT_KEEP] = TCPTV_KEEP_INIT;

630 dropsocket = 0; /* committed to socket */

631 tcpstat. teps_accepts++;

632 goto trimthenstep6;

633 } .

tep_input.c
11-6 ()

10. CC CC

612-622 CcC el se ( 11-5 i f ) CcC
0( ) CCnew
cC ( 11-14)

11.

623-633 CcC CcC TAO
2 28-17
TF_ACKNOW SYN_RCVD SYN/ACK
11.5
case SYN_SENT TCP SY N( )
11-7 Net/3 2 757
tep_input.c

634 /* ks

635 * If the state is SYN_SENT:

636 * 1if seg contains an ACK, but not for our SYN, drop the input.

637 * 1if seg contains a RST, then drop the connection.

638 * 1f seg does not contain SYN, then drop it.

639 * Otherwise this is an acceptable SYN segment

640 * initialize tp->rcv_nxt and tp->irs

641 * 1if seg contains ack then advance tp->snd_una

642 * 1f SYN has been acked change to ESTABLISHED else SYN RCVD state

643 * arrange for segment to be acked (eventually)

644 * continue processing rest of data/controls, beginning with URG

645 */

646 case TCPS_SYN_SENT:

647 if ((taop = tcp_gettaocache(inp)) == NULL) {

648 taop = &tao_noncached;

649 bzero (taop, sizeof (*taop));

650 }

651 if ((tiflags & TH_ACK) &&

652 (SEQ_LEQ(ti->ti_ack, tp->iss) ||

653 SEQ_GT(ti->ti_ack, tp->snd_max))) {

654 /*

655 * If we have a cached CCsent for the remote host,

656 * hence we haven’'t just crashed and restarted,

657 * do not send a RST. This may be a retransmission

11-7 tcp_input

SYN_SENT
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658 * from the other side after our earlier ACK was lost.
659 * OQur new SYN, when it arrives, will serve as the
660 * needed ACK.
661 */
662 if (taop->tao_ccsent != 0)
663 goto drop;
664 else
665 goto dropwithreset;
666 }
667 if (tiflags & TH_RST) {
668 if (tiflags & TH_ACK)
669 tp = tcp_drop(tp, ECONNREFUSED) ;
670 goto drop;
671 }
672 if ((tiflags & TH_SYN) == 0)
673 goto drop;
674 tp->snd_wnd = ti->ti_win; /* initial send window */
675 tp->cc_recv = to.to_cc; /* foreign CC */
676 tp->irs = ti->ti_seq;
677 tcp_rcvseqinit (tp); R
tep_tnput.c
11-7 ()
1. TAO
647-650 TAO SYN
2. ACK
651-666 ACK ( 2 28-19
) tao_ccsent
cc_ccsent O RST 4-7
“ discard’ tao_ccsent O RST
ACK TCP
3. RST
667-671 RST ACK
TCP ECONNREFUSED
4, SYN
672-673 SYN
674-677 cc_recv
CC ( CcC 0 irs tcp_rcvseqinit
SYN ACK(
) ACK ( )  11-18
- - tep_input.c
678 if (tiflags & TH_ACK) {
679 /*
680 * Our SYN was acked. If segment contains CCecho
681 * option, check it to make sure this segment really

11-8 tcp_i nput

SYN_SENT SYN/ACK
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682 * matches our SYN. If not, just drop it as old
683 * duplicate, but send an RST if we’re still playing
684 * by the old rules.
685 */
686 if ((to.to_flag & TOF_CCECHO) &&
687 tp->cc_send != to.to_ccecho) {
688 if (taop->tao_ccsent != 0) {
689 tcpstat. teps_badccecho++;
690 goto drop;
691 } else
692 goto dropwithreset;
693 }
694 tepstat. teps_connects++;
695 soisconnected(so);
696 /* Do window scaling on this connection? */
697 if ((tp->t_flags & (TF_RCVD_SCALE | TF_REQ_SCALE)) ==
698 (TF_RCVD_SCALE | TF_REQ_SCALE)) {
699 tp->snd_scale = tp->requested_s_scale;
700 tp->rcv_scale = tp->request_r_scale;
701 }
702 /* Segment is acceptable, update cache if undefined. */
703 if (taop->tao_ccsent == 0)
704 taop->tao_ccsent = to.to_ccecho;
705 tp->rcev_adv += tp->rcv_wnd;
706 tp->snd_una++; /* SYN is acked */
707 /*
708 * If there’'s data, delay ACK; if there’'s also a FIN
709 * ACKNOW will be turned on later.
710 */
711 if (ti->ti_len != 0)
712 tp->t_flags |= TF_DELACK;
713 else
714 tp->t_flags |= TF_ACKNOW;
715 /*
716 * Received <SYN,ACK> in SYN_SENT[*] state.
717 * Transitions:
718 * SYN_SENT --> ESTABLISHED
719 * SYN_SENT* --> FIN_WAIT 1
720 */
721 if (tp->t_flags & TF_SENDFIN) {
722 tp->t_state = TCPS_FIN_WAIT 1;
723 tp~>t_flags &= ~TF_SENDFIN;
724 tiflags &= ~TH_SYN;
725 } else
726 tp->t_state = TCPS_ESTABLISHED; .
tep_input.c
11-8 ()
5. ACK
678 ACK 11-7 ti_ack ACK
SYN
6. CCecho
679-693 CCecho CCecho
( SYN ACK “
") CcC (tao_ccsent 0) RST
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7.
694-701 ( )
Bob Braden T/TCP CCecho
8. TAO
702-704 TAO (
CCnew ) CCecho ( CCecho
0)
9. rcv_adv
705-706 rcv_adv 11-4 SYN snd_una(
) 1
10. ACK
707-714 SYN ACK
ACK( ) ACK
SYN T/TCP
ACK
FIN( T/TCP ) 11-18
TF_ACKNOW ACK
715-726 t state  TCPS_SYN_SENT TF_SENDFI N
SYN_SENT*
FIN WAIT 1 ( RFC 1644
SYN_SENT* SYN FIN_WAIT_1* SYN ACK
FIN WAIT 1 )
11-8 if else 11-9
SYN ACK SYN 2 758 581~582
o s eise 1 tep_input.c
728 /* '
729 * Simultaneous open. :
730 * Received initial SYN in SYN-SENT[*] state.
731 * If segment contains CC option and there is a
732 * cached CC, apply TAO test; if it succeeds,
733 * connection is half-synchronized.
734 * Otherwise, do 3-way handshake:
735 * SYN-SENT -> SYN-RECEIVED
736 * SYN-SENT* -> SYN-RECEIVED*
737 * If there was no CC option, clear cached CC value.
738 */ .
739 tp->t_flags |= TF_ACKNOW;
740 tp->t_timer [TCPT_REXMT] = 0;
741 if (to.to_flag & TOF_CC) {
742 if (taop->tao_cc != 0 && CC_GT(to.to_cc, taop->tao_cc)) {
743 /*
744 * update cache and make transition:
745 * SYN-SENT -> ESTABLISHED*
746 * SYN-SENT* -> FIN-WAIT-1%*

11-9 tcp_i nput
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747 */
748 tcpstat. teps_taook++;
749 taop->tao_cc = to.to_cc;
750 if (tp->t_flags & TF_SENDFIN) {
751 tp->t_state = TCPS_FIN_WAIT 1;
752 tp->t_flags &= ~TF_SENDFIN;
753 } else
754 tp->t_state = TCPS_ESTABLISHED;
755 tp->t_flags |= TF_SENDSYN;
756 } else {
757 tp->t_state = TCPS_SYN_RECEIVED;
758 if (taop->tao_cc != 0)
759 tcpstat.tceps_taofail++;
760 }
761 } else {
762 /* CCnew or no option => invalidate cache */
763 taop->tao_cc = 0;
764 tp->t_state = TCPS_SYN_RECEIVED;
765 }
766 } i
tep_input.c
119 ()
11. ACK
739-740 ACK TF_ACKNOW
tcp_input t cp_out put ACK
(SYN)
12. TAO
741-755 cC TAO (tao_cc)
0 CcC TAO CcC
SYN_SENT ESTABLISHED* SYN- SNET*
FIN_WAIT 1*
13. TAO CcC
756- 765 TAO SYN_RCVD CcC TAO
0( ) SYN_RCVD
11-10 trimhenstep6 LISTEN
(115 2 759
tcp_input.c
767 trimthenstep6: cpinp
768 /*
769 * Advance ti->ti_seq to correspond to first data byte.
770 * If data, trim to stay within window,
771 * dropping FIN if necessary.
772 */
773 ti->ti_seq++;
774 if (ti->ti_len > tp->rcv_wnd) {
775 todrop = ti->ti_len - tp->rcv_wnd;
776 m_adj (m, -todrop);
777 ti~->ti_len = tp->rcv_wnd;
778 tiflags &= “TH_FIN;

11-10 tcpinput : trim henst ep6
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779 tcpstat.tcps_rcvpackafterwin++;
780 tcpstat.tcps_rcvbyteafterwin += todrop;
781 }
782 tp->snd_wll = ti->ti_seq - 1;
783 tp->rcv_up = ti->ti_seq;
784 /*
785 * Client side of transaction: already sent SYN and data.
786 * If the remote host used T/TCP to validate the SYN,
787 * our data will be ACK’'d; if so, enter normal data segment
788 * processing in the middle of step 5, ack processing. )
789 * Otherwise, goto step 6.
790 */
791 if (tiflags & TH_ACK)
792 goto processack;
793 goto stepé6; .,
tep_input.c
11-10 ( )
14. ACK
784-793 ACK SYN
ACK SYN_SENT LISTEN
step6 ACK ( 11-1)
SYN ACK ( TCP
ACK SYN )
T/TCP 2 753 switch
LISTEN SYN_SENT case ( ) TI/TCP
LAST ACK CLOSING TIME WAIT case 11-11
7oa I tep_tnput.c
795 * If the state is LAST ACK or CLOSING or TIME_WAIT:
796 * 1f segment contains a SYN and CC [not CCnew] option
797 * and peer understands T/TCP (cc_recv != 0):
798 * if state == TIME_WAIT and connection duration > MSL,
799 * drop packet and send RST;
800 *
801 * if SEG.CC > CCrecv then is new SYN, and can implicitly
802 * ack the FIN (and data) in retransmission dqueue.
803 * Complete close and delete TCPCB. Then reprocess
804 * segment, hoping to find new TCPCB in LISTEN state;
805 *
806 * else must be old SYN; drop it.
807 * else do normal processing.
808 */
809 case TCPS_LAST_ACK:
810 case TCPS_CLOSING:
811 case TCPS_TIME_WAIT:
812 if ((tiflags & TH_SYN) &&
813 (to.to_flag & TOF_CC) && tp->cc_recv != 0) {
814 if (tp->t_state == TCPS_TIME_WAIT &&
815 tp->t_duration > TCPTV_MSL)
816 goto dropwithreset;
817 if (CC_GT(to.to_cc, tp->cc_recv)) {
818 tp = tcp_close(tp);

11-11 tcpinput  LAST_ACK CLOSING TIME WAIT
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819 tcpstat. teps_impliedack++;
820 goto findpcb;
821 } else
822 goto drop;
823 }
824 break; /* continue normal processing */
825 }
tep_input.c
11-11 ()
812-813 SYN CC
CC (cc_recv 0) TCP
FIN FIN( 2-6) LAST_ACK CLOSING TCP
FIN ACK TIME_WAIT SYN
TIME_WAIT LAST_ACK CLOSING SYN
FIN ACK
15. MSL TIME WAIT
814-816 TIME_WAIT SYN ( 2 765~766 )
TIME_WAIT NET/1
(1 18.5 ) TIME_WAIT
MSL T/ITCP RST 4.4
16. SYN ACK
817-820 cc cC TAO ( SYN)
findpch LISTEN
SYN 4-7 ACK LAST_ACK
11.6 PAWS
2 740 PAWS _ 11-12
CcC
tep_input.c
860 /* P
861 * T/TCP mechanism:
862 * If T/TCP was negotiated, and the segment doesn’t have CC
863 * or if its CC is wrong, then drop the segment.
864 * RST segments do not have to comply with this.
865 */
866 if ((tp->t_flags & (TF_REQ_CC | TF_RCVD_CC)) == (TF_REQ_CC | TF_RCVD_CC) &&
867 ((to.to_flag & TOF_CC) == 0 || tp->cc_recv != to.to_cc) &&
868 (tiflags & TH_RST) == 0) {
869 tcpstat. tcps_ccdrop++;
870 goto dropafterack;
871 } .
tep_input.c
11-12 tcp_input CcC
860-871 T/ITCP(TF_REQ CC TF_RCVD _CC )

CcC CcC (cc_recv)
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( )
RST RST
11.7 ACK
2 771 RST ACK
TCP T/TCP 11-13
1024 /* tcp_input.c
1025 * If the ACK bit is off: if in SYN-RECEIVED state or SENDSYN
1026 * flag is on (half-synchronized state), then queue data for
1027 * later processing; else drop segment and return.
1028 */
1029 if ((tiflags & TH_ACK) == 0) {
1030 if (tp->t_state == TCPS_SYN_RECEIVED ||
1031 (tp->t_flags & TF_SENDSYN))
1032 goto stepé6;
1033 else
1034 goto drop;
1035 }
tcp_input.c
11-13 tcp_i nput ACK
1024-1035 ACK SYN_RCVD TF_SESNDSYN
( ) st ep6
SYN ACK ( 39 2 3 )
11.8
2 29 ACK 774 (
806 ) 11-14 813~815 SYN_RCVD
ACK
1. CcC
1057-1064 TAO cc 0o )
CcC 11-6
CcC tao_cc 0( )
TAO tao_cc
SYN tao_cc 4-11
2.
1065-1074 SYN_RCVD ESTABLISHED
TCP MSG_EOF
SYN_RCVD* FIN_WAIT 1
tep_input.c
1057 /*
1058 * Upon successful completion of 3-way handshake,
1059 * update cache.CC if it was undefined, pass any queued
1060 * data to the user, and advance state appropriately.

11-14 tcp_input



TCP

1061 */
1062 if ((taop = tcp_gettaocache({inp)) != NULL &&
1063 taop->tao_cc == 0)
1064 taop->tao_cc = tp->cc_recv;
1065 /*
1066 * Make transitions:
1067 * SYN-RECEIVED -> ESTABLISHED
1068 * SYN-RECEIVED* -> FIN-WAIT-1
1069 */
1070 if (tp->t_flags & TF_SENDFIN) {
1071 tp->t_state = TCPS_FIN_WAIT_1;
1072 tp->t_flags &= "“TF_SENDFIN;
1073 } else
1074 tp->t_state = TCPS_ESTABLISHED;
1075 /*
1076 *+ If segment contains data or FIN, will call tcp_reass()
1077 * later; if not, do so now to pass queued data to user.
1078 */
1079 if (ti->ti_len == 0 && (tiflags & TH_FIN) == 0)
1080 (void) tcp_reass{tp, (struct tcpiphdr *) 0,
1081 (struct mbuf *) 0);
1082 tp->snd_wll = ti->ti_seq - 1;
* 11 into ... * .
1083 /* fa into / tcp_input.c
11-14 ()
3. FIN
1075-1081 FIN dodat a
TCP_REASS( 11-1) 2 790 dodat a
TITCP tcp_reass
0
11.9 ACK ()
( 2 294 ) 11-15 2 779
899~900
1168 /* tcp_input.c
1169 * If we reach this point, ACK is not a duplicate,
1170 * i.e., it ACKs something we sent.
1171 */
1172 if (tp->t_flags & TF_SENDSYN) {
1173 /*
1174 * T/TCP: Connection was half-synchronized, and our
1175 * SYN has been ACK'd (so connection is now fully
1176 * synchronized). Go to non-starred state and
1177 * increment snd_una for ACK of SYN.
1178 */
1179 tp->t_flags &= “TF_SENDSYN;
1180 tp->snd_una++;
1181 }
1182 processack:
tcp_input.c

11-15 tcp_input TF_SENDSYN



11 T/TCP TCP

1. TF_SENDSYN
1168-1181 TF_SENDSYN
ACK SYN
SYN 1 snd_una 1
11-16 2 780~781 926~927
1210 / tep_input.c
1211 * If no data (only SYN) was ACK'4,
1212 * skip rest of ACK processing.
1213 */
1214 if (acked == 0)
1215 goto step6;
tcp_input.c
11-16 tcp_i nput ACK ACK
2. ACK ACK
1210-1215 ( SYN ) ACK
T/TCP 14.12
2 11-17 2 29-12 CLOSING
ACK TIME_WAIT T/TCP
TIME WAIT ( 44 )
tcp_input.c
1266 /* PP
1267 * Tn CLOSING STATE in addition to the processing for
1268 * the ESTABLISHED state if the ACK acknowledges our FIN
1269 * then enter the TIME-WAIT state, otherwise ignore
1270 * the segment.
1271 */
1272 case TCPS_CLOSING:
1273 if (ourfinisacked) {
1274 tp->t_state = TCPS_TIME_WAIT;
1275 tcp_canceltimers (tp);
1276 /* Shorten TIME_WAIT (RFC 1644, p.28] */
1277 if (tp->cc_recv != 0 && tp->t_duration < TCPTV_MSL)
1278 tp->t_timer [TCPT_2MSL] = tp->t_rxtcur * TCPTV_TWTRUNC;
1279 else
1280 tp->t_timer [TCPT_2MSL] = 2 * TCPTV_MSL;
1281 soigdisconnected(so) ;
1282 }
1283 break; s
tep_input.c
11-17 tcpinput : CLOSING ACK TIME _WAIT
1276-1280 CcC M SL
TIME_WAIT TCPTV_TWIRUNC(8) TIME_WAIT

2 MSL
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11.10 FIN
TCP ( ) TITCP
( 11-1) 2 29.9 FIN
FIN FIN
FIN 11-18 2 791 1123
tcp_input.c
1407 /* p-np
1408 * If FIN is received ACK the FIN and let the user know
1409 * that the connection is closing.
1410 */
1411 if (tiflags & TH_FIN) {
1412 if (TCPS_HAVERCVDFIN(tp->t_state) == 0) {
1413 socantrcvmore (s0) ;
1414 /*
1415 * If connection is half-synchronized
1416 * (i.e., TF_SENDSYN flag on) then delay the ACK
1417 * so it may be piggybacked when SYN is sent.
1418 * Else, since we received a FIN, no more
1419 * input can be received, so we send the ACK now.
1420 */
1421 if (tp->t_flags & TF_SENDSYN)
1422 tp->t_flags |= TF_DELACK;
1423 else
1424 tp->t_flags |= TF_ACKNOW;
1425 tp->rev_nxt++;
1426 } /
tep_input.c
11-18 tcp input FIN ACK
1. ACK
1414-1424 ( TF_SENDSYN ) ACK
ACK LISTEN T/TCP
SYN 11-5 TF_SENDSYN ACK
TCP FIN TF_SENDSYN
ACK
FIN_WAIT_2 TIME_WAIT T/TCP
TIME_WAIT ( 44 ) 11-19 2 792
1142~1152
tep_input.c
1443 /* p-mp
1444 * In FIN_WAIT 2 state enter the TIME WAIT state,
1445 * starting the time-wait timer, turning off the other
1446 * standard timers.
1447 */
1448 case TCPS_FIN_WAIT 2:
1449 tp->t_state = TCPS_TIME_WAIT;
1450 tcp_canceltimers(tp);
1451 /* Shorten TIME_WAIT [RFC 1644, p.28] */

11-19 tcp_input TIME_WAIT
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1452 if (tp->cc_recv != 0 && tp->t_duration < TCPTV_MSL) {
1453 tp->t_timer [TCPT_2MSL] = tp->t_rxtcur * TCPTV_TWTRUNC;
1454 /* For transaction client, force ACK now. */
1455 tp->t_flags |= TF_ACKNOW;
1456 } else
1457 tp->t_timer [TCPT_2MSL] = 2 * TCPTV_MSL;
1458 soisdisconnected(so);
1459 break;
tcp_input.c
11-19 ()
2. TIME_WAIT
1451-1453 11-17 CcC
MSL TIME_WAIT
3. FIN ACK
1454-1455 T/ITCP SYN
FIN FIN ACK FIN
ACK
TIME_WAIT TIME_WAIT ACK
TIME_WAIT FIN( 2 784 792 ) TITCP
TIME_WAIT ACK FIN
2MSL
( )
TIME WAIT
11.11
T/ITCP tcp_i nput
LISTEN SYN TAO
SYN_SENT SYN  CCecho (
) SYN LAST_ACK CLOSING
TIME_WAIT SYN SYN ACK

MSL TIME_WAIT
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12.1
tcp_usreq PRU _xxx
PRU_CONNECT PRU_SEND PRU_SEND_ EOF TITCP
tcp_usrcl osed
tcp_sysctl TCP sysct |

tcp_ctlout put ( 2 306 )
TCP_NOPUSH TCP_NOOPT

12.2 PRU_CONNECT

Net/3 25 ( 2 808~809 ) tcp_usrreq
PRU_CONECT TITCP tcp_connect ( )
12-1
tcp_usrreq.c
137 case PRU_CONNECT:
138 if ((error = tcp_connect (tp, nam)) != 0)
139 break;
140 error = tcp_output (tp);
141 break;
tcp_usrreq.c

12-1 PRU GONNECT

137-141 tcp_connect t cp_out put SYN (
)
connect T/ITCP
connect t cp_out put
SYN connect

sendto sendnsg

12.3 tcp_connect

tcp_connect connect
(PRU_CONNECT ) sendto sendnsg
(PRU_SEND PRU_SEND EOF ) tcp_connect 12-2

1.
308-312 nam Internet IP
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( ) i n_pcbbi nd (
558 )
2.
313-323 IP ( ) i n_pcbl addr
IP i n_pchl ookup PCB
PCB
i n_pcbbi nd TITCP
( 42 )
3. TIME_WAIT
324-332 PCB
1) PCB TIME_WAIT
2) MSL
3) TITCP( CcC CCnew )
tcp_close PCB 4.4
TIME_WAIT
4. PCB
333-336 i n_pchbl addr PCB
PCB
12-2 7-5 tcp_connect 12-3
2 808~809 PRU_CONNECT
95 ine tcp_usrrgq.c

296 tcp_connect (tp, nam)
297 struct tcpcb *tp;
298 struct mbuf *nam;

299 {
300
301
302
303
304
305
306
307

308
309
310
311
312
313
314
315
316
317
318
319

struct inpcb *inp = tp->t_inpcb, *oinp;
struct socket *so = inp->inp_socket;
struct tcpcb *otp;
struct sockaddr_in *sin = mtod(nam, struct sockaddr_in *);
struct sockaddr_in *ifaddr;
int error;
struct rmxp_tao *taop;
struct rmxp_tao tao_noncached;
if (inp->inp_lport == 0) {

error. = in_pcbbind(inp, NULL) ;

if (error)

return (error);

}
/*

* Cannot simply call in_pcbconnect, because there might be an
* earlier incarnation of this same connection still in

* TIME

*/
error =
oinp =

_WAIT state,

creating an ADDRINUSE error.

in_pcbladdr{(inp, nam, &ifaddr);
in_pcblookup (inp->inp_head,

12-2 tcp_connect

2



TCP

320 sin->sin_addr, sin->sin_port,
321 inp->inp_laddr.s_addr != INADDR_ANY ?
322 inp->inp_laddr : ifaddr->sin_addr,
323 inp->inp_lport, 0);
324 if (oinp) {
325 if (ocinp != inp && {(otp = intotcpcb(oinp)) != NULL &&
326 otp->t_state == TCPS_TIME_WAIT &&
327 otp->t_duration < TCPTV_MSL &&
328 (otp->t_flags & TF_RCVD_CC))
329 otp = tcp_close{otp);
330 else
331 return (EADDRINUSE) ;
332 }
333 if (inp->inp_laddr.s_addr == INADDR_ANY)
334 inp->inp_laddr = ifaddr->sin_addr;
335 inp->inp_faddr = sin->sin_addr;
336 inp->inp_fport = sin->sin_port; tep_usrreq.c
12-2 ()
tcp_usrreq.c
337 tp->t_template = tcp_template(tp); .
338 if (tp->t_template == 0) {
339 in_pcbdisconnect (inp) ;
340 return (ENOBUFS) ;
341 }
342 /* Compute window scaling to request. */
343 while (tp->request_r_scale < TCP_MAX_WINSHIFT &&
344 (TCP_MAXWIN << tp->request_r_scale) < so->so_rcv.sb_hiwat)
345 tp->request_r_scale++;
346 soisconnecting (so);
347 tcpstat. teps_connattempt++;
348 tp->t_state = TCPS_SYN_SENT;
349 tp->t_timer [TCPT_KEEP] = TCPTV_KEEP_INIT;
350 tp->iss = tcp_iss;
351 tcp_iss += TCP_ISSINCR / 4;
352 tcp_sendseginit(tp);
353 /*
354 * Generate a CC value for this connection and
355 * check whether CC or CCnew should be used.
356 */
357 if ((taop = tcp_gettaocache(tp->t_inpcb)) == NULL) {
358 taocp = &tao_noncached;
359 bzero(taop, sizeof(*taop));
360 }
361 tp->cc_send = CC_INC(tcp_ccgen);
362 if (taop->tao_ccsent != 0 &&
363 CC_GEQ (tp->cc_send, taop->tao_ccsent)) {
364 taop->tao_ccsent = tp->cc_send;
365 } else {
366 taop->tao_ccsent = 0;
367 tp->t_flags |= TF_SENDCCNEW;
368 }
369 return (0);
370 }

tep_usrreq.c
12-3 tcp_connect
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5. IP TCP
337-341 tcp_tenplate mbuf IP TCP
6.
342-345
7.
346-349 soi sconnecting TCP
SYN_SENT( MSG_EOF sendt o sendnsg
connect tcp_usrcl osed TF_SENDSYN
SYN_SENT*) 75
8.
350-352 tcp_iss
4 TCP_I SSI NCR tcp_sendseqi nit
3.2 ISS TCP_I SSI NCR
9. cC
353-361 TAO tcp_ccgen CC_INC( 82 )
T/TCP tcp_ccgen CC
tcp_ccgen 1
10. CC CCnew
362-368 TAO (tao_ccsent) O
) cc_send tao_ccsent (CC 0 )
CcC CcC TAO CCnew
tao_ccsent o( )
4-12 if
CcC 1(tao_ccsent) tcp_ccgen(
cc_send) 2 147 483 648 TITCP CCnew CcC
CcC 2147 483 648
CC (1 CcC 0
CcC 2147 483 648 SYN
CcC (
4-12) CCnew
Bob Braden T/TCP t cp_out put CcC CCnew
[Olah 1995]
4-11 1 2~4
1601 1

15 CCnew
CcC 15
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2 CcC 5000
CcC CCnew

t cp_out put

12.4 PRU SEND PRU _SEND EOF

2 811 PRU_SEND sbappend
tcp_output T/TCP
PRU SEND EOF 12-4 TCP PRU_SEND_EOF
MSG_ECF ( 5-2) mbuf sosend
tcp_usrreg.c
189 case PRU_SEND_EOF: P- 1
190 case PRU_SEND:
191 sbappend (&so~->so_snd, m);
192 if (nam && tp->t_state < TCPS_SYN_SENT) {
193 /*
194 * Do implied connect if not yet connected,
195 * initialize window to default value, and
196 * initialize maxseg/maxopd using peer’s cached
197 * MSS.
198 */
199 error = tcp_connect(tp, nam);
200 if (error)
201 break;
202 tp->snd_wnd = TTCP_CLIENT_SND_WND;
203 tep_mssrcvd(tp, -1);
204 }
205 if (req == PRU_SEND_EOF) {
206 /*
207 * Close the send side of the connection after
208 * the data is sent.
209 */
210 socantsendmore (so) ;
211 tp = tcp_usrclosed(tp);
212 }
213 if (tp != NULL)
214 error = tcp_output(tp);
215 break;
tcp_usrreq.c
12-4 PRJ SE\D PRU SHN\D ECF
1.
192-202 nam sendto sendnsg
CLOSED LISTEN tcp_connect
4 096(TTCP_CLI ENT_SND_WND) T/TCP
( 36 )
2. MSS
203-204 tcp_nssrcvd -1 SYN
(tao_mssopt) MSS tcp_mesrcvd
rmx_mtu

tao_mssopt (rt _metrics
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) t _maxseg t_maxopd MSS

SYN tcp_mssrcvd tcp_dooptions MSS
TITCP SYN TCP MSS

3. MSG_EOF
205-212 MSG_EOF socant sendmor e
SS_CANTSENDMORE tcp_usrclosed SYN_SENT(
tcp_connect ) SYN_SENT*

4,
213-214 tcp_out put TITCP MSG_EOF

sendt o( 1-10) SYN FIN

12.5 tcp_usrcl osed

Net/3 PRU_SHUTDOWN t cp_di sconnect
12-4 T/TCP PRU_SEND_EOF 12-5
2 817
tcp_usrreg.c
533 struct tecpecbh * P- q
534 tcp_usrclosed(tp)
535 struct tcpcb *tp;
536 {
537 switch (tp->t_state) {
538 case TCPS_CLOSED:
539 case TCPS_LISTEN:
540 tp->t_state = TCPS_CLOSED;
541 tp = tcp_close(tp);
542 break;
543 case TCPS_SYN_SENT:
544 case TCPS_SYN_RECEIVED:
545 tp->t_flags |= TF_SENDFIN;
546 break;
547 case TCPS_ESTABLISHED:
548 tp->t_state = TCPS_FIN_WAIT 1;
549 break;
550 case TCPS_CLOSE_WAIT:
551 tp->t_state = TCPS_LAST_ACK;
552 break;
553 }
554 if (tp && tp->t_state >= TCPS_FIN_WAIT 2)
555 soisdisconnected (tp->t_inpcb->inp_socket);
556 return (tp);
557 1}
tcp_usrreq.c
12-5 tcp_usrcl osed
541-546 T/TCP TF_SENDFI N SYN_SENT SYN_RVD

TITCP
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12.6 tcp_sysctl
TITCP sysct | TCP T/ITCP
TCP
TCP net.inet.tcp TCP
pr ot osw pr_sysctl (2 641 ) 12-6
570-572
tcp_usrreq.c
561 int P- 1
562 tcp_sysctl(name, namelen, oldp, oldlenp, newp, newlen)
563 int *name;
564 u_int namelen;
565 void *oldp;
566 size_t *oldlenp;
567 void *newp;
568 size_t newlen;
569 {
570 extern int tcp_do_r£fcl323;
571 extern int tcp_do_rfcléedd;
572 extern int tcp_mssdflt;
573 /* All sysctl names at this level are terminal. */
574 if (namelen != 1)
575 return (ENOTDIR);
576 switch (name[0]) {
577 case TCPCTL_DO_RFC1323:
578 return (sysctl_int(oldp, oldlenp, newp, newlen, &tcp_do_rfcl323));
579 case TCPCTL_DO_RFC1644:
580 return (sysctl_int(oldp, oldlenp, newp, newlen, &tcp_do_rfcl644));
581 case TCPCTL_MSSDFLT:
582 return (sysctl_int(oldp, oldlenp, newp, newlen, &tcp mssdflt));
583 default:
584 return (ENOPROTOOPT) ;
585 }
586 /* NOTREACHED */
587 }
tcp_usrreq.c
12-6 tcp_sysctl
12.7 TITCP
RFC 1323 TCP
(T3 FDDI)
( ) Thomas Skibo SGlI
Net/2 1992 5 ( 1-16
BSD ) (1993 4 ) Bob Braden
Liming Wei Sun0S4.1.1 RFC 1323 1993 8 Skibo
4.4BSD 1994 4 4.4BSD-Lite 1995
RFC 1323 RFC 1 323
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RFC 1 323 PC ( 14.6
2% www )
T/TCP 1994 9 (19 ) Sun0S 4.1.3
SunOS
TITCP 80x 86 FreeBSD (
SunOS ) 1995 TITCP
T/TCP TITCP TCP
RFC 1323 TITCP TITCP
CcC
12.8
tcp_connect TITCP connect
( sendt o sendnsg) T/ITCP
MSL TIME_WAIT
PRU_SEND_EOF MSG_EOF
MSG_EOF

tcp_usrcl osed
tcp_usrcl osed SYN_SENT
SYN_RCVD TF_SENDFI N
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13 HTTP
13.1
(Hypertext Transfer Protocol HTTP) (World Wide Web  WWW
Web) HTTP Web
1 2 Web Web
NFSnet ( 13-1) 1994 1 HTTP
,,,,,,,,, HTTP NNTP | FTP Telnet SMTP DNS © 10
1994 .01 15 % 8.8 % 214 % 154 % 74% 5.8% 55
1994 -04 2.8 9.0 20.0 13.2 8.4 5.0 71
1994 .07 45 10.6 198 139 75 5.3 74
1994 .10 7.0 9.8 19.7 126 8.1 5.3 100
1995 .01 13.1 10.0 1838 104 74 54 87
1995 .04 214 8.1 14.0 75 64 5.4 59
13-1 NFSnet
(
ftp://ftp.merit.edu/statistics ) HTTP FTP
Telnet 1994 1995
1994 12 NFSnet
HTTP
Web 13-2
Web ( ) Web TCP
Web TCP 80 Web TCP
HTTP Web
“ ” Web Web Web
FTP Telnet
HTTP 1990 1993 ([Berners-Lee
1993] HTTP 1.0 ) Internet
([Berners-Lee, Fielding Nielsen 1995]) Internet
[Berners-Lee, Connolly 1995] Web
HTML( ) Web ( PostScript



TCP

Web - - -~ - — ~ = Web b - oo » Web
TCP TCP 80
13-2 Web -
HTTP HTML
(Netscape) HTTP TCP
HTTP [Stein 1995] Web
13.2 HTTP HTML
HTTP TCP
( )
( ) HTTP
HTTP HTTP
NCSA 1.3 Unix 6500 C X Window Unix
Mosaic 2.5 80000 C
Internet Telnet
HTTP
ASCII ( CRILF)
ACSII HTTP 8 bit 1SO Latin 1
ASCII (
http://uni code. drg)
Addison-Wesley
sun % telnet www.aw.com 80 80
Trying 192.207.117.2... Telnet
Connected to aw.com. Telnet
Escape character is ']’ Telnet
GET /
<HTML> Web
<HEAD>

<TITLE>AW's HomePage</TITLE>

</HEAD>
<BODY>
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<CENTER><IMG SRC = "awplogob.gif" ALT=" "><BR></CENTER>
<P><CENTER><H1>Addison-Wesley Longman</H1></CENTER>
Welcome to our Web server.

<bﬁ;<IMG ALIGN=bottom SRC="ball_whi.gif" ALT=" ?i
Information Resource
<A HREF = "http://www.ncsa.uiuc.edu/SDG/Software/Mosaic/MetaIndex.html">
Meta-Index</A>
4
</BODY>
</HTML>
Connection closed by foreign host. Telnet
GET / 51 3611 Web
Telnet
TCP
HTML <HTM_> </ HTML> HTML
HTML <HEAD> </ HEAD> <BODY>
</ BODY> [Raggett, Lam, and
Alexander 1996] HTML
( )
<CENTER><I MG SRC = "awpl ogob. gi f* ALT=" "><BR></ CENTER>
<CENTER> <l MG>
SRC ALT
( ) <BR> Web
TCP
( Web )
(<P>)
<P><CENTER><H1>Addison-Wesley Longman</H1></CENTER>
(<H1>) (
2~7 )
( HTML) ( Troff, TeX,
PostScript) HTML SMGL (Standard
Generalized Markup Language) (htt p://waww. sgm open. org
SGML ) HTML ( 1 )
“ Welcome”

<DD><IMG ALIGN=bottom SRC="ball_whi.gif" ALT=" ">
Information Resource

<A HREF = "http://www.ncsa.uiuc.edu/SDG/Software/Mosaic/MetaIndex.html">
Meta-Index</A>

<DD> ( )

"Information Resource Meta-Index" (<A> )
"http://ww. ncsa. ui uc. edu” (HREF )



TCP

HTML

( )

WWW. ncsa. ui uc. edu
HTTP GET
http://ww. ncsa. ui uc. edu/ SDG Sof t war e/ Mosai ¢/ Met al ndex. ht m
URL (Uniform Resource Locator) URL

RFC 1738 [Berners-Lee, Masinter and McCahill 1994], RFC 1808 [Fielding 1995]

URL URI(Uniform Resource Identifier) URI

URN(Universal Resource Name) RFC 1630 [Berners-Lee 1994]
URI URN URL

Web HTML Netscape
Mosaic “ View Source”

13.3 HTTP

GET / HTTP 0.9
( ) HTTP 1.0 1.0  HTTP

GET / HTTP/1.0
HTTP
HTTP/L.0

13.3.1

HTTP/1.0 HTTP/1.0
request-line

headers (0O )

<blank line>

body ( POST )

request-line

request request-URl HTTP

1) GET request-URI
2) HEAD GET

3) POST
body POST Content - Length
body
Web 500 000
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99.68% GET 0.25% HEAD 0.07% POST
POST
HTTP/1.0
status-line
headers (0 )
<blank line>
body
status-line
HTTP response-code response-phrase
13.3.2
HTTP/1.0
( 133
( Dat e) POST
13-3 17 [Berners-Lee, Fielding, and Nielsen 1995]
Allow
Authorization .
Content-Encoding
Content-Length
Content-Type
Date . O
Expires
From .
If-Modified-Since U
Last-Modified
Location .
MIME-Version . .
Pragma . .
Referer .
Server .
User-Agent .
WWW-Authenticate i
13-3 HTTP
13.3.3
HTTP 3
13-4 3



TCP

3 NTTP( 15-2)
Internet FTP SMTP

lyz

200 OK

201 OK (post )
202
204 OK

301 URL
302 URL
304 (  GET)

400
401
403
404

500
501
502
503

13-4 HTTP3

13.3.4

HTTP/1.0

sun % telnet www.aw.com 80
Trying 192.207.117.2...
Connected to aw.com.
Escape character is '71’.
GET /awplogob.gif HTTP/1.0
From: rstevens@noao.edu

HTTP/1.0 200 OK

Date: Saturday, 19-Aug-95 20:23:52 GMT
Server: NCSA/1.3

MIME-version: 1.0 |

Content-type: image/gif

Last-modified: Monday, 13-Mar-95 01:47:51 GMT
Content-length: 2859

«— 2859 GIF
Connection closed by foreign host. Telnet

e GCET 1.0
. From
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. 200 “ OK”
e Dat e
4

Date: Sat, 19 Aug 1995 20:23:52 GMT
. NCSA Server 1.3
* MIME 1.0 1 284 [Rose 1993] MIME
. Cont ent - Type Content-Encoding Cont ent -

Type o i mge

gif HTTP Internet Assigned Number RFC (

[Reynolds and Postel 1994])

Content-Type: text/html
Content-Type: text/plain
Content-Type: application/postscript

Cont ent - Encodi ng
Unix conpress PostScript ( .ps. Z )

Content-Type: application/postscript
Content-Encoding: x-compress

eLast-Mdified

. (2 859 ) Content-Length
( /
) HTTP 8 bit TCP
Internet SMTP (1 28 ) TCP 7 bit  ASCII
0
User - Agent

User-Agent: Mozilla/l1.1N (Windows; I; 16bit)
User-Agent: NCSA Mosaic/2.6bl (X11;Sun0OS 5.4 sundm) libwww/2.12 modified

13.3.5

HTTP
| f-Modified-Since

GET

sun % telmet www.aw.com 80

Trying 192.207.117.2...

Connected to aw.com.

Escape character ig '"]°’.

GET /awplogob.gif HTTP/1.0

If-Modified-Since: Saturday, 08-Aug-95 20:20:14 GMT

HTTP/1.0 304 Not modified
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Date: Saturday, 19-Aug-95 20:25:26 GMT
Server: NCSA/1.3
MIME-~version: 1.0
Connection closed by foreign host.
304 TCP
( 2859 GIF )

TCP ( )

13.3.6

( URL )

sun % telmet www.noaoc.edu 80
Trying 140.252.1.11...

Connected to gemini.tuc.noao.edu.
Escape character is '"]°’.

GET /~rstevens HTTP/1.0

HTTP/1.0 302 Found

Date: Wed, 18 Oct 1995 16:37:23 GMT
Server: NCSA/1.4

Location: http://www.noao.edu/~rstevens/
Content-type: text/html

<HEAD><TITLE>Document moved</TITLE></HEAD>

<BODY><H1>Document moved</H1>

This document has moved <A HREF="http://www.noao.edu/~rstevens/">here</A>.<P>
</BODY>

Connection closed by foreign host.

302 URL Locati on
“ URL
URL HTML

13.4

Web (Netscape 1.1N)
HTTP TCP Addison-Wesley (http:// ww. aw. com)
( WWW. aw. com ) 1 17 TCP
3132 47 483 17 4

HTML ( 28159 ) 13 GIF ( 19324 )

Netscape

Tcpdump

TCP (GET /) HTML 7
GIF 4 TCP 4 GIF
Netscape ( Web
) 4
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13-5 8 TCP y
8 TCP 1114~1121 8 8
SYN( connect)
FIN FIN( close)
7 12
14-22 ( 1114) Tcpdump
00 ——
1114
01 ——
02—
03 —— Al T - -
04 ——
05 ——
06 — 1118 1115 1117
1116
07 ——
08 ——
09— v 1 v
10 1121 1 1120
¥ 1119 (]
11 ——
X
12—
V
13-5 7 GIF 8 TCP
1115 1116 1117 ( 1114)
Netscape
14-22
FIN FIN
TCP
sun ()
Netscape ( 1-13) Addison-Wesley ; 145
114
Internet 3 105
28.8 Kb/s Internet 4 102
5 10.2
17 6 102
7 10.2
13-6 13-6 Web




TCP

Tcpdump
4 4
1~2 2~3 3~4
13-5 13-6 (10.2 )
13-6
13-5
[Padmanabhan 1995]
FTP (
( 1 21.6 )
SYN
145
13.5 HTTP
TCP/IP
( ) HTTP
24 Tcpdump
13-7 130 000 HTTP
Tcpdump
(Mean)
! 224 266
! 3093 | 7900
() 34 22.3
13-7 HTTP
HTTP
[Mogul 1995b]
1770 12 925
150
[Braun and Claffy 1994] NCSA

17 000

2

Web

HTTP

(Median)

200000 HTTP

2394

3000
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TCP HTTP Web
HTTP
P HTTP
HTTP
( ) Web Web
IP ( [Stein 1995]
4 ) [Kwan, McGrath, and Reed 1995] NCSA
30 30
6 HTTP 95 000
HTTP
Web HTTP
Web
HTTP [Cunha, Bestavros, and Crovella 1995]
4700 HTTP 591 575772
11 500 ( HTTP
)
13.6
HTTP ( 13-1) Internet [Kwan,
McGrath, and Reed 1995] NCSA HTTP 1994
58% 11%~14%
[Braun and Claffy 1994]
NCSA HTTP
HTTP TCP
TCP [Spero 19944] “ HTTP/1.0 TCP §
RTT
[Spero 19944] ( 1 206 )
MSS ( Internet 512
536 ) 512 MSS 512
( mbuf(
14.11 ) ) MSS
RTT [Spero 19944]
Xmoasic TCP 1130 (

42 41 Accept ) 13.4 Netscape 1.1N 17
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13-3

150~197

Mosaic Accept

13-7

( [Berners-Lee, Fielding, and Nielsen 1995]

GIF PostScript

[Padmanabhan 1995]

13.3.4

Pragma

HTPP

HTTP

[Mogul 1995b]

Cont ent - Length

Internet

TIME_WAIT

TCP

GIF

Pragma: hol d-connecti on

Pragma

(1.1

Cont ent - Lengt h

Cont ent - Type

([Rose 1993] 6.1.1
)

Padmanabhan Mogul

GETALL(

GETLI ST(
GETLI ST

HTTP

HTTP-NG
)

HTML

GET )
GETALL
HTML
TCP
TCP HTTP
[Spero 1994b]
TCP

boundary =

HTML GET

HTTP
TCP
HTTP-NG

(
TCP
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13.7
HTTP TCP
(
)
ASCII ASCII ( )
( ASCII ) ( )
HTTP
10 000 ( PostScript )
HTTP
3000
HTTP TCP 13.4
8 TCP
MSS TCP
TIME_WAIT
HTTP Gopher Gopher RFC
1436[Anklesaria et al. 1993] HTTP Gopher
(Gopher 70 )
Gopher
GIF Gopher ASCII Gopher
ASCII HTTP
Internet Gopher URL gopher://hostname
Web Gopher Gopher
HTTP (HTTP/ 1.1) 1995 12 Internet

(MD5 ) TCP
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14.1
HTTP
HTTP Internet
2 TCP/IP TCP
TCP
I nt er net 22
HTTP NCSA htt pd 22 (
) CPU Intel BSD/0OSV11
1) 5 net st at -s
Internet 2 164 (IP)
639 (TCP)
2 5 Tcpdump ( 1 A)24 80
SYN FIN RST TCP TCP
686 755 147 103 TCP
3) 5 25 80 TCP
SYN FIN RST
1039 235
115
24 SYS/FIN/RST
$ tepdump -p -w data.out ’‘tcp and port 80 and tepl[13:1] & Ox7 1= 0O’
-p (promiscuous) Tcpdump
Tcpdump
Tcpdump 16 000
1 22000 1
-w
-r
80 TCP TCP

13 7 0 SYN FIN RST
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( 1 171 ) SYN FIN TCP
Vern Paxson tcpdunp-reduce
(http://town. hall.org/ Archive/ pub/ITA)
( 14-1) 5
TCP tcps_connattenpt tcps_accepts
639 SYN
SYN TCP
HTTP
Web  ( TCP/IP HTTP )
800000 : . ! : i ! s 800000
i | | L
700000 : : L 700000
’ =
600000 - | - : | 600000
| ..' | |
| W |
500000 - " [ L 500000
- ~ : -
400000 - & | | - 400000
] ﬁgg%f; : : i
300000 - | 300000
P | : _
200000 - o : : | 200000
o I ! |
100000 - _.»"M.‘ : : 100000
o* | I
o'. | | B
0 . I l 1 %ﬁ‘r ] l - T I T L | T | 0
0 1000 2000 3000 4000 5000 6000 7000
14-1
24 24
SYN/FIN/RST
14-2
‘ " 150000 TCP
1.74 [Braun and Claffy 1994] NCSA
1994 9 360000 TCP ( 6~8
) [Mogul 1995b] “ "
3 40 000
1995 6 21 10 Web
1995 5 1 7 430
(ww. net scape. con) 30



TCP

Web
Web
14000 : ' L : | l ; 14000
12000 { - 12000
10000 | L 10000
8000 - | 8000
( | L
/) 6000 L 6000
4000 4000
2000 - 2000
T 1 — T T T T
0 1000 2000 3000 4000 5000 6000 7000
14-2
14.2 HTTP
HTTP HTTP Web
1
HTTP WwWww (Www. or gani zati on. com)
IP ( IP
( 6.6 Net /3 IP IP
P 22 httpd
IP IP TCP
IP
2)
( ) WWWwW WWW. Or gani zati on. com
1P HTTP P (1 14 DNS
A ) DNS DNS
IP DNS (round-robin)
DNS
NCSA 9 HTTP
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HTTP

$ host -t a www.ncsa.uiuc.edu newton.ncsa.uiuc.edu
Server: newton.ncsa.uiuc.edu
Address: 141.142.6.6 141.142.2.2
www.ncsa.uiuc.edu A 141.142.3.129
www.ncsa.uiuc.edu A 141.142.3.131
www.ncsa.uiuc.edu A 141.142.3.132
www.ncsa.uiuc.edu A 141.142.3.134
www.ncsa.uiuc.edu A 141.142.3.76
www.ncsa.uiuc.edu A 141.142.3.70
www.ncsa.uiuc.edu A 141.142.3.74
www.ncsa.uiuc.edu A 141.142.3.30
www.ncsa.uiuc.edu A 141.142.3.130
(host 1 14 )
NCSA DNS host
DNS 9
P
$ host -t a www.ncsa.uiuc.edu newton.ncsa.uiuc.edu
Server: newton.ncsa.uiuc.edu
Address: 141.142.6.6 141.142.2.2
www.ncsa.uiuc.edu A 141.142.3.132
www.ncsa.uiuc.edu A 141.142.3.134
www.ncsa.uiuc.edu A 141.142.3.76
www.ncsa.uiuc.edu A 141.142.3.70
www.ncsa.uiuc.edu A 141.142.3.74
www.ncsa.uiuc.edu A 141.142.3.30
www.ncsa.uiuc.edu A 141.142.3.130
www.ncsa.uiuc.edu A 141.142.3.129
www.ncsa.uiuc.edu A 141.142.3.131
14.3 SYN
SYN
SYN/FIN/RST 24 SYN
24 160 948 SYN ( 147 103
SYN 10% SYN )
0.1 ms 44.5 538 ms 222 ms 91%
15 14-3
24
1 SYN ( 86 622 24
) 14-4 20 SYN
SYN
SYN 27868 ( 32%) SYN 22 471
( 26%) SYN SYN 73
SY N 50 “ ” 3



TCP

14-6

SYN
14-7

45000 -
400004 |
35000 -
30000 -
25000 -
20000 -
15000 -

10000

5000

- 45000
L 40000
L 35000
- 30000
L 25000
L 20000
L 15000
- 10000
L 5000

—=0

T

I

100 200 300 400 500 600 700 800 900 1000 1100 1200 1300 1400 1500

(ms)
14-3 SYN
1 SYN SYN
SYN
0 27 868 30 565
1 22471 22 695
2 13036 12374
3 7906 7316
4 5499 5125
5 3752 3441
6 2525 2197
7 1456 1240
8 823 693
9 536 437
10 323 266
11 163 130
12 90 66
13 50 32
14 22 18
15 14 10
16 12 9
17 4 3
18 5 2
19 2 1
20 3 0
86 560 86 620
14-4 SYN
SYN 3.5
3

30

SYN
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3 3
Tcpdump 14-7 30
1024 SYN 30 60~65
70 14-7
14-5 Tcmdump
1 0.0 client.1537 > server.80: S 1317079:1317079(0)
win 2048 <mss 1460>
2 0.001650 (0.0016) server.80 > client.1537: S 2104019969:2104019969(0)
ack 1317080 win 4096 <mss 512>
3 0.020060 (0.0184) client.1537 > server.80: S 1317092:1317092(0)
win 2048 <mss 1460>
4 0.020332 (0.0003) server.80 > client.1537: R 2104019970:2104019970(0)
ack 1317080 win 4096
5 0.020702 {(0.0004) server.80 > client.1537: R 0:0(0)
ack 1317093 win 0
6 1.938627 (1.9179) client.1537 > server.80: R 1317080:1317080(0) win 2048
7 1.958848 (0.0202) client.1537 > server.80: S 1319042:1319042(0)
win 2048 <mss 1460>
8 1.959802 (0.0010) server.80 > client.1537: S 2105107969:2105107969(0)
ack 1319043 win 4096 <mss 512>
9 2.026194 (0.0664) client.1537 > server.80: S 1319083:1319083(0)
win 2048 <mss 1460>
10 2.027382 (0.0012) server.80 > client.1537: R 2105107970:2105107970(0)
ack 1319043 win 4096
11 2.027998 (0.0006) server.80 > client.1537: R 0:0(0)
ack 1319084 win 0
14-5 SYN
40 (40
1 n F
35 1 L35
30 L 30
] n
25 L 25
SYN 201 20
154 L 15
10 H L 10
o UL | i
I | ' | ' I ' 0
0 10 20 30 40 50 60
(
14-6 60 SYN
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70 1 :70
60 4 60
50 50
40 :40
SYN |
30 30
20 :20
0 ||||||| |I|"| ‘ Ml . d] |"|.|||| HHAED .I.I.".||I|.|||.I.|I| hl. | ."ll.“ Ll ) 1||...|. 0
0 20 40 60 80 100 120 140 160 180
()
14-7 3 SYN
SYN SYN / ACK
SYN 13
RST RST RST 7
RST( )
Tcpdump SYN FIN RST
SYN SYN
SYN
SYN SYN
10% SYN SYN
SYN TCP/IP ( SYN
P TCP ) HTTP (
)
SYN 14-3 538 ms 600 ms 222 ms
251 ms 14-4 SYN 14-6
SYN 3 19 21 33 SYN
4 251ms ) 33 SYN 8
Web 145
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14.4 RTT
SYN/FIN/RST 14-8 TCP
( FIN ) SYN / FIN / RST
%‘P%E%E’@SYN
o s RS
TR P ARSYNIATE RTT
X#HE%%E%SYNHQ ACK
/ /
s BB
{ WHE%%HNH?’ACK RTT +
AU e
47 PRNIOACK
14-8 TCP
RTT SYN SYN
FIN FIN
RTT
RTT 2.5
SYN / ACK ACK
SYN ACK ( 2 758 )
ACK ( SYN 44
MSS ACK 40 ) SLIP PPP
2.5 19195 RTT 810 IP RTT
o( ) RTT 12.3 445 ms 187ms 149
3 RTT 98.5% RTT 3
RTT 60 ms RTT



TCP

(178 ms) RTT(60 ms)
Internet
(28 800 bps) RTT 100~200 ms
( SYN ACK )
5000 | ‘ [ 5000 -
4000+ 4000
3000 - 3000
0004 | || 2000
1000 - ‘ L 1000
T ¥ : 0
0 T 1 1 11Tt Tl
0 200 400 600 800 1000 1200 1400 1600 1800 2000 2200 2400 2600 2800 3000
RTT(ms)
14-9
14.5 listen
l'i sten(sockfd, 5);
backlog listen BSD
<sys/socket. h> SOMAXCONN
5 5 SOVAXCONN
SOVAXCONN 10
so qglimt backlog ( 2 365 ) TCP
( SYN) TCP sonewconn ( 2

370 130~131 )

if (head->so_glen + head->so_g0len > 3 * head—>so_qlimit'/ 2)
return ((struct socket *)0);

2 backlog 3/2



14 HTTP
backlog 5 8
(1 195 )
1) (so_qOl en SYN )
2) (so_qgl en accept )
2 369 TCP
(
accept ) backlog
SYN
14-10
=RTT
14-10
( )
net st at HTTP so_g0Olen so_qglen
2 379 076
19ms 14-11
backlog 5 8

0 167 123 379 075
1 116 175 1

accept 2 42 185

3 18 842

4 12 871

TCP (2 743 ) 5 14 581

SYN 6 6 346

7 708

Net/3 8 245
SYN 379 076 379 076

14-11 HTTP
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if (so->so_options & SO_ACCEPTCONN) {
so = sonewconn(so, 0);
if (so == 0) {

tcpstat.tcp _listendrop++; /* new counter */
goto drop;
}
14-12 5
Web
htt pd
(22918 7139 )
4500 ( 4 00) 1964
32 ( )
24000 . 1 L ! L 1 L 1 . 24000
22000 - _ 22000
20000 20000
18000 - [ 18000
16000 [ 16000
14000 1 | 14000
12000 12000
10000 ] I 10000
8000 ] . I 8000
6000 ] I 6000
4000 _ | 1000
2000 ] I 2000
R B e T B
0 1000 2000 3000 4000 5000 6000 7000
(G
14-12
backlog
( ht t pd) backlog httpd 1.3
backlog 5
listegied, 5)r
14 backlog 35
backlog BSD / OS V2.0
somaxconn 16 Solaris 2.4

ndd TCP tcp_conn_req_max
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32 Solaris 2.5 32 1024
listen
( listen
) [Mogul 1995c]
listen
backlog
SYN_RCVD
net st at SYN_RCVD Net / 3
75 ( 2 664 755 )
14-13 Tcpdump
1 0.0 client.4821 > server.80: $§ 32320000:32320000(0)
win 61440 <mss 512>
2 0.001045 ( 0.0010) server.80 > client.4821: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
3 5.791575‘( 5.7905) server.80 > client.4821: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
4 5.827420 ( 0.0358) client.4821 > server.80: S 32320000:32320000(0)
win 61440 <mss 512>
5 5.827730 ( 0.0003) server.80 > client.4821: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
6 29.801493 (23.9738) server.80 > client.4821l: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
7 29.828256 ( 0.0268) client.4821 > server.80: S 32320000:32320000(0)
win 61440 <mss 512>
8 29.828600 ( 0.0003) server.80 > client.4821: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
9 77.811791 (47.9832) server.80 > client.4821: S 365777409:365777409 (0)
ack 32320001 win 4096 <mss 512>
10 141.821740 (64.0099) server.80 > client.4821: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
64 ACK/SYN
18 654.197350 (64.1911) server.80 > client.4821: S 365777409:365777409(0)
ack 32320001 win 4096 <mss 512>
14-13 SYN_RCVD 11
SYN SYN / ACK
75 6 3
SYN/ACK
4 1 SYN
SYN ACK
SYN / ACK 4 TCP
(keepalive timer) 2 (2 745 )
(2 252 69



TCP

2 SYN ACK TCP
ACK 2
6 7 8 24 SYN/ACK
SYN) SYN/ACK
9 48 SYN/ACK
64 12 (12 2 674
TCP_MAXRXTSHI FT )
TCPT_KEEP
( 2 745 ) 2
2
14.6 SYN
24 SYN SYN
1024~5000( 2 588 )
160 000 93.5% 14
1024( 1024  Net/3 ) 6.5%
5001~65535 Solaris 2.x 32768
100000 — — 100000
50000 L 50000
20000 —| — 20000
10000— | | | by L 10000
5000 — L 5000
2000 —; — 2000
1000 1000
(500 - ﬁ 500
) 200 1 - M AT AT - I n m 200
100 | i T_ il _—7 Tl LT I T L [
50| T - M B 71 50
20— 20
10— 10
5| -5
2 —2
1 1
0

5000 10000 15000 20000 25000 30000 35000 40000 45000 50000 55000 60000 65000

14-14
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14-14 1000 ( 1001~2000 2001~3000)
y
1024~5000 2/3 1024~2000
MTU( 10-9 ) (
512 536 BSD 1024 ) MSS RFC 1191[Mogul and Deering
1990] 16 MTU Web
MSS 117 128~17 520
14-15 13 MSS 5071 Web
5386 94% “ none’ SYN MSS
MSS
703 RFC 1122 536
212 53
216 47 | 256-40
256 516 MTU 296 PPP SLIP
408 24
472 21 512-40
512 465
536 1097
966 123 | ARPANET MTU (1006) — 40
1024 31 BSD
1396 117
1440 248 MTU (1500) - 40
1460 | 1626
5071
14-15 MSS
L —
SYN 0 317 :
512 94
117 848 66
0~65535  14-16 14 1024 67
2048 254
4990 5386 2920 296 | 2x1460
0 4096 2062
93% 8192 683
22 099 8760 179 | 6x1460 ( ) |
16384 175
PC Web 22099 486 | 7x7x11x41?
22792 128 | 7x8x11x377?
MSS 32768 94
61440 89 | 60x1024
4990
117 MSS 14-16
117 267

MSS



TCP

RFC 1323 ( 21 5 386 78
23
0o( 1 TCP
)
SYN
SYN SYN T/TCP
SYN
SYN
SYN ( 200~300 HTTP )
MTU
RFC 1191[Mogul and Deering 1990] 1 24.2 MTU
SYN DF ( )
679 ( 12.6%) MTU
( 10%) O 0 TCP
TCP/IP 0
0 14-19
14.7 SYN
SYN 6 SYN( ) 24
( 2 664 ) 24 SYN  (
Tcpdump ) SYN
24 160948 SYN ( 143 ) 17680 ( 11%)
( IP SYN
SYN
11% )
SYN ( ) SYN 3 4 5
BSD 6 24
{6, 24}
«{3,6,12, 14}

+ {5, 10, 20, 40, 60, 60}
“ {4, 4,4, 4)( RFC 1122 )
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«{0.7, 1.3} (20 20
SYN 500ms )
«{3, 6.5, 13, 26, 3, 6.5, 13, 26, 3, 6.5, 13, 26} ( 4

)
«{2.75,5.5, 11, 22, 44}
. {21, 17, 106}

«{5,0.1,0.2,04,0.8,1.4,3.2,6.4}( )
«{0.4,0.9, 2, 4}( 19 )
« {3, 18, 168, 120, 120, 240}
SYN
( 2 765~766 BSD
SYN TIME_WAIT SYN
) ( 3 6 )
14.8
24 5386 P Web Tcepdump( -w
IP
DNS IP 4052 (
75%) DNS 1334 IP 62
23.6% IP (1 14.5 )
Internet
DNS 1272 Ping
- Ping 520 ( 41%)
IP 57
50 !
(world wide)” Web
14.9
Net/ 3 (persist probe) Net/ 3
0
( SLIP PPP )
723 ICMP
TCP
TCP 60 (
Internet ) TCP

14-17 4.4BSD-Lite2 2 662
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case TCPT_PERSIST:

tcp_timer.c

tcpstat.tecps_persisttimeo++;

/*

* Hack:
time out if the
backoff,

*F  *  *

backoff that we
*/

if (tp->t_rxtshift

(tp->t_idle >=
tp->t_idle >=

if the peer is dead/unreachable, we do not

window is closed. After a full

drop the connection if the idle time
(no responses to probes) reaches the maximum

would use if retransmitting.

== TCP_MAXRXTSHIFT &&
tcp_maxpersistidle ||
TCP_REXMTVAL(tp) * tcp_totbackoff)) (

tcpstat.tcps_persistdrop++;
tp = tcp_drop(tp,
break;

}

tcp_setpersist(tp);

tp->t_force 1;

(void) tcp_output{tp):;

tp->t_£force 0;

break;

ETIMEDOUT) ;

14-17

i f
TCPTV_KEEP_I| DLE(14 400 500 ms
tcp_t ot backoff 511

tcps_persistdrop

TCP_MAXRXTSHI FT TCP ACK
RTO 511 ( )
RTO 25 (5

OR

“ Hack”
TCP

90

14-19

(0) Mss
182

512
FIN 8
1024
FIN 12

11 1024

t cpst at

2640

RFC 1122
TCP

tep_timer.c

tcp_maxpersistidle

(clock tick)
t cp_backof f
(2 638 )

2 )
( 2 669 )

12
12

) 22 ( 2640

2555( 5x 511)

14-18
4
Tcpdump
TCP

512
FIN ACK
512

13~15

13 16 17
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Ml a

450 450
400 - I 400
350 1350
300 300
250 4 1250
2004 1200
150 4 150
100 L 100
50 F50
O T I T I T ' T I T I T I T I 0
0 1000 2000 3000 4000 5000 6000 7000
)
14-18
d-o climt.ldid = wecv-80: 6 0:0(0] win 4095 ome 1356
a0.001213  [0.0013) mary.Bd > alisnk. 145 B 3339G0113:333930113 {0}
ek 1 win 40594 <mas 513>
0. 764041 [D.3E36) climt.l454k > pary.800 B ok 1 wio 3095
G.481A7s (0. 1184} clisot.ldsd = sezv.80: F 1:1331103) ack 1 win 4058

0.54E304 [0.0650) sarv.Bd > alisnk.ld& . 10530512) nak 103 win 4095
0.84E7E1 (O.000K) sarv.ff > clienc.ld84: P B19:1028{913) sk 103 wia 4096

1.39313% [0.B4Ed4) climnt.la6 > sarv 80 PP 183 :LE3{0] nck 513 win 35H
1.35410% (0. OR10) serv, B > clignt, 1d8d; . 1038:1E37{813] aak 1Rd win 4096
1.3%4507 [0.0005) sarv.§0 > alimob. et . 1S537cZOAP{513] ack 16d win 4056

1.%02%01 (0.1079) climnt.ldfl > perv.30: FP 1082:1034000 wek 1038 win 3072
1.543139 [0.0DO6) SarTw.BEQ > glieck, 144 . 304892561 {513] ack 194 wio LOS6

FEY woaw mtam

1.583500 (0.0005) serv. .80 > cllispt.ld8d; | 3881 ARTI{01d] ack 18 win 4046

2.851548 (1.2679) client.1464 > serv.80: P ack 2049 win 2048

2.852214 (0.0007) serv.80 > client.1464: . 3073:3585(512) ack 184 win 4096

2.852672 (0.0005) serv.80 > client.1464: 3585:4097(512) ack 184 win -4096

3.812675 (0.9600) client.l1464 > serv.80: P ack 3073 win 1024

5.257997 (1.4453) client.1464 > serv.80: P ack 4097 win 0

10.024936 (4.7669) serv.80 > client.1464: . 4097:4098(1) ack 184 win 4096
16.035379 (6.0104) serv.80 > client.1464: . 4097:4098(1) ack 184 win 4096
28.055130 (12.0198) serv.80 > client.l464: . 4097:4098(1) ack 184 win 4096
52.086026 (24.0309) serv.80 > client.1464: . 4097:4098(1) ack 184 win 4096
100.135380 (48.0494) serv.80 > client.1464: . 4097:4098(1) ack 184 win 4096
160.195529 (60.0601) serv.80 > client.1464: . 4097:4098(1) ack 184 win 4096
220.255059 (60.0595) serv.80 > client.1464: 4097:4098 (1) ack 184 win 4096

14-19 Tcpdump
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140 7187.603975 (60.05C1) serv.80 > client.1464:

. 4097:4098(1) ack 184 win 4096

141 7247.643905 (60.0399) serv.80 > client.1464: R 4098:4098(0) ack 184 win 4096

14-19 ()
0 17 4096
0
18
2 25-14
Internet 2
141 RST (RST
2 713 )
2
4.4BSD-Lite2 OR
BSD /OS V2.0
tcp_maxpersistidle OR
Internet 2
90
4 360 “ "
TCP HTTP
[Mogul 19954] “
14-19 7 FIN
CLOSE_WAIT cl ose
Tcpdump
1995 LAST_ACK
SO_KEEPALI VE
2 25.6
2 663 KEEPALI VE

FIN_WAIT_2 CLOSING LAST_ACK

14.10 T/TCP

T/ITCP

HTTP

4096

0 5
17 18
124
tcp_drop

t idle
4.4BSD-Lite2

mbuf
TCP

LAST_ACK
LAST_ACK

(1 23

)
FIN_WAIT_1

( 6)
T/TCP
T/ITCP
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24
HTTP ( 5386 1P )
30 60
2 10 (
6.10 in_rtqgtino )
14-20
2 18.2 Net/3 152 TITCP
168 16 rt_metrics TAO BSD
256 2
1000 256 000
5 386 IP 30
300
1000 1000
] i
900—_ . :900
800 L 800
700 - 700
600 - L 600
500 L 500
| 60 L
400 - - 400
300 - - 300
200- 30 | 200
100 * 100
O T T T T T T T T T T T T T T T T T T T T T T T 0
131415161718192021222324 1 2 3 4 5 6 7 8 91011
14-20 T/TCP
14-20
24 686 755
10 SYN 14-21 ( )
5386 , 683 10 10
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SYN 11 11 SYN
669 120 SYN 367
1000 1000
] L
900 - 900
800—— - 800
700 - 700
600 -| - 600
500-_ - 500
400 - 400
300- - 300
200: y 200
100—_ ' 100
0 T T T T T T T T T T T T T T T T T T T T T T T 0
131415161718192021 222324 1 2 3 4 5 6 7 8 91011
¢ )
14-21 SYN
IP
wwwpr oxyl webgatel proxy gateway
14.11 mbuf
Tcpdump HTTP MSS
208( ) 101~208 4.4BSD
mbuf ( 100 1~108 )
TCP sosend (2 399 400 ) TCP
mbuf
RTT
HTTP 101~208 13.4 17
152~197
URL
( ) M NCLSI ZE 208
101 101~208 mbuf 100
mbuf A-6 A-7 200
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14-22( )  Tcpdump
100 RTT(
) 52
mbuf 128
256 ( AlX)
sosend mbuf TCP
14.12 TCP PCB
Net/3 Internet PCB( i npcb
tcp_last_inpch 2 28-5)
TCP PCB
tcps_pcbcacheni ss 2 24-5 80%
HTTP
ACK( )
( ) TCP (2 284 )
HTTP
«20% PCB (18~20%);
. ACK 15% (14~15%);
. 30% (20~35%)
TCP HTTP PCB
HTTP [McKenney and Dove 1992]
Net/3 PCB
HTTP 14-22 13-5
HTTP ( 1114) 4 5 6
8 9 11 13 14 4
ACK 7 10 12 15 16 ( 3
17 FIN ) ACK
ACK
7 TCP 1024 HTTP
260 (1024-8192+7428)
TCP 200 ms ACK
ACK 7 12 799 ms 4
TCP 200 ms ACK
10

ACK 7 603 ms
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ACK
0 1114
1 SYN 3 80
_ 97 :
S Ton R 2971984592(0)
+» <SS 1460>
0.441223 (0.4412 ‘—//
0441223 50.0008; SYN 1233856000.1233.856000(0) 5
3 ~ck 3071984993, win 4096
0.579457 (0.1374) . ack 1, win 8192
PSH 1:153(152) aCk 1 X
, Win 8192
—
1.101392 (0.5219) 1:513(512) ack 153, win 4096 5
1.241115 %0.1397) 513:1025(512) ack 153, win 4096
1249376 (0.0083) . il . ' 6
ack 1025, w;
), WIn 7428
1681472 (0.4321) 1025:1537(512) ack 153, win 4096 8
1.821249 50,1398 1537:2049(512) ack 153, win 4096
1833057 (0,0318) N ' :
ack 2049, wi
» WIn 6404
1.960825 (0.1078 : i
1960828 50.0882; ; 2049:2561(512) ack 153, wm_4096 a
ack 2561, wi
, win 5892
2.251285 (0.2023) 2561:3073(512) ack 153, win 4096 13
2.362975 éo'lm N PSH 3073:3420(347) ack 153, win 4096
2.369026 0.0061% 15 -— - - 14
ack 34 :
2.693247 (0.3242) » 2L win 5032
ack 34, .
2.957395 (0.2641) 17 FIN S
153:153(0)
ack .
3421, win 819
3.220193 (0.2628) ack 154, win 4095 18

14-22 HTTP -
HTTP
TCP
( TCP
NNTP
(153 NNTP TCP e
1300

14-22
512
ACK 512
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ACK 512
)
FTP
FTP
)
tcp_i nput
( 2 28-21) step6 ACK
29-2) ACK ACK 1
TITCP
7 ACK 3
2 ( 8 9 ) 14-22
( Tcpdump) 10 11
3
RTT
RTT 441 ms 4 5 521 ms 7
Ping ( 300 )
RTT 461 ms 10 11 RTT
14.13
Web TCP/IP
Internet
Web
. SYN 8 (
. RTT 445 ms 187 ms
. backlog 5 10
SYN
Web
. LAST_ACK
. 101~208
mubf
. TCP PCB
Web
[Mogul 1995d] Web

5
FTP
(1 277
2
( 2 29-7)
11-16
1 2
8 432 ms
107 ms

RTT



15 NNTP

15.1
NNTP NNTP TCP
RFC 977[Kantor and Lapsley 1986] [Barber 1995]
RFC 1 036 [Horton and Adams 1987]
ARPANET Usenet
13-1
NNTP [Paxson 1994a] 1984
75%
Usenet
Usenet (
) Internet [Salus 1995] 15
Usenet
15-1

Internet




15 NNTP

Internet
NNTP INN(InterNetNews)
Unix
“ i NNTP
NNTP
) Unix
Readnews Rn Rrn (remote)
Trn “ (threaded)Rn”
Xm Rn X11 GNUS Emacs
Web Netscape
NNTP
15.2 NNTP
NNTP TCP NNTP 119 NNTP Internet
(HTTP FTP SMTP ) ASCII
ASCII ( )
Telnet NNTP
NNTP
Internet
vangogh. cs. berkl ey. edu % tel net noao.edu nntp
Trying 140.252.1.54. .. Tel net
Connected to noao. edu. Tel net
Escape character is '/’ Tel net
502 You have no permission to tal k. Goodbye
Connection cl osed by foreign host. Tel net
4 NNTP 502 TCP NNTP
IP IP

sun.tuc.noao.edu % telnet noao.edu nntp
Trying 140.252.1.54...

Connected to noao.edu.

Escape character is '"1’.

200 noao InterNetNews NNRP server INN 1.4 22-Dec-93 ready (posting ok).

200( OK)
posting ok”  “ no posting”
IP )
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NNRP(Network News Reading

stat [MessageID|Number]

xgtitle [group_pattern]

xhdr header [range|MessageID]

xover [range]

xpat header range|MessageID pat [morepat...]
xpath xpath MessageID

Report problems to <usenet@noao.edu>

Protocol) INND(InterNetNews daemon) INND
P P
NNRP INND
( 10000 C )
)
15-2 1 2 FTP
lyz
2yz
3yz
4yz
Syz
x0z
x1z
X2z
x3z
x4z
x8z
x9z
15-2 1 2
help help
help
100 Legal commands 100
authinfo user Name|pass Password
article [MessageID|Number]
body [MessageID|Number]
date
group newsgroup
head [MessageID|Number]
help
ihave
last
list [active|newsgroups|distributions|schema]
listgroup newsgroup
mode reader
newgroups yymmdd hhmmss ["GMT"] [<distributions>]
newnews newsgroups yymmdd hhmmss ["GMT"] [<distributions>]
next
post
slave

(5000

( 1 319 )
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list list

list
215 Newsgroups in form "group high low flags". 215

alt.activism 0000113976 13444 y
alt.aquaria 0000050114 44782 y

comp.protocols.tcp-ip 0000043831 41289 y
comp.security.announce 0000000141 00117 m

rec.skiing.alpine 0000025451 03612 y
rec.skiing.nordic 0000007641 01507 y

215
175833 TCP
28 800 bit/s 1 (
50 )
1
group “ "
conp. protocols.tcp-ip
group comp.protocols.tcp-ip
211 181 41 289 43 831 comp.protocols.tcp-ip
211( )
(41 289) (43 831)

(43831-41289=2542)
FAQ(Frequently Asked Questions)

head ( 43 814)

head 43814

221 43814 <3vtrje$ote€noao.edu> head

Path: noao!rstevens

From. rstevens@noao.edu (W. Richard Stevens)

Newsgroups: comp.protocols.tcp-ip

Subject: Re: IP Mapper: Using RAW sockets?

Date: 4 Aug 1995 19:14:54 GMT

Organization: National Optical Astronomy Observatories, Tucson, AZ, USA
Lines: 29

Message-ID: <3vtrjeS$ote@noao.edu>

4 238

(181)

(181)

1
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References: <3vtdhb$jnf@oclc.org>
NNTP-Posting-Host: gemini.tuc.noao.edu

221( ) 10

ID INN

32 5

0..9a..v
body

body 43814
222 43814 <3vtrjeS$ote@noao.edu> body
> My group is looking at implementing an IP address mapper on a UNIX

28
(article)
qui t
quit
205
Connection closed by foreign host.
201 Telnet
TCP
15.3
Rn
(- D16
NNTP
1) |ist 175 000
Rn
.newsr c( )

comp.protocols.tcp-ip: 1-43815

2)

NEWGROUPS 950803 192708 GMT
231 New newsgroups follow. 231

NNTP
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Rn .rnl ast
newsgr oups (NNTP
1995 8 3 19:27:08
231 )
3) Rn 5
conmp. protocol s.tcp-ip Rn
( .rninit
Rn
) group Rn

GROUP comp.protocols.tcp-ip
211 182 41289 43832 comp.protocols.tcp—ip

ARTICLE 43815
220 43815 <3vtgB8o$5plenewsflash.concordia.ca> article

4) 17 xhrd head

XHDR subject 43816
221 subject fields follow
43816 Re: RIP-2 and messy sub-nets

HEAD 43816

221 43816 <3vtge3$cgb@xap.xyplex.com> head
14

xhdr
5) head
6)

Rn
xhdr head

)

NNTP
15.4

Netscape 1.1N Web

)
(
Rn
article
group
(
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TCP
1) . hewsrc
group . Newsrc
4 000 77
77 group PPP 23 Rn
list 50
4 000 77 23
sock (1 C) 77 group 3 77
2) comp. protocols.tcp-ip
group comp.protocols.tcp-ip
211 181 41289 43831 comp.protocols.tcp-ip
xover 43815-43831
224 data follows
43815\tping works but netscape is flaky\troot@PROBLEM WITH_INEWS
_DOMAIN_FILE (root)\t4 Aug 1995 18:52:08 GMT\t<3vtg8o$5plenewsfl
ash.concordia.ca>\t\t1202\t13
43816\tRe: help me to select a terminal server\tgvcnet@hntp2.hin
et.net (gvcnet)\t5 Aug 1995 09:35:08 GMT\t<3vvelc$gg5@serv.hinet
.net>\t<claude.80753760 @bauvl11>\t1503\t23
43 815 43 831
ID (
tab \ t
)
Netscape
3) article
Netscape
list
xover head
xhrd
15.5 NNTP
NNTP 14 Tcpdump
NNTP SYN FIN RST NNTP (
) 10



15 NNTP
10 NNTP UucCP Tcpdump
NNTP NNTP
Internet
NNTP
( PPP SLIP ) Tcpdump 113
4.7 ) 1250 15-3
1
67 32 1151 1250
875 345 619 4499 593 731 | 875943 849
4071785 | 1194086 | 56488715 | 61754586
() 6 686 407 21758 28851
13 064 860 141 516
60773 37315 49078
() 100 13 19
15-3 4.7 NNTP
1.86 8
NNTP 100
1300 TCP
NNTP 19 50 000
NNTP
- NNTP
15.6
NNTP TCP ASCII ( 20
)
( ) Internet NNTP
Rn
Netscape
NNTP TCP - HTTP
HTTP TCP NNTP
HTTP
TCP NNTP
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Unix

16

16.1

API

(1PC)

Unix

16-1

Unix

16-1

Internet

x

i=

=)
L o o e e o ]
- ———— - - - - s- oo - |
| |
1 |
| 1
| b
I )
i |
] |
I |
| Bl |
Ay 1

{

| E & |
I I
| |
i
_ |
I |
I I
| i
1 |
] ]
L o o e e e e —_———— - A

Internet Unix

16-1

P

TCP

TCP

P

2 54 )

(

TCP

IP

TCP/IP

Unix

IPC

Unix

listen

connect



Unix

accept read wite IPC API
/0 ( Y,
sel ect )
TCP/IP
TCP
Unix (SOCK_STREAM TCP )
(SOCK_DGRAM UDP ) Unix AF_UNI X Unix
(Internet IP
TCP UDP )
API |EEE POSIX 1003.1g Unix
“ local IPC” AF_LOCAL PF_LOCAL “ Unix”
Unix
Unix 18
16.2
Unix
1) Unix 17.13
pi pe
2) X Window X11 X11 DI SPLAY
-di spl ay hostname:
display.screen host name
Unix unix Unix
Unix /tp/ . X11-uni x/ X0
X
TCP Unix
3) BSD (I pr | pd [Stevens 1990] 13
) /dev/1p Unix X
| pd Unix TCP
4) BSD (sysl og ) syslogd
( /dev/ 1 og Unix )
UDP [Stevens 1992]
13.4.2
5) InterNetNews (i nnd) Unix Unix

control nntpin



16  Unix
[var/ news/run
Unix
16.3
Unix TCP TCP UDP
ttcp Unix
16 777 216 16-2
TCP Unix
C 1) (1)
DEC OSF/1V3.0 | 14 980 000 32109 000 114 %
SunOS 4.1.3 4 877 000 11 570 000 137
BSD/OS V1.1 3459 000 7 626 000 120
Solaries 2.4 2 829 000 3 570 000 26
AIX3.2.2 1592 000 3948 000 148
16-2 Unix TCP
TCP Unix (
) Solaris 2.4
Unix TCP Solaris
SVR4 Solaris Unix [Rago
1993] 7.5 SVR4 Unix
“ Fastest TCP( TCP)”
32 768( )
IP BSD P ARP
( 1 2-4) (
)
1 87 140.252.13.32 (Sun0S 4.1.3) BSD
IP 2 18-2
140.252.13.35 (BSD/OS V2.0)
Unix 18.11
16.4
TCP - Unix -
1-5 1-7 - Unix 16-3 Unix
1-5
2-6 <sys/un. h> sockaddr _un
11-15 socket PF_UNI X strncpy (

)



Unix

unixcli.c
1 #include "cliserv.h"
2 #include <gys/un.h>
3 int
4 main{(int arge, char *argvl[])
5 { /* simple Unix domain client */
6 struct sockaddr_un serv;
7 char request [REQUEST]}, reply[REPLY];
8 int sockfd, n;
9 if (argc !'= 2)
10 err_quit ("usage: unixcli <pathname of server>");
11 if ((sockfd = socket (PF_UNIX, SOCK_STREAM, 0)) < 0)
12 err_sys ("socket error");
13 memset (&serv, 0, sizeof(serv));
14 serv.sun_family = AF_UNIX;
15 strncpy(serv.sun_path, argv[l], sizeof (serv.sun_path));
16 if (connect (sockfd, (SA) &serv, sizeof(serv)) < 0)
17 err_sys ("connect error");
18 /* form request[] ... */
19 if (write(sockfd, request, REQUEST) != REQUEST)
20 err_sys("write error"});
21 if (shutdown(sockfd, 1) < 0)
22 err_sys ("shutdown error");
23 if ((n = read_stream(sockfd, reply, REPLY)) < 0)
24 err_sys("read error");
25 /* process "n" bytes of replyl[] ... */
26 exit (0);
27 } o e
unixcli.c
16-3 Unix
16-4 Unix 1-7
1 #include "cliserv.h" unixserv.c
2 #include <sys/un.h>
3 #define SERV PATH "/tmp/tepipiv3.sexrv”
4 int
5 main()
6 { /* simple Unix domain server */
7 struct sockaddr_un serv, cli;
8 char request [REQUEST], reply[REPLY];
9 int listenfd, sockfd, n, clilen;
10 if ((listenfd = socket (PF_UNIX, SOCK_STREAM, 0)}) < 0)
11 err_sys("socket error");
12 memset (&sexrv, 0, sizeof(serv));
13 serv.sun family = AF UNIX;
14 strncpy(serv.sun_path, SERV_PATH, sizeof (serv.sun path));

16-4 Unix



16 Unix

15 if (bind(listenfd, (SA) &serv, sizeof(serv)) < 0)

16 err_sys("bind error");

17 if (listen(listenfd, SOMAXCONN) < 0)

18 err_sys("listen error");

19 for (;;) {

20 clilen = sizeof(cli);

21 if ({(sockfd = accept(listenfd, (SA) -&cli, &clilen)) < 0)

22 err_sys("accept error");

23 if ((n = read_stream(sockfd, request, REQUEST)) < 0)

24 err_sys("read error");

25 /* process "n" bytes of request[] and create reply[] ... */

26 if (write(sockfd, reply, REPLY) != REPLY)

27 err_sys("write error");

28 close(sock£fd) ;

29 }

30 } .

Uunixserv.c
16-4 ()
2-7 <sys/un. h>
sockaddr _un
13-14 strncpy
16.5
Unix (
Unix TCP UDP Unix
Unix TCP/IP
Unix X Window X X
Unix TCP TCP

Unix -

Net/3 Unix



17  Unix

17.1
ui pc_usrreq.c Unix 16 1000 C
2 UDP 800 TCP 4500
Unix /0
17.2
C 16 Unix C
17-1
sys/un. h sockaddr _un
sys/unpcbh. h unpchb
kern/ ui pc_proto.c Unix protosw{} donain{}
kern/ui pc_usrreq.c Unix
kern/ui pc_syscalls.c pi pe socketpair
17-1
pi pe socketpair Unix
17-2 11
uni xdomai n struct domain ( 17-9)
uni xsw struct protosw ( 17-5)
sun_nonane struct sockaddrn
unp_defer i nt
unp_gci ng i nt
unp_i no ino_t i_node
unp_rights i nt
unpdg_r ecvspace u_Il ong 4096
unpdg_sendspace u_l ong 2048
unpst _recvspace u_l ong 4096
unpst _sendspace u_l ong 4096

17-2



17 Unix
17.3 Unix domai n protosw
17-3 Net/3 domai n pr ot osw
domains:
inetdomain: routedomain: unixdomain:
domain(} domain{)} domain{}
1 Il 1
inetsw{]: routesw/[]: unixswi]:
P - raw _
UDP - 4 B
TCP - T raw
P M
i~ 4 ETmmmmees -
IGMP M
P %
[ |
17-3 donai n pr ot osw
2 Internet 17-4 Unix domai n ( 2 75
raw IP 2 712
domfamly PF_UNIX
dom name unix
dom.ini t 0 Unix
dom externalize unp_externalize ( 18-12)
dom _di spose unp_dispose ( 18-19)
dom _pr ot osw unixsw ( 17-5)
dom_pr ot 0SsWNPROTOSW
dom_next domai ni ni t 2
domrtattach 0 Unix
dom rtof f set 0 Unix
dom maxrt key 0 Unix
17-4  uni xdonai n
Unix domain dom externalize dom di spose 18
Unix domain
17-5 uni xsw ( 2 7-13 Internet )
TCP
UDP
P raw



Unix

41 struct protosw unixsw[] =

uipc_proto.c

42 { -
43 {SOCK_STREAM, &unixdomain, 0, PR_CONNREQUIRED | PR_WANTRCVD | PR_RIGHTS,
44 o, o, 0, O,
45 uipc_usrreq,
46 0, 0, 0, O,
47 Y,
48 {SOCK_DGRAM, &unixdomain, 0, PR_ATOMIC | PR_ADDR | PR_RIGHTS,
49 o, 0, 0, O,
50 uipc_usrreq,
51 0, 0, 0, O,
52 },
53 {0, 0, 0, O,
54 raw_input, 0, raw_ctlinput, O,
55 raw_usrreq,
56 raw_init, 0, 0, O,
57 Y,
58 };: .
uipc_proto.c
17-5 uni xsw
Unix ( ) Unix
PR_RI GHTS PR_CONNREQUI RED PR_WANTRCVD
TCP PR_ATOM C PR_ADDR UDP
ui pc_usrreq
raw prot osw raw_ PR_ROUTE
2 20
Unix raw
17.4 Unix
17-6 Unix sockaddr _un 106
un.h
38 struct sockaddr_un {
39 u_char sun_len; /* sockaddr length including null */
40 u_char sun_family; /* AF_UNIX */
41 char sun_path[104]; /* path name (gag) */
42 };
un.h
17-6 Unix
(AF_UNI X)
4.2BSD “ gag’
Unix mbuf (

1024 )



17 Unix
Unix
sun_path sun_path 104 mbuf 128
17-7
m_type (MT_SONAME)
sun_len
I— {—sun_family(AF_UNIX)
mbuf sun_path[104] -
20 1 1 1 1
| m_hdr{} | sockaddr_un{} |
I S ]
| >
[ mbuf{} (128 ) |
17-7 mbuf Unix
mbuf m type MI_ SONAME mbuf
m type
104 unp_bi nd unp_connect
105
Unix
Internet P
V IPC(] Stevens1992] 14 ) 32 Unix
/7 )
connect sendto
17.5 Unix
Unix (PCB) unpchb 17-8
36
unpchb.h
60 struct unpcb {
61 struct socket *unp_socket; /* pointer back to socket structure */
62 struct vnode *unp_vnode; /* nonnull if associated with file */
63 ino_t unp_ino; /* fake inode number */ ’
64 struct unpcb *unp_conn; /* control block of connected socket */
65 struct unpcb *unp_refs; /* referencing socket linked list */
66 struct unpcb *unp_nextref; /* link in unp_refs list */
67 struct mbuf *unp_addr; /* bound address of socket */
68 int unp_cc; /* copy of rcv.sb_cc */
69 int unp_mbcnt; /* copy of rcv.sb_mbcnt */
70 };

71 #define sotounpcb({so)

((struct unpcb *) ((so)->so_pcb))

unpcb.h

17-8 Unix
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Internet PCB MALLOC
( 2 20-18 22-6) unpch mbuf
Unix
Unix
connect
unpch unpchb Unix
17-9 Unix Unix
file{)}

DTYPE_SOCKET DTYPE_SOCKET

SOCK_DGRAM

so_type

&unixsw(1]

so_proto

so_pchb

SOCK_DGRAM

so_type

&unixswi1l]

so_proto

so_pch

unpcb{(} unpcb{}
unp_socket unp_socket
unp_vnode / unp_vnode
unp_ino / unp_ino
unp_conn - unp_conn
unp_refs — unp_refs
unp_nextref unp_nextref
unp_addr +unp_addr
unp_cc unp_cc
unp_mbcnt unp_mbcnt

mbuf{}
MT__SONAME

17-9

} sockaddr_un{}

Unix
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PCB wunp_conn PCB unp_refs
PCB (
17.11 Unix )
unp_vnode vnode vnode
v_socket socket unpchb
Unix vnode
unpch v_node v_socket
v-node v_socket unpch
socksddr _un sockaddr _un
unp_sddr mbuf Unix  v-node v-node
Unix ( ) ( v-node)
17-9 17-26
17.6 uipc_usrreq
17-5 uni xsw
ui pc_usrreq 17-10
uipc_usrreq.c
47 int P 1
48 uipc_usrreqg(so, req, m, nam, control)
49 struct socket *so;
50 int req;
51 struct mbuf *m, *nam, *control;
52 {
53 struct unpcb *unp = sotounpcb(so);
54 struct socket *so02;
55 int error = 0;
56 struct proc *p = curproc; /* XXX */
57 if (req == PRU_CONTROL)
58 return (EOENOTSUPP);
59 if (req != PRU_SEND && control && control->m_len) {
60 error = EOPNOTSUPP;
61 goto release;
62 } .
63 if (unp == 0 && req != PRU_ATTACH) ({
64 error = EINVAL;
65 goto release;
66 }
67 switch (req) {
246 default:

17-10 uipc_usrreq
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247 panic ("piusrreq");
248 }
249 release:
250 if (control)
251 m_freem(control);
252 if (m)
253 m_freem(m) ;
254 return (error);
255 ) .
uipc_usrreq.c
17-10 ( )
1. PRU_CONTROL
57-58 PRU_CONTROL i octl Unix
2. PRU_SEND
59-62 ( sendnsg ) PRU_SEND
18
3.
63-66 socket Unix PRU_ATTACH
67-248 case unp_xxx
249-255 mbuf
17.7 PRU_ATTACH unp_attach
socket sonewconn
( 2 15-29) PRU _ATTACH 17-11
uipc_usrreq.c
68 case PRU_ATTACH:
69 if (unp) {
70 error = EISCONN;
71 break;
72 }
73 error = unp_attach(so);
74 break; .
uipc_usrreq.c
17-11 PRU ATTACH
unp_attach 17-12 socket
unpch
270 int — uipc_usrreq.c

271 unp_attach(so)
272 struct socket *so;

273 {

274 struct mbuf *m;
275 struct unpcb *unp;
276 int error;

17-12 unp_attack
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277 if |
278

so->so_snd.sb_hiwat == 0 || so->so_rcv.sb_hiwat == 0) {
switch (so->so_type) {

279 case SOCK_STREAM:
280 error = soreserve(so, unpst_sendspace, unpst_recvspace);
281 break;
282 case SOCK_DGRAM: )
283 error = soreserve(so, unpdg_sendspace, unpdg_recvspace);
284 break;
285 default:
286 panic("unp_attach”);
287 }
288 if (error)
289 return (error);
290 }
291 m = m_getclr (M_DONTWAIT, MT_PCB);
292 if (m == NULL)
293 return (ENOBUFS);
294 unp = mtod(m, struct unpcb *);
295 so->so_pcb = (caddr_t) unp;
296 unp->unp_socket = s0;
297 return (0);
298 } .
uipc_usrreq.c
17-12 ()
1.
277-290 0 soreserve 17-2
socket
unp_attach 0 sonewconn unp_attach
2. PCB
291-296 mggetclr mbuf unpchb mbuf MT_PCB
PCB 0 so_pcb unp_socket socket unpchb
17.8 PRU_DETACH unp_det ach
PRU_DETACH ( 2 15-39) PRU_
DI SCONNECT ( ) 17-13
uipc_usrreq.c
75 case PRU_DETACH:
76 unp_detach (unp) ;
77 break; .
uipc_usrreq.c
17-13 PRJ DETAH
75-77 17-14 unp_det ach PRU_DETACH
1 v-node
303-307 v-node PCB 0

vrel e v_node
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uipc_usrreq.c
299 void pe- 1

300 unp_detach(unp)
301 struct unpcbhb *unp;

302 {
303 if (unp->unp_vnode) {
304 unp->unp_vnode->v_socket = 0;
305 vrele (unp->unp_vnode) ;
306 unp->unp_vnode = 0;
307 }
308 if (unp->unp_conn)
309 unp_disconnect (unp) ;
310 while (unp->unp_refs)
311 unp_drop (unp->unp_refs, ECONNRESET) ;
312 soisdisconnected (unp->unp_socket) ;
313 unp->unp_socket->so_pcb = 0;
314 m_freem{unp->unp_addr) ;
315 (void) m_free(dtom(unp));
316 if (unp_rights) {
317 /*
318 * Normally the receive buffer is flushed later,
319 * in sofree, but if our receive buffer holds references
320 * to descriptors that are now garbage, we will dispose
321 * of those descriptor references after the garbage collector
322 * gets them (resulting in a "panic: closef: count < 0").
323 */
324 sorflush (unp->unp_socket) ;
325 unp_gc () ;
326 }
327 } .
uipc_usrreq.c
17-14 unp_det ach
2.
308-309 unp_di sconnect
3.
310-311 unp_drop
ECONNRESET whi | e unpch unpch
unp_dr op unp_di sconnect PCB unp_refs
PCB unp_refs 0
312-313 soi sdi sconnect PCB socket
0
4. PCB mbuf
314-315 m freem mbuf
unp_addr m freem unpcb mfree
m free unp
5.

316-326 unp_rights 0
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sorflush unp_gc( ) 18
17.9 PRU_BI ND unp_bi nd
bi nd Unix bi nd
PRU_BI ND 17-15
uipc_ustreq.c
78 case PRU_BIND:
79 error = unp_bind(unp, nam, p);
80 break; uipc_usrreq.c
17-15 PRUB ND
78-80 unp_bi nd 17-16
1. nanei dat a
338-339 unp_bind nanei dat a nanei
NDI NI T CREATE FOLLOW
LOCKPARENT v-node (
v-node) Ul O_SYSSPACE ( bi nd
mbuf ) soun->sun_path ( nam
unp_bi nd) p bind pr oc
NDI NI T
namei
uipc_usrreq.c
328 int pe- 1
329 unp_bind(unp, nam, p)
330 struct unpcb *unp;
331 struct mbuf *nam;
332 struct proc *p;
333 {
334 struct sockaddr_un *soun = mtod(nam, struct sockaddr_un *);
335 struct vnode *vp;
336 struct vattr vattr;
337 int error;
338 struct nameidata nd;
339 NDINIT(&nd, CREATE, FOLLOW | LOCKPARENT, UIO_SYSSPACE, soun->sun_path, p);
340 if (unp->unp_vnode != NULL) .
341 return (EINVAL);
342 if (nam->m_len == MLEN) ({
343 if (*(mtod(nam, caddr_t) + nam->m_len - 1) != 0)
344 return (EINVAL);
345 } else
346 *{mtod (nam, caddr_t) + nam->m_len) = 0;
347 /* SHOULD BE ABLE TO ADOPT EXISTING AND wakeup () ALA FIFO’'s */
348 if (error = namei (&nd))
349 return (error);
350 vp = nd.ni_vp;
351 if (vp != NULL) ({
352 VOP_ABORTOP (nd.ni_dvp, &nd.ni_cnd);
353 if (nd.ni_dvp == vp)

17-16 unp_bind



Unix

354 vrele(nd.ni_dvp);
355 else
356 vput (nd.ni_dvp);
357 vrele(vp);
358 return (EADDRINUSE) ;
359 }
360 VATTR_NULL (&vattr) ;
361 vattr.va_type = VSOCK;
362 vattr.va_mode = ACCESSPERMS;
363 if (error = VOP_CREATE(nd.ni_dvp, &nd.ni_vp, &nd.ni_cnd, &vattr))
364 return (error);
365 vp = nd.ni_vp;
366 vp->v_socket = unp->unp_socket;
367 unp->unp_vnode = Vp;
368 unp->unp_addr = m_copy(nam, 0, {(int) M_COPYALL);
369 VOP_UNLOCK(vp, 0, p);
370 return (0);
371 }
uipc_usrreq.c
17-16 ()
namei “ name-to-
inode’
i node i_node V-
node i-node namei
BSD BSD
( “ ” )
(NFS) CD-ROM MS-DOS (
[t mp) [Kleiman 1986] v-node VOP_
v-node 40
\"
VOP_ vput VOP_UNLOCK
vrele vrele v-node:v-node
0 VOP_I NACTI VE
2.
340-341 PCB unp_vnode
3. (null)
342-346 sockaddr _un mbuf 108(MLEN) bi nd
mbuf
( 2 15-20 sockar gs
108 ) mbuf 108
4,
347-349 nanei
/tp/ . XI | -unix/ X0

X0
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[tmp/ . Xl -unix X0
[tmp/ . Xl -uniXx X0
namei
0 nd. ni _vp ( )
nd. ni _dvp
347 bi nd
Unix bi nd unl i nk
5.
350-359 nd. ni _vp v-node
EADDRI NUSE
6. v-node
360-365 VATTR_NULL vattr VSOCK( )
777(ACCESSPERMS)
( )
VOP_CREATE nd. ni _dvp( v-node
) nd.ni _cnd( namei VOP ) vattr
nd. ni _vp nd. ni _vp v-node( )
7.
365-367 vnode socket v_socket unp_vnode
8.
368-371 m _copy mbuf PCB wunp_addr
mbuf v-node
17.10 PRU_CONNECT unp_connect
17-17 PRU_LI STEN PRU_CONNECT
81 case PRU_LISTEN: ui'p Cc_usrreq.c
82 if (unp->unp_vnode == 0)
83 error = EINVAL;
84 break;
85 case PRU_CONNECT:
86 error = unp_connect(so, nam, p);
87 break; .
uipc_usrreq.c
17-17 PRJ LI STEN PRU GONNECT
1
81-84 listen TCP
2 30-3 TCP l'isten TCP
85-87 PRU_CONNECT unp_connect

17-18 PRU_CONNECT
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PRU_SEND

uipc_usrreq.c
372 int pe- 1

373 unp_connect (so, nam, p)
374 struct socket *so;

375 struct mbuf *nam;

376 struct proc *p;

377 {

378 struct sockaddr_un *soun = mtod({nam, struct sockaddr_un *);

379 struct vnode *vp;

380 struct socket *so2, *so03;

381 struct unpcb *unp2, *unp3;

382 int error;

383 struct nameidata nd;

384 NDINIT(&nd, LOOKUP, FOLLOW | LOCKLEAF, UIQ_SYSSPACE, soun->sun_path, p);

385 if (nam->m_data + nam->m_len == &nam->m_dat [MLEN]) { /* XXX */

386 if (* (mtod(nam, caddr_t) + nam->m_len - 1) != 0)

387 return (EMSGSIZE);

388 } else

389 * (mtod (nam, caddr_t) + nam->m_len) = 0;

390 if (error = namei(&nd))

391 return {(error);

392 vp = nd.ni_vp;

393 if (vp->v_type != VSOCK) {

394 error = ENOTSOCK;

395 goto bad;

396 }

397 if (error = VOP_ACCESS{vp, VWRITE, p->p_ucred, p))

398 goto bad;

399 s02 = vp->v_socket;

400 if (s02 == 0) {

401 error = ECONNREFUSED;

402 goto bad;

403 }

404 if (so->so_type != so2->so_type) {

405 error = EPROTOTYPE;

406 goto bad;

407 } .

uipc_usrreq.c
17-18 unp_connect

2. nanei dat a
383-384 nanei data NDI NI T L OOKUP
FOLLOW L OCKLEAF v-node(

v-node) Ul O_SYSSPACE soun-

>sun_path ( nam unp_connect) p
connect sendto proc

3.
385-389 108

17-16 i f

EMSGSI ZE 17-16
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El NVAL
sockar gs
4.
390-398 nanei OK nd. ni _vp
vhode v-node VSOCK
5.
399-403 v-node v_socket
6.
404-407 (so) (s02)
17-19 unp_connect
unp_connect 2 unpch
uipc_usrreq.c
408 if (so->so_proto->pr_flags & PR_CONNREQUIRED) { pe- 9
409 if ((so2->so_options & SO_ACCEPTCONN) == 0 ||
410 (so3 = sonewconn({so2, 0)) == 0) {
411 error = ECONNREFUSED;
412 goto bad;
413 }
414 unp2 = sotounpcb(so2);
415 unp3 = sotounpcb(so3);
416 if (unp2->unp_addr)
417 unp3->unp_addr =
418 m_copy (unp2->unp_addr, 0, (int) M_COPYALL);
419 so02 = s03;
420 }
421 error = unp_connect2{so, s02);
422  bad:
423 vput (vp) ;
424 return (error);
425 } .
uipc_usrreq.c
17-19 unp_connect
7.
408-415
SO_ACCEPTCONN ( 2 15-24 solisten
) sonewconn sonewconn
8.
416-418 mbuf mbuf sockaddr _un
sockaddr _un ( ) m_copy mbuf

17-20 s$02=s03
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socket
vnode
socket
connect connect
socket

so_head

so_q0

so_g0len

so_q

so_pcb

so_glen

unpcb{}

unp_socket

unp_vnode

unp_ino

unp_conn

unp_refs

unp_nextref

unp_addr

unp_cc

unp_mbcnt

mbuf{)}

MT_SONAME

sockaddr_un{}

17-20

file socket unpchb bi nd
mbuf listen
file socket unpchb
unp_connect
“ " sonewconn
file()
f_type
f_data
so3 s02
socket{) socket {}
so_head B so_head . NULL
so_qg0 NULL + so_q0
so_g0len 0 so_qgOllen. 1
so_g NULL so._q NULL
so_glen 0 so_qglen 0
so_pch
sonewconn unp3 unp2
unpcb({} unpeb{)
unp_socket unp_socket
unp_vnode unp_vnode  1—
unp_ino unp_ino
unp_conn unp_conn
unp_refs unp_refs
unp_nextref unp_nextref
- unp_addr - unp_addr
unp_cc unp_cc
unp_mbcnt unp_mbent
mbuf ()} wvnode({}
MT_SONAME
sockaddr_un{}

connect
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17 Unix
sonewconn PRU_ATTACH unpchb
esonewconn sogi nseque socket
( ) (so_q
so_ql en) socket so_head
eunp_connect m_copy nbuf
unpch mbuf get peer name
. file socket ( sonewconn
SS_NOFDREF ) accept
socket file
vnode vnode
v_socket connect socket
9.
421 unp_connect unp_connect 2( )
17-20 unpch unp_conn
socket
( 17-26)
17.11 PRU_CONNECT?2 unp_connect 2
17-21 PRU_CONNECT?2 socket pair
Unix
88 case PRU_CONNECT2: uipe_ustreq.c
89 error = unp_connect2 (so, (struct socket *) nam};
iy break; uipc_usrreq.c
17-21 PRU QONNECT2
88-90 unp_connect 2 17-22
unp_connect 2
17.12 socket pair soconnect 2 17.13 pi pe
17-23 unp_connect 2
1.
426-434 socket so so02
2.
435-436 unp_conn unpchb unpchb
3.
438-442 PCB unp_nextref unp_refs
/[tmp/ foo

17-24 unp_connect 2 unpch (
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!

(:EEEEEEEEEE:) connect

PRU_CONNECT2 PRU_CONNECT
uipc_usrreq uipc_;EEEEED

v

i

17-22 unp_connect 2

uipc_usrreg.c
426 int pe_ q

427 unp_connect2 (so, so2)
428 struct socket *so;
429 struct socket *so2;

430 {

431 struct unpcb *unp = sotounpcb(so);
432 struct unpcb *unp2;

433 if (so2->so_type != so->so_type)
434 return (EPROTOTYPE);

435 unp2 = sotounpcb(so2);

436 unp->unp_conn = unp2;

437 switch (so->so_type) {

438 case SOCK_DGRAM:

439 unp->unp_nextref = unp2->unp_refs;
440 unp2->unp_refs = unp;

441 soisconnected(so) ;

442 break;

443 case SOCK_STREAM:

444 unp2->unp_conn = unp;

445 soisconnected(so);

446 soisconnected(so2);

447 break;

448 default:

449 panic("unp_connect2");

450 }

451 return (0);

452 }

uipc_usrreq.c

17-23 unp_connect 2
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unp

' unpc

) unp2

NULL

unp_conn
unp_refs NULL - unp_refs
unp_nextref |NULL unp_nextref |NULL
connect (" /tmp/ foo") bind("/tmp/foo")
17-24
file socket vnhnode)
unp_connect 2 unp unp2
unp_refs
PCB unp_nextr ef
17-25 ( ) PCB
[tnp/foo
unp unp2
\_ unpcb{) unpcb(}
unp_conn ﬁnp_conn unp_conn
unp_refs NULL unp_refs NULL - unp_refs
unp_nextref - unp_nextref |NULL unp_nextref

bind("/tmp/foo"

NULL

NULL

)

tmp ") connect ("/tmp/foo")
\_
17-25 ( )
PCB unp_refs unp_nextref 17-25
4,
443-447
( ) PCB unp_conn
PCB 17-26 ( 17-20 )
s02 soi sconnect ed
( 17-20 so_q0) (so_q) accept
( 2 15-34) soi nconnected( 2 15-30)
so_state SS | SCONNECTED so_head socket
( so_head
17-23 SO soi sconnect ed so_state
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so_qg0

NULL

so_qgOlen 0

so_q

NULL

unpcb{}

unp

unp_socket

unp_vnode

unp_ino

unp_conn -————////

unp_refs

unp_nextref

unp_addr

unp_cc

unp_mbcnt

mbuf{}

MT_SONAME

sockaddr_un{}

17.12 socketpair

socket pair

int

fd[2]; .
socketpair (PF_UNIX, SOCK_STREAM, 0, fd):;

/—D

so_g0len

s50_Q

so_glen

sonewconn
unpcb{}

unp_socket

unp_vnode

unp_ino

+ unp_conn

unp_refs

unp_nextref

— unp_addr

unp_cc

unp_mbcnt

1np2

mbuf{}

MT_SONAME

sockaddr_un{}

17-26

Unix

file()

so_head

so_qg0

so_g0len

F so_q’

so_qglen

unpcb{}

unp_socket

unp_vnode

unp_ino

unp_conn

unp_refs

unp_nextref

+ unp_addr

unp_cc

unp_mbcnt

vnode({)

T




17 Unix
Unix f d[ 0] fd[ 1]
SOCK_DGRAM Unix
socket pai r 0 -1
17-27 socket pai r
- uipc_syscalls.c

229 struct socketpair_args {
230 int domain;
231 int type;
232 int protocol;
233 int *rsv;
234 };
235 socketpair (p, uap, retval)
236 struct proc *p;
237 struct socketpair_args *uap;
238 int retvall];
239 { .
240 struct filedesc *fdp = p->p_fd;
241 struct file *fpl, *fp2;
242 struct socket *sol, *so2;
243 int fd, error, sv[2];
244 if (error = socreate (uap->domain, &sol, uap->type, uap->protocol))
245 return (error); ) :
246 if (error = socreate(uap->domain, &so2, uap->type, uap->protocol))
247 goto freel;
248 if (error = falloc(p, &fpl, &fd))
249 goto free2;
250 sv{0] = f4;
251 fpl->f_flag = FREAD | FWRITE;
252 fpl->f_type = DTYPE_SOCKET;
253 fpl->f_ops = &socketops;
254 fpl->f_data = (caddr_t) sol;
255 (if (error = falloc(p, &fp2, &£fd))
256 goto free3;
257 fp2->f_flag = FREAD | FWRITE;
258 fp2->f_type = DTYPE_SOCKET;
259 fp2->f_ops = &socketops;
260 fp2->f_data = (caddr_t) so2;
261 sv{l] = £4;
262 if (error = socomnect2(sol, so2))
263 goto freed;
264 if (uap->type == SOCK_DGRAM) {
265 /*
266 * Datagram socket connection is asymmetric.
267 */ .
268 if (error = soconnect2(so2, sol))
269 goto free4d;
270 }
271 error = copyout((caddr_t) sv, (caddr_t) uap->rsv, 2 * sizeof({int));
272 retval[0] = sv[0]; /* XXX ?7?2? */
273 retval[l] = sv[l]; /* XXX 2?27 */
274 return (error);
275 freeq:

17-27 socketpair
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276 ffree (fp2);
277 ‘“£dp->fd_ofiles[svil]] = 0;
278 free3:
279 ffree(fpl);
280 fdp->£fd_ofiles[sv([0]] = 0;
281 free2:
282 (void) soclase(so2);
283 freel:
284 (void) soclose(sol);
285 return (error);
286 } .
uipc_syscalls.c
17-27 )
1.
229-239 dom an rsv socket pair
socket pair (p uap retval)
2.
244-261 socreate falloc
fd file fpl FREAD FWRI TE
: svio0] svil]_
fpl fp2

DTYPE_SOCKET
FREAD |FWRITE

sol

SOCK_STREAM

17-28 socker pai r

unpcb(} unpcb{}
unp_socket unp_socket
unp_vnode Vd unp_vnode
unp_ino —___—’///// unp_ino
unp__conn 4 - unp_conn
unp_refs unp_refs
unp_nextref unp_nextref
unp_addr unp_addr
unp_cc unp_cc
unp_mbcnt unp_mbcnt

DTYPE_SOCKET
FREAD [FWRITE

so2

SOCK_STREAM
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( ) DTYPE_SOCKET f_ops
( 2 15-13) f data socket falloc
file
3.
262-270 soconnect 2 PRU_CONNECT?2 Unix
soconnect 2 17-28
soconnect 2
17-29
sv[0] svi[1]
fpl fp2
file()
DTYPE_SOCKET DTYPE_SOCKET
f_flag FREAD |FWRITE FREAD [FWRITE
- f_data
sol so2
socket{} /
so_type SOCK_DGRAM so_type SOCK_DGRAM
so_pch so_pcb ‘
unpcb() unpcb(}
unp_socket unp_socket
unp_vnode unp_vnode
unp_ino unp_ino
unp_conn 44—/ - unp_conn
unp_refs E +unp_refs
unp_nextref |NULL unp_nextref [NULL
unp_addr unp_addr
unp_cc unp_cc
unp_mbcnt | unp_mbcnt
17-29 socker pai r
4.
271-274 copyout
XXX 2?27?27 4.3BSD Reno
copyout pi pe
retval [0] retval[1] retval
retval [ 0]

retval [ 1]
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pi pe
5.soconnect 2
17-30 PRU_CONNECT2

socket pair

socket pair

225 soconnect2(sol, so2)
226 struct socket *sol;
227 struct socket *so2;

uipc_socket.c

(struct mbuf *) 0);

uipc_socket.c

228 {
229 int - s = splnet();
230 int error;
231 erfor = (*sol->so_proto->pr_usrreq) (sol, PRU_CONNECT2,
232 (struct mbuf *) 0, (struct mbuf *) so2,
233 splx(s);
234 return (error);
235 }
17-30 soconnect 2
17.13 pi pe
17-31 pi pe socket pai r

645 pipe(p, uap, retval)
646 struct proc *p;
647 struct pipe_args *uap;

648 int retvall];

649 {

650 struct filedesc *fdp = p->p_f£f4;

651 struct file *rf, *wf;

652 struct socket *rso, *wso;

653 int fd, error;

654 if (error = socreate (AF_UNIX, &rso, SOCK_STREAM,
. 655 ~return (error);

656 if (error = socreate (AF_UNIX, &wso, SOCK_STREAM,
657 goto freel;

658 if (error = falloc(p, &rf, &£d))
‘659 goto freel;

660 retval [{0] = fd4;

661 rf->f_flag = FREAD;

662 rf->f_type = DTYPE SOCKET;

663 rf->f_ops = &socketops;

664 rf->f_data = (caddr_t) rso;

665 if (error = falloc(p, &wf, &fd))
666 goto free3;

667 wi->f_flag = FWRITE;

668 wf->f_type = DTYPE_SOCKET;

669 wf->f_ops = &socketops;

670 wf->f_data = (caddr_t) wso;

671 retvall[l] = £4;

672 if (error = unp_connect2(wso, rso))
673 goto freedq;

17-31 pipe

0))

0))

uipc_syscalls.c
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674 return (0);

675 freed:

676 ffree (wf);

677 fdp->fd_ofiles[retval[l]] = 0;

678 free3:

679 ffree(rf);

680 fdp->fd_ofiles[retval[0]] = 0;

681 free2:

682 (void) soclose(wso);

683 freel:

684 (void) soclose(rso);

685 return (error);

686 }

uipc_syscalls.c
17-31 ()
654-686 socreate Unix pi pe socket pair
pi pe (read-only)
(write_only) retval copyout pipe
unp_connect 2 soconnect 2
Unix SVR4
17.14 PRU_ACCEPT
sonewconn socket PRU_ATTACH accept
soaccept soaccept( 2) PRU_ACCEPT
Unix PRU_ACCEPT 17-33
94-108 bi nd
sockaddr _un nam mbuf

(sun_nonnane)

uipc_usrreq.c

91 case PRU_DISCONNECT:
92 unp_disconnect (unp) ;
93 break;
uipc_usrreq.c
17-32 PRU DO SCON\ECT
uzpc__usrreq.c
94 case PRU_ACCEPT:
95 /*
96 * Pass back name of connected socket,
97 * if it was bound and we are still connected
98 * (our peer may have closed already!).
99 */
100 if (unp->unp_conn && unp->unp_conn->unp_addr) {
101 nam->m_len = unp->unp_conn->unp_addr->m_len;
102 bcopy (mtod (unp->unp_conn->unp_addr, caddr_t),

17-33 PRJ ACCEPT
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103 mtod(nam, caddr_t), (unsigned) nam->m_len);
104 } else {
105 ‘ nam->m_len = sizeof (sun_noname) ;
106 * (mtod (nam, struct sockaddr *)) = sun_noname;
107 }
108 break; uipc_usrreq.c
17-33 ()
17.15 PRU_DI SCONNECT unp_di sconnect
cl ose PRU_DI SCONNECT 17-32
91-93 p_di sconnect 17-34
453 void - uipc_usrreq.c

454 unp_disconnect (unp)
455 struct unpcb *unp;

456 {

457 struct unpcb *unp2 = unp->unp_conn;

458 if (unp2 == 0)

459 return;

460 unp->unp_conn = 0;

461 switch (unp->unp_socket->so_type) {

462 case SOCK_DGRAM:

463 if (unp2->unp_refs == unp)

464 unp2->unp_refs = unp->unp_nextref;

465 else {

466 unp2 = unp2->unp_refs;

467 for (;;) {

468 if (unp2 == 0)

469 panic("unp_disconnect");

470 if (unp2->unp_nextref == unp)

471 break;

472 unp2 = unp2->unp_nextref;

473 }

474 unp2->unp_nextref = unp->unp_nextref;

475 }

476 unp->unp_nextref = 0;

477 unp->unp_socket->so_state &= ~SS_ISCONNECTED;

478 break;

479 case SOCK_STREAM:

480 soisdisconnected (unp->unp_socket) ;

481 unp2->unp_conn = 0;

482 soisdisconnected (unp2->unp_socket) ;

483 break;

484 }

485 } .

uipc_usrreq.c
17-34 unp_di sconnect
1.

458-460 unp_conn 0
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2. PCB
462-478 PCB PCB
17-25 17-35 unp2-
>unp_refs unp( PCB ) PCB unp_nextref
unp unp2
N unpeb(} unpcb{()
unp_conn | vuLL unp_conn ,Q\- unp_conn NULL
unp_refs NULL unp_refs NULL - unp_refs
unp_nextref |NULL unp_nextref |NULL ) unp_nextref

connect (*/tmp/foo") connect (" /tmp/ foo") blnd("/tmp/foo)
-
17-35 17-25
17-25 17-36
PCB unp2 PCB PCB
PCB unp2 17-36 PCB PCB unp_nextref
(unp) PCB unp_nextref
unp2 ’ unp
unpcb{}

‘ unp_conn unp_conr; NULL unp_conn NULL
unp_refs NULL unp_refs NULL ‘ - unp_refs
unp_nextref |NULL unp_nextref |NULL unp_nextref (NULL

connect ("/tmp/foo") conne;t("/grhp/foo") "/tmp/foo")
-
17-36 17-25
3
479-483 Unix
unp_conn 0
soi sdi sconnect ed
17.16 PRU_SHUTDOWN unp_shut down

shut down PRU_SHUTDOWN 17-37
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uipc_ustreq.c

109 case PRU_SHUTDOWN:
110 socantsendmore (so) ;
111 unp_shutdown (unp) ;
112 break;
17-37 PRU_SHUDOM
109-112 socant sendnore

unp_shut down

uipc_ustrreq.c

17-38

494 void
495 unp_shutdown (unp)
496 struct unpcb *unp;

uipc_usrreq.c

497 {
498 struct socket *so;
499 if (unp->unp_socket->so_type == SOCK_STREAM && unp->unp_conn &&
500 (so = unp->unp_conn->unp_socket))
501 socantrcvmore (so) ;
502 3 uipc_usrreq.c
17-38 unp_shut down
499-502
socket socantrcvnore
17.17 PRU_ABORT unp_drop
socl ose
PRU_ABORT 17-39 socl ose
( 2 15-39)
209 case PRU_ABORT: uipc_usrreq.c
210 unp_drop (unp, ECONNABORTED) ;
211 break; .

17-39 PRJ ABCRT

209-211 17-40
unp_det ach

unp_dr op ECONNABORTED
ECONNRESET unp_drop

uipc_usrreq.c

17-14

503 void
504 unp_drop(unp, errno)
505 struct unpcb *unp;

506 int

errno;

507 {

508 struct socket *so = unp->unp_socket;
509 SO->S0_error = errno;

17-40 unp_drop

uipc_usrreq.c
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510 unp_disconnect (unp) ;
511 if (so->so_head) {
512 so->so_pcbhb = (caddr_t) 0;
513 m_freem (unp->unp_addr) ;
514 (void) m_free(dtom(unp));
_515 sofree(so);
516 }
517 }
uipc_usrreq.c
17-40 ( )
1.
509-510 so_error unp_di sconnect
2.
511-516 so_head
socket unpchb 0
m freem mbuf ( 17-20) m free
unpch sof ree socket
file
accept
17.18
17-41
- uipc_usrreq.c
212 case PRU_SENSE: ]
213 ((struct stat *) m)->st_blksize = so->so_snd.sb_hiwat;
214 if (so->so_type == SOCK_STREAM && unp->unp_conn != 0) {
215 s02 = unp->unp_conn->unp_socket;
216 ({struct stat *) m)->st_blksize += so2->so_rcv.sb_cc;
217 }
218 ((struct stat *) m)->st_dev = NODEV;
219 if (unp->unp_ino == 0)
220 unp->unp_ino = unp_ino++;
221 ({struct stat *) m)->st_ino = unp->unp_ino;
222 return (0);
223 case PRU_RCVOOB:
224 return (EOPNOTSUPP);
225 case PRU_SENDOOB:
226 error = EOPNOTSUPP;
227 . break;
228 case PRU_SOCKADDR:
229 if (unp->unp_addr) {
230 nam->m_len = unp->unp_addr->m_len; -
231 becopy (mtod (unp->unp_addr, caddr_t),
232 mtod{nam, caddr_t), (unsigned) nam->m_len);
233 } else
234 nam->m_len = 0;
235 break;

17-41 PRU_ xxx
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236 case PRU_PEERADDR:
237 if (unp->unp_conn && unp->unp_conn->unp_addr) ({
238 nam->m_len = unp->unp_conn->unp_addr->m_len;
239 beopy (mtod (unp->unp_conn->unp_addr, caddr_t),
240 mtod(nam, caddr_t), (unsigned) nam->m_len);
241 } else
242 nam->m_len = 0;
243 break;
244 case PRU_SLOWTIMO:
245 break; uipc_usrreq.c
17-41 ()
1. PRU_SENSE
212-217 fstat
st at st _bl ksi ze
18.2 PRU_SEND
218 st _dev NODEV( 1 )
219-221 I-node (st at st_ino ) Unix
i-node unp_i no
unpch i-node unp_i no unpchb i-node
unp_ino 1 i-node i-node
Unix
( ) PRU_SENSE st _dev st_ino
unp_ino
Unix f st at unpchb 0
fstat unpchb 0
unp_i no 0 PCB
2. PRU_RCVOOB PRU_SENDOOB
223-227 Unix
3. PRU_SOCKADDR
228-235 ( Unix )
unp_addr sockaddr _un wmbuf uipc_usrreq
nam nmbuf m_copy
mbuf 0
4. PRU_PEERADDR
236-243
unp_conn
PRU_ACCEPT (
17-33) get socknanme getpeername
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0 accept 16
sockaddr _un (sun_nonane sockaddr
16 )
5. PRU_SLOWTI MO
244-245 Unix
17.19
Unix
TCP UDP
Unix
UDP
Socket pai r Unix Unix pi pe
Unix Unix
Unix unpchb PCB
Unix Unix (connect
sendt o) namei unpch namei

vnode unpchb



18.1

PRU_RCVD

18

Unix /O

Unix

18.2 PRU_SEND PRU_RCVD

/0 PRU_SEND

Unix PRU_SEND
18-1
140 case PRU_SEND: uipe_usrreq.c
141 if (control && (error = unp_internalize(control, p)))
142 break;
143 switch (so->so_type) {
144 case SOCK_DGRAM: {
145 struct sockaddr *from;
146 if (nam) {
147 if (unp->unp_conn) {
148 error = EISCONN;
149 break;
150 }
151 error = unp_connect (so, nam, p):;
152 if (error)
153 break;
154 } else {
155 if (unp->unp_conn == 0) {
156 error = ENOTCONN;
157 break;
158 }
159 }
160 s02 = unp->unp_conn->unp_socket;
161 if (unp->unp_addr)
162 from = mtod(unp->unp_addr, struct sockaddr *);
163 else -
164 from = &sun_noname; )
165 if (sbappendaddr (&so2->so_rcv, from, m, control)) {
166 sorwakeup (s02) ; )
167 m= 0;
168 control = 0;
169 } else
170 error = ENOBUFS;
171 if (nam)
172 unp_disconnect (unp) ;
173 break;
174

18-1 PRU sSE\ND

uipc_usrreq.c
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1
141-142 sendnsg unp_internalize
file 18.4
2.
146-153 ( nam )
El SCONN unp_connect
2 23-15 UDP
154-159 ENOTCONN
3.
160-164 so2 socket (unp)
from sockaddr _un from sun_noname

sun_nonane

Unix
( )
UDP
Unix
Unix
4, mbuf
165-170 sbappendaddr (
sorwakeup
mbuf m control
UDP
sender
)
ENOBUFS
Unix
5.

171-172 unp_di sconnect

sockaddr _un

Unix

sendt o UDP
UDP
sysl og
sysl ogd
0( 17-10) (
) ENOBUFS
Unix
UDP
UDP
ICMP
( 2 600~601
Unix
[Rago1993] SVR4
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18-2 PRU_SEND

175 case SOCK_STREAM:
176 #define rcv (&so2->so_rcv)
177 #define snd (&so->so_snd)

uipc_usrreq.c

178 if (so->so_state & SS_CANTSENDMORE) {

179 error = EPIPE;

180 break;

181 }

182 if (unp->unp_conn == 0)

183 panic("uipc 3");

184 s02 = unp->unp_conn->unp_socket;

185 : /*

186 * Send to paired receive port, and then reduce
187 * send buffer hiwater marks to maintain backpressure.
188 * Wake up readers.

189 */

190 if (control) {

191 if (sbappendcontrol(rcv, m, control))

192 control = 0;

193 } else

194 sbappend (rcv, m);

195 snd->sb_mbmax -=

196 rcv->sb_mbcnt - unp->unp_conn->unp_mbent ;
197 unp->unp_conn->unp_mbcnt = rcv->sb_mbent ;

198 snd->sb_hiwat -= rcv->sb_cc - unp->unp_conn->unp_cc;
199 unp->unp_conn->unp_cc = rcv->sb_cc; .
200 sorwakeup (s02) ;

201 m = 0;

202 #undef snd
203 #undef rcv

204 break;
205 » default:
206 panic("uipc 4");
207 }
208 break; .
uipc_usrreq.c
18-2 PRJ SEND
6.
175-183 EPI PE sosend
panic( 2 16-24)
sosend ( 2
16-24)
7.  mbuf
184-194 so2 socket sendnsg
mbuf mbuf sbappendcontr ol
sbappend mbuf sbappendcont r ol
mfreem control o( 17-10) sbappendcont rol mbuf
8. ( )

195-199 sb_nmbmax( mbuf )
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sb_hi wat ( ) 2 16-24 mbuf
mbuf
Unix
Unix sb_hi wat 4096( 17-2)
1024 sb_cc( ) O 1024(
) sb_hi wat 4096 3072( )
TCP sb_hi wat sb_mbmax
sb_nmbcnt sb_mbmax
Unix
sosend
198-199 sb_hi wat unp_cc (sb_nmbmax
unp_mbcnt ) rcv-
>sbh_cc unp->unp_conn->unp_cc rcv->sh cc
( )
snd- >sb_hi wat ( )
unp- >unp_conn- >unp_cc
sb_hi wat 4096 sb_cc unp_cc 0
1024 sb_hi wat 3072 sh_cc unp_cc
1024 18-3 1024 sb_hi wat
4096 sb_cc unp_cc 0
9.
200-201 sorwakeup mbuf
m freem m 0
18-3 1/0 PRU_RCVD
PR_WANTRCVD sorecei ve ( 2 16-51) 17-5 Unix
TCP
Unix
10.
121-122
11.
123-131 so2 socket sb_mbmax

sb_hi wat unp->unp_cc rcv->sh_cc
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uipc_usrreq.c

113 case PRU_RCVD:

114 switch (so->so_type) (
115 case SOCK_DGRAM:

116 panic("uipc 1");
117 /* NOTREACHED */
118 case SOCK_STREAM:

119 #define rcv (&so->so_rcv)
120 #define snd (&so2->so_snd)

121 if (unp->unp_conn == 0)

122 break;

123 s02 = unp->unp_conn->unp_socket;

124 /*

125 * Adjust backpressure on sender

126 * and wake up any waiting to write.

127 */

128 snd->sb_mbmax += unp->unp_mbcnt - rcv->sb_mbent;
129 unp->unp_mbcnt = rcv->sb_mbecnt;

130 snd->sb_hiwat += unp->unp_cc - rcv->sb_cc;
131 unp->unp_cc = rcv->sb_cc;

132 sowwakeup (s02) ;

133 #undef snd
134 #undef rcv

135 break;
136 default:
137 panic ("uipc 2");
138 }
139 break; X
uipc_usrreg.c
18-3 PRUROD
12.
132 sb_hi wat
18.3
[Stevens 1992] 15 4.4BSD
SVR4
(access right)
1/0 ( )

18-4
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proc{} file{} socket{} unpcb{}

__/_. Unix >

fdi

i - .
14 file(} vnode(}

L

(

B Unixdsidd O 2 ARy
I IX A A R R AT

proc{} file(} socket{} unpcb{}
/-]
i Unix
fam —
fdn 4
18-4
1) Unix
Unix fdm
fdi
Unix 17.10
accept fdi
2) fdj
vnode
file f _count 1
3) fdi sendnsg SCM RI GHTS fd
fdm fdj file

2

4) fdm recvmsg
SCM Rl GHTS fdn fdn

5) sendnsg (fdj)

1 sendnsg recvnsg “ " (inflight)
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)f _count file

file
f _count 1 fork file
f _count 2
f _count 1 0
file
2)f _msgcount file 0
sendmsg f _msgcount 1 recvmsg
f _msgcount 1 f _msgcount file file
( )
3)unp_rights
f _count 0 f_msgcount
18-5
f _count f _msgcount unp_rights
open 1 0 0
sendnsg 2 1 1
2 1 1
recvnsg 2 0 0
cl ose 1 0 0
18-5
recvmsg
recvmnsg 18-6
f _count f _msgcount unp_rights
open 1 0 0
sendnsg 2 1 1
2 1 1
cl ose 1 1 1
1 1 1
recvmsg 1 0 0
18-6
recvimsg
sendnsg recvnsg

file Unix file



18 Unix /0
Unix
file (internalizing)
file (externalizing)
18-1 PRU_SEND unp_internalize
MTI_CONTROL mbuf soreceive unp_externalize ( 2 16-44)
18-7 sendnsg
recvimsg
251 struct cmsghdr { socket.h
252 u_int cmsg_len; /* data byte count, including hdr */
- 253 int cmsg_level; /* originating protocol */
254 int cmsg_type; /* protocol-specific type */
255 /* followed by wu_char cmsg_datal]l; */
256 };
socket.h
18-7 cnsghdr
3 7 18-8
msghdr
msghdr{} cmsghdr{}
msg_name cmsg_len - 20
msg_namelen cmsg_level SOL_SOCKET
msg_lov cmsg,_type SCM_RIGHTS
msg_iovlen 3
msg_control g 7
msg_controllen | 20
msg_flags
18-8
sendnsg
mbuf (
sockar gs sockar gs sendi t 2 15-20
16-21) 24
4.3BSD Reno msghdr msg_control nsg_controllen
msg_accrights nsg_accrightslen
cmsg_l en nmsg_controll en
UDP Internet IP ( 2
23-25) (ON] oSl
18-9
2
18-10 unp_i nternalize unp_externalize mbuf

file



sendit

mbuf

sbappendcontrol

file

file

dom_externalize

soreceive

> mbuf
recvit

18-9

18.4 unp_internalize

18-11 unp_internalize 18-1
PRU_SEND ui pc_usrreq
1 cnsghdr
564-566 cnsghdr SCM_RI GHTS SOL_SOCKET
mbuf ( nmsghdr msg_controll en

msghdr sendmag)
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cnmsghdr {} nbuf {}
D, mbuf
<,
% ( MT_CONTROL)
425, R -
% By

} unp_internalize

file

sbappendcontr ol

. mbuf
Ut

nbuf {}
mbuf
( MT_CONTROL)
S unp_external i ze
s
& }
crmeghdr {} 04“’/%%\\ file
g& R
18-10 unp_internal i ze unp_external i ze
2.
567-574 ol dfds rp
for
( )
3. file
575-578 rp for file fp
4,
579-581 file f _count f_msgcount
unp_externalize unp_internalize
unp_rights unp_externalize

unp_rights
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553 int

uipc_usrreq.c

554 unp_internalize(control, p)
555 struct mbuf *control;
556 struct proc *p;

557 {
558 struct filedesc *fdp = p->p_£fd;
559 struct cmsghdr *cm = mtod(control, struct cmsghdr *);
560 struct file **rp;
561 struct file *fp;
562 int i, f£4;
563 int oldfds;
564 if (cm->cmsg_type != SCM_RIGHTS || cm->cmsg_level != SOL_SOCKET | |
565 cm->cmsg_len != control->m_len)
566 return (EINVAL);
567 oldfds = {(cm->cmsg_len - sizeof(*cm)) / sizeof(int);
568 rp = (struct file **) (cm + 1);
569 for (1 = 0; i < oldfds; i++) {
570 fd = *(int *) rp++;
571 if ((unsigned) fd >= fdp->fd_nfiles ||
572 fdp->£fd_ofiles[fd] == NULL)
573 return (EBADF);
574 }
575 rp = (struct file **) (cm + 1);
576 for (i = 0; i < oldfds; i++) {
577 fp = fdp->fd_ofiles[* (int *) rpl:
578 *rp++ = fp;
579 fp->f_count++;
580 fp->f_msgcount++;
581 unp_rights++;
582 }
583 return (0);
584 } .
uzpc_usrreq.c
18-11 wunp_internal i ze
17-14 Unix 0
unp_gc

18.5 unp_externalize

18-12 unp_externalize MI_CONTROL mbuf

sorecei ve dom externalize

unp_externalize( 2 16-44)

1.

532-541 newf ds mbuf file f davai |

unp_di scar d( ) EMSGSI ZE
2. file

542-546 file fdall oc
fdall oc 0 file

fdall oc f file
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3.
547-548 f _msgcount unp_rights
4, file
549 mbuf file
recvmsg
unp_externalize file
recvit( 2 16-44)
msg_fl ags MSG_CTRUNC
recvimsg
uipc_usrreq.c

523 int pe- 1
524 unp_externalize(rights)
525 struct mbuf *rights;
526 {
527 struct proc *p = curproc; /* XXX */
528 int i;
529 struct cmsghdr *cm = mtod(rights, struct cmsghdr *);
530 struct file **rp = (struct file **) (cm + 1);
531 struct file *fp;
532 int newfds = (cm->cmsg_len - sizeof(*cm)) / sizeof(int);
533 int £;
534 if (!fdavail (p, newfds)) {
535 for (i = 0; i < newfds; i++) {
536 fp = *rp;
537 unp_discard(fp);
538 *rp++ = 0;
539 }
540 return {(EMSGSIZE);
541 }
542 for (i = 0; i < newfds; i++) {
543 if (fdalloc(p, 0, &f))
544 panic ("unp_externalize");
545 fp = *rp;
546 p->p_fd->fd_ofiles[f] = fp;
547 fp->f_msgcount--;
548 unp_rights--;
549 *(int *) rp++ = £;
550 }
551 return (0};
552 }

18-12 unp_external i ze

18.6 unp_di scard

18-12
18-13 unp_di scard
1.
730-731 f_msgcount unp_rights

uipc_usrreq.c
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uipc_usrreq.c
726 void

727 unp_discard(£fp)
728 struct file *fp;

729 {
730 fp->f_msgcount--;
731 unp_rights--;
732 (void) closef(fp, (struct proc *) NULL);
733 } .
uipc_usrreq.c
18-13 unp_di scard
2. cl osef
732 cl osef file f _count 0 closef f _count

fo_close (2 15-38)

18.7 unp_di spose

17-14 unp_rights 0 )
Unix unp_det ach sorflush
PR_RI GHTS sorflush( 2 15-37)
dom di spose ( ) mbuf
file f _count f_msgcount

unp_rights unp_internalize

Unix dom _di spose unp_di spose( 17-4) 18-14

682 void uipc_usrreq.c

683 unp_dispose (m)
684 struct mbuf *m;
685 {

686 if (m)

687 unp_scan(m, unp_discard);
688 }

uipc_usrreq.c
18-14 unp_di spose

unp_scan

686-687 unp_scan

unp_di scard unp_di scard
unp_scan

18.8 unp_scan

unp_di spose unp_scan unp_di scard
unp_gc unp_mar k 18-15
unp_scan
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uipc_usrreq.c
689 void Pe- q

690 unp_scan(m0, op)
691 struct mbuf *m0;

692 void (*op) (struct file *);

693 {

694 struct mbuf *m;

695 struct file **rp;

696 struct cmsghdr *cm;

697 int i;

698 int gfds; .

699 while (m0) {

700 for (m = m0; m; m = m->m_next)

701 if (m->m_type == MT_CONTROL &&

702 m->m_len >= sizeof({*cm)) {

703 cm = mtod(m, struct cmsghdr *);

704 if (cm->cmsg_level != SOL_SOCKET ||
705 cm->cmsg_type != SCM_RIGHTS)
706 continue;

707 gfds = (cm->cmsg_len - sizeof *cm)
708 / sizeof (struct file *);

709 rp = (struct file **) (cm + 1);

710 for (i = 0; i < gfds; i++)

711 (*op) (*rp++);

712 break; /* XXX, but saves time */
713 } :
714 m0 = mO->m_nextpkt;

715 }

716 }

uipc_usrreq.c

18-15 unp_scan

1 mbuf

699-706 (m0 ) mbuf
MT_CONTROL mbuf

SOL_SOCKET SCM_RI GHTS mbuf

2. file
707-716 qgfds file file op
(unp_di scard unp_mark) op file
mbuf br eak

712 XXX br eak mbuf mbuf
18.9 unp_gc
unp_det ach Unix sorflush
Unix
1) MI_CONTROL mbuf sbappendcontrol ( 18-2)

recvinsg
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soreceive MFREE
MT_CONTROL mbuf ( 2 15-44)
mbuf file f _count f_msgcount 1(
18-6) unp_rights
file
file
[Leffler et al.1989] 305
MI_CONTROL mbuf
2)
Unix 18.2
Unix
sbappendaddr ( 18-1 ) 0
error ENOBUFS rel ease mbuf
file
3) Unix fdi Unix fdj fdj fdi
Unix
4.4BSD ( 18-18)
“ " file f _count f _msgcount (
) file Unix
file f _count f _msgount
( file f_count
f _msgcount ) f _count f _msgcount
file uUnix
unp_gc file cl osef
file 18-13 cl osef file
unp_rights 0O( 17-14)
Unix
unp_gc - (mark-and-sweep)
file file
Unix (
file )
file file
18-16 unp_gc
1

594-596 unp_gci ng unp_gc sorflush



unp_di scard

unp_di scard

18 Unix /0
sorflush unp_di spose unp_di spose
cl osef cl osef unp_detach unp_detach

2. FMARK FDEFER

unp_gc

i FER

598-599 file FMARK FDE

3. unp_defer
600-622 unp_defer 0 do while

file file
file
Unix Unix
file

4. file
601-603 file (f_count
0)

uipc_usrreq.c

587 void pe 9

588 unp_gc ()

589 {

590 struct file *fp, *nextfp;

591 struct socket *so;

592 struct file **extra ref, **fpp;

593 int nunref, i;

594 if (unp_gcing)

595 return;

596 unp_gcing = 1;

597 unp_defer = 0;

598 for (fp = filehead.lh_first; fp != 0; fp = fp->f_list.le_next)

599 fp->f_flag &= ~(FMARK | FDEFER);

600 do {

601 for (fp = filehead.lh_first; fp != 0; fp = fp->f_list.le_next) {

602 if (fp->f_count == 0)

603 continue;

604 if (fp->f_flag & FDEFER) {

605 fp->f_flag &= “FDEFER;

606 unp_defer--;

607 } else {

608 if (fp->f_flag & FMARK)

609 continue;

610 if (fp->f_count == fp->f_msgcount)

611 continue;

612 fp->f_flag |= FMARK;

613 }

614 if (fp->f_type != DTYPE_SOCKET | |

615 (so = (struct socket *) fp->f_data) == 0)

616 continue;

617 if (so->so_proto->pr_domain != &unixdomain | |

618 (so->so_proto->pr_flags & PR_RIGHTS) == 0)

619 continue;

620 unp_scan(so->so_rcv.sb_mb, unp_mark) ;

621 }

622 } while (unp_defer);

uinc usrren.c

18-16 unp_gc
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5.
604-606 FDEFER unp_defer
unp_mar k FDEFER FMARK
if Unix
6.
607-609 FMARK
7.
610-611 f _count f _msgcount
Unix
8.
612 FMARK
9. Unix
614-619 socket
PR_RI GHTS Unix
Unix
10. Unix
620 file Unix unp_scan
MT_CONTROL mbuf unp_mar k
Unix (so_qg)[McKusick
et al.1996]
18-17 file
unp_defer 1
file file
Dfile (f _count 2)
(f __msgcount 0) 18-16 f_flag FMARK
vnode( f_type DTYPE_
f _flag FMARK FDEFER
)
2) f _count f _msgcount
f_flag
3) FMARK
Unix unp_scan
file
FMARK unp_mark FMARK FDEFER
unp_defer 1
file FMARK
) FMARK FDEFER unp_defer 2
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4) FDEFER 18-16 unp_defer
1
f _count f_msgcount
file{) file{} file() file(}
£f_type VNODE f_type VNODE f_type SOCKET f_type SOCKET
£_flag FMARK f_flag FrarK f_flag FMARK f_flag FMARK
f_count 2 f_count 1 f_count 1 f_count 2
£_msgcount |0 f_msgcount |1 f_msgcount |0 f_msgcount |1
- £_data - £_data - f_data - f_data
vnode({} vnode({)} socket () socket ()}
so_rcv
mbuf{}
-
r MT_CONTROL

cmsg_len

cmsg_level

cmsg_type

AL
18-17
file unp_defer 1

Unix
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Unix (

FMARK FDEFER
file
(sweep) 18-18

623
624
625
626
627
628
629
630
631
632
633
634
635
636
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638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671

uipc_ustrreq.c

We grab an extra reference to each of the file table entries -
that are not otherwise accessible and then free the rights
that are stored in messages on them.

The bug in the orginal code is a little tricky, so I’11 describe
what'’s wrong with it here.

It is incorrect to simply unp_discard each entry for f_msgcount
times -- consider the case of sockets A and B that contain
references to each other. On a last clogse of some other socket,
we trigger a gc since the number of outstanding rights ‘(unp_xrights)
is non-zero. If during the sweep phase the gc code unp_discards,
we end up doing a (full) closef on the descriptor. A closef on A
results in the following chain. Closef calls soo_close, which
calls soclose. Soclose calls first (through the switch
uipc_usrreq) unp_detach, which re-invokes unp_gc. Unp_gc simply
returns because the previous instance had set unp_gcing, and

we return all the way back to soclose, which marks the socket

with SS_NOFDREF, and then calls sofree. Sofree calls sorflush

to free up the rights that are queued in messages on the socket A,
i.e., the reference on B. The sorflush calls via the dom_dispose
switch unp_dispose, which unp_scans with unp_discard. This second
instance of unp_discard just calls closef on B.

Well, a similar chain occurs on B, resulting in a sorflush on B,
which results in another closef on A. Unfortunately, A is already
being closed, and the descriptor has already been marked with
SS_NOFDREF, and soclose panics at this point.

Here, we first take an extra reference to each inaccessible
descriptor. Then, we call sorflush ourself, since we know
it is a Unix domain socket anyhow. After we destroy all the
rights carried in messages, we do a last closef to get rid
of our extra reference. This is the last close, and the
unp_detach etc will shut down the socket.

91/09/19, bsy@cs.cmu.edu
/

extra_ref = malloc(nfiles * sizeof(struct file *), M_FILE, M_WAITOK);
for (nunref = 0, fp = filehead.lh first, fpp = extra_ref; fp_!= 0;
fp = nextfp) {
nextfp = fp->f_list.le_next;

**:(-)(-********#******************#***’E***

if (fp->f _count == 0)
continue;

if (fp->f_count == fp->f_msgcount && ! (fp->f_flag & FMARK)) {
*fpp++ = fp;
nunref++;

fp->f_count++;

18-18 unp_gc
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672 }
673 }
- 674 for (i = nunref, fpp = extra ref; --i >= 0; ++fpp)
675 if ((*fpp)->f_type == DTYPE_SOCKET)
676 sorflush((struct socket *) (*fpp)->f_data);
677 for (i = nunref, fpp = extra_ref; --i >= 0; ++£fpp)
678 closef (*fpp, (struct proc *) NULL);
679 free((caddr_t) extra_ref, M_FILE);
680 unp_gcing = 0;
681 )
uipc_usrreq.c
18-18 ( )
11.
623-661 4.3BSD Reno Net/2 4.4BSD
Bennet S. Yee 18-19
12.
662 mall oc file nfiles
file M FI LE (vmstat -m
) M WAI TOK
13. file
663-665 ( ) file
14.
666-667 file f count O
15.
668 f _count f _msgcount (
FMARK ( Unix )
16. file
669-671 fp file
nunr ef file f _count
17. sorflush
674-676 sorflush sorflush( 2
15-37) dom_di spose unp_di spose unp_di spose unp_scan
unp_discard f _msgcount
unp_rights file cl osef
file ( f _count )
f_count O f _count 2 2
sorfl ush cl osef file f _count 0
18.

677-678 file cl osef
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f _count 1 0 file
19.
679-680 mal | oc unp_gci ng
18-19 unp_gc Net/2 18-18

for (fp = filehead; fp; fp = fp->f_filef) {
if (fp->f_count == 0)
continue;
if (fp->f_count == fp->f_msgcount && (fp->f_flag & FMARK) == 0)
while (fp->f_msgcount) :
unp_discard(£fp) ;
}
unp_gcing = 0;

18-19 Net/2 unp_gc
18-18
Net/3 18-19
18-18
file
18.10 unp_mark
unp_gc unp_scan unp_rmar k unp_scan file
18-20

717 void uipc_usrreq.c

718 unp_mark (fp)

719 struct file *fp;

720 {

721 if (fp->f_flag & FMARK)

722 return;

723 unp_defer++;

724 fp->f_flag [= (FMARK | FDEFER);

725 }

uipc_usrreq.c
18-20 unp nark
717-720 fp file file Unix
1

721-722 file file

2. FMARK FDEFER
723-724 unp_defer FMARK FDEFER
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TCP sosend Unix
( 16-2 32 768 ) sosend mbuf
PRU_SEND 2 048 TCP Unix
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TCP ( IP )
PRU_SEND Unix
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IP TCP
18.12
Unix
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Unix

( file )
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TITCP
1) TCP
2) MSL TIME_WAIT
TCP TITCP 2 TCP
connect write
sendto sendnsg FIN
send sendto sendnsg MSG_EOF shut down
1 TCP T/TCP
T/TCP
1) T/ITCP
2) T/ITCP
TITCP 2
<sys/socket. h> MSG_EOF
TITCP C #i f def
#i fdef MSG_EOF
I* TITCP */
#el se
I* T/ITCP  */
#endi f
2 ( sendto sendnsg
connect) T/TCP T/TCP
ENOTCONN( 2
SVR4 sendt o
connect
TCP T/TCP
1 T/ITCP TCP
1 C
B-1 mai n
8-13 IP Internet

15-17 send_r equest
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18-19 read_stream 1-6
client.c
1 #include "cliserv.h"
2 int
3 main(int argc, char *argv(])
4 { /* T/TCP or TCP client */
5 struct sockaddr_in serv;
6 char request {REQUEST], reply[REPLY];
7 int sockfd, n;
8 if (argc !'= 3)
9 err_quit ("usage: client <IP address of server> <port#>");
10 memset (&serv, 0, sizeof(serv));
11 serv.sin_family = AF_INET;
12 serv.sin_addr.s_addr = inet_addr(argv[l1l]);
13 serv.sin_port = htons(atoi(argv[2])};
14 /* form request([] ... */
15 if ((sockfd = send_request(request, REQUEST, 1,
16 (SA) &serv, sizeof(serv))) < 0)
17 err_sys ("send_request error %d", sockfd);
18 if ((n = read_stream(sockfd, reply, REPLY)) < 0)
19 err_sys("read error");
20 /* process "n" bytes of replyll ... */
21 exit(0);
22 3 client.c
B-1 T/TCP TCP nai n
send_request B-2
: ; sendrequest.c
1 #include "cliserv.h"
2 #include <errno.h>
3 #include <netinet/tcp.h>
4 /* Send a transaction request to a server, using T/TCP if possible,
5 * else TCP. Returns < 0 on error, else nonnegative socket descriptor. */
6 int
7 send_request (const void *request, size_t nbytes, int sendeof,
8 const SA servptr, int servsize)
9 {
10 int sockfd, n;
11 if ({(sockfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
12 return (-1};
13 #ifdef MSG_EOF /* T/TCP is supported on compiling host */
14 n=1;
15 if (setsockopt (sockfd, IPPROTO_TCP, TCP_NOPUSH,
16 (char *) &n, sizeof(n)) < 0) {
17 if (errno == ENOPROTOOPT)

B-2 send_request T/ITCP TCP
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18 goto doconnect;
19 return (-2);
20 }
21 if (sendto(sockfd, request, nbytes, sendeof ? MSG_EOF : 0,
22 servptr, servsize) != nbytes)
23 if (errno == ENOTCONN)
24 goto doconnect;
25 return (-3);
26 }
27 return (sockfd); /* success */
28 doconnect: /* run-time host does not support T/TCP */
29 #endif
30 /*
31 * Must include following code even if compiling host supports
32 * T/TCP, in case run-time host does not support T/TCP.
33 * /
34 if (connect(sockfd, servptr, servsize) < 0)
35 return (-4);
36 if (write(sockfd, request, nbytes) != nbytes)
37 return (-5);
38 if (sendeof && shutdown(sockfd, 1) < 0)
39 return (-6);
40 return (sockfd); /* success */
41 }
sendrequest.c
B-2 ()
1. T/ITCP sendto
13-29 T/ITCP 3.6
TCP_NOPUSH T/ITCP set sockopt
ENOPROTOOPT TCP connect
3 0
2. TCP
30-40 TCP connect wite shut down
mai n B-3
server.c
1 #include "cliserv.h"
2 int
3 main(int argc, char *argvl[])
4 { /* T/TCP or TCP server */
5 struct sockaddr_in serv, cli;
6 char request [REQUEST], reply[REPLY];
7 int listenfd, sockfd, n, clilen;
8 if (argc != 2)
9 err_guit("usage: server <port#>");
10 if ((listenfd = socket (PF_INET, SOCK_STREAM, 0)) < 0)
11 err_sys ("socket error");
12 memset (&serv, 0, sizeof(serv));

B-3 nai n
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13 serv.sin_family = AF_INET;

14 serv.sin_addr.s_addr = htonl (INADDR_ANY) ;

15 serv.sin_port = htons(atoi(argv[1l])};

16 if (bind(listenfd, (SA) &serv, sizeof(serv)) < 0)

17 err_sys("bind erxror");

18 if (listen(listenfd, SOMAXCONN) < 0)

19 err_sys("listen error");

20 for (;;) {

21 clilen = sizeof(cli);

22 if ((sockfd = accept(listenfd, (SA) &cli, &clilen)) < 0)
23 err_sys ("accept error");

24 if ((n = read_stream(sockfd, request, REQUEST)) < 0)

25 err_sys("read error");

26 ) /* process "n" bytes of request([] and create replyl[] ... */

27 #ifndef MSG_EOF

28 #define MSG_EOF 0 /* send() with flags=0 identical to write() */
29 #endif
30 if (send(sockfd, reply, REPLY, MSG_EOF) != REPLY)
31 err_sys("send error");
32 close(sockfd) ;
33 }
34 }
server.c
B-3 ()
27-31 send( 1-7 write) T/TCP
4 0 T/TCP
TITCP( MSG_EOF )

sosend
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